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Abstract

Phishing attack is a kind of identity theft which tries
to steal confidential data like on-line bank account
information. In a phishing attack scenario, attacker
deceives users by a fake email which is called scam. In
this paper we employ three different learning methods to
detect phishing scams. Then, we use ensemble methods
on their results to improve our scam detection
mechanism. Experimental results show that the
proposed method can detect 94.4% of scam emails
correctly, while only 0.08% of legitimate emails are
classified as scams.

1. Introduction

Phishing is a branch of internet crimes. In these
attacks users’ sensitive information such as passwords
and credit card details are captured. Phishers use social
engineering in their attacks to masquerade themselves as
legitimate servers [1]. In a usual phishing attack, the
attacker spoofs a website, similar to a known and trusted
one. Phisher then sends a fake e-mail which is called
scam to the user. In most cases, users are encouraged to
refer to the website immediately by clicking on a link
embedded in the scam. By following the link, some
unaware users atrive to the rogue website and they may
enter the phisher desired information. In this stage, the
phisher has gained the sufficient information for the
fraudulent objectives. The phisher may forge user’s
identity or withdraw from victim’s internet bank account
[2].

Increasing number of scams, evolves demands for
new methods for fighting them. Only in 2004, more than
57 million users in USA received scams of phishing and
almost 2 million of them have become the victims of
such attacks [2].

In this paper, we try to separate attackers’ emails
from legitimate ones using well known data mining
approaches and ensemble their results. By preventing
users from receiving scams, these attacks would fail.

This paper is organized as follows. Section 2
discusses previous approaches for filtering spam and
scams. In section 3 we introduce email types and their
relation with phishing. In section 4 we consider three
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data mining algorithms used for scam detection. Section
5 includes the results of applying the algorithms on scam
detection. We conclude with final remarks and portray
future work in section 6.

2. Related work

Scams are subset of spams. A spam refers to a group
of emails which are sent to users with the aim of
marketing or advertising.

One of the methods for spam detection is using
information embedded in the e-mail header [3]. M.
Chandrasekaran et al [4] tries to detect phishing emails
based on structural features of emails such as linguistic
properties, email subject and “richness” of email
vocabulary.

Another way for spam detection is employing data
mining algorithms which have been of much interest
such as [5]. The process is as follows: based on the
email context, using text classification algorithms, it
starts to classify emails into two categories of frauds and
non-frauds. The closest related method to our work is
[6]. In this solution data mining methods are used based
on words in emails to detect the Nigerian 4-1-9 scam.

I. Fette et al [7] first extracts special features set from
emails which are designed to deceive users. These
features include IP based URL, non-matching URL and
the number of domains in the emails. The second step in
this solution is using data mining algorithm based on
these features to detect phishing scams.

Our proposed method employs three data mining
algorithms based on the e-mail’s text and combines the
results to improve the accuracy.

3. Email categorization

First step in scam detection is to know different types
of emails. Emails can be classified into three categories:
Spams, Scams and Hams. Figure 1 shows the
relationship between these three categories.

Spam email, known as bulk or junk email involves
sending nearly identical messages to numerous
recipients by email. Scams are subset of spams. This
group has been designed very intellectually and tries to
deceive users in order to achieve illegal objectives. In
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contrast to scams, there are legitimate emails or hams
which are those emails exchange between users.

Figure 1. Email categorization [6]

4. Data mining algorithm for scam detection

In fact the problem on hand is a binary classification
one. The aim is designing a message filter in order to
detect fraudulent patterns in scams. Then filter is trained
to make a boolean decision on a labeled dataset, where
the labels are “scam” and “non scam”. After the filter
has been trained, it can be applied to messages incoming
to a mail server in real time. Our aim is to combine the
results of data mining algorithms to achieve better
results in email classification. In this paper we employ
three algorithms for text classification: K nearest
neighbor [8], Poisson probabilistic theory [6] and
Bayesian probabilistic theory [9]. First, emails are
classified into two categories of frauds and non-frauds
using these algorithms. Then based on consensus
method [10], combining the results of the proposed data
mining algorithms, we improve the classification results.

4.1. K Nearest Neighbor

K Nearest Neighbor (KNN) is a simple and common
method which is used in different data miming
applications [8]. Assume the set M={m;,m,,...m,}
consists of p messages and each message belongs to one
of the two classes of scam and non scam, C={Scam,

Non-Scam}}. So that ¥ =U.cM. is the union of disjoint
sets of messages (M,) in different categories. A vector V
is derived from the set M which has x words and x is the
total number of different words in the set M. The vector
V={v,vs,...,vs} with x words is constructed for each
message m in the learning phase. In case there is word v;
in message m the respective word in the corresponding
vector is set to 1.
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In the test phase for each test message m, we

construct vector v, similar to the training phase. Then

distance between test vector v,, and all training vectors is
m

computed as follow:
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It is clear that the nearest message to input is the one
with highest value in relation 2.
4.2. Poisson probabilistic theory

One of important algorithms which is used in text
classification is Poisson model. The output of this

classifier is a number which represents the dependency
of a message to one of the two classes (fraud or non-
fraud).

The sets M, C and V are similar to KNN. Assume
that X, is frequency of word v in message m. Assuming
a Poisson process model for X, the probability
distribution of X, is as follows:
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Where W, is message size in scale of 1000 and Hye is
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Poisson rate for word v in class ¢ that is equal to the
expectation of the occurrence of word v among the

words of class ¢. The value of parameter’u ve for each

class ¢ is determined by following relation during the
learning phase:
X
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In this method after computing the probability of
words frequency in each message of each class, the
probability that this message belongs to one class rather
than the other is obtained from the following relation:
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With regard to relation 5, if r,, is greater than 1,

message belongs to Scam class and otherwise to Non-

Scams. Of course because of high importance of

detecting Scam messages from Non-Scams, the
threshold should be specified less than 1.
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4.3. Naive Bayes probabilistic theory

Naive Bayes theory is one of the strongest
information classification methods. The idea is based on
naive bayes probabilistic theory which selects most
probable class [9].

Assume V={v,,v,,...,vs} as a vector of input random
message with d distinct words and each message belongs
to one of two classes: C={Scam, Non-Scam}. The aim of
this algorithm is calculating the probability of belonging
each message to one of the two classes. The algorithm is
calculating as follows:

P(C = Scam, Non— Scam | v,,...,v,) =
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P(C = Scam, Non— Scam).P(v,,...,v, | C = Scam, Non— Scam)

(6)

P, v,)

Such as Poisson algorithm the probability of
belonging to two classes are divided together to create a
ratio, in order to specify winner class.
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In case that occurrence probability of each word is
independent from the others, we have
P(v,,.,v,|C = Scam ,Non — Scam ) =
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Therefore:
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In equation 9 the value of first logarithm is always
constant. If the right side logarithm result becomes
higher than zero, it would belong to scam class and
otherwise to non scams.

log

4.4. Ensemble classification

The key idea in ensemble methods is to achieve
higher accuracy by combining results of different
algorithms. In this paper we applied the ensemble
method on the outputs of different classifiers.

There are many ways which do the ensemble in
output level of classification algorithms such as Majority
voting [10], Weighted majority voting [11], Naive Bayes
combination [12] and N Dimensional naive Bayes
sampling [13]. Using ensemble classification has made
considerable results in spam detection [14]. In this
article majority voting method has been used.

5. Experimental results

In this section we study the results. First we describe
how the data is gathered. Then we consider the results of
using each algorithm mentioned in section 4. Finally in
this section we ensemble the algorithms to achieve
higher accuracy.

5.1 Sample data set

Spams and hams have been provided from a standard
data set called Enron-spam [15] . We used the scam
samples from a web repository of phishing [16]. The
data set consists of 4500 spams, 1500 legitimate emails
and 529 scams of phishing type with 70,000 different
words. 2400 most frequent words have been selected
from the data set.

5.2 Poisson filter results

First all messages are categorized into two groups of
frauds and non-frauds. Non fraud group consists of
spams and hams. Frauds include phishing messages.
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We employed Poisson classifier with balanced 5-fold
cross-validation mechanism [9]. The results of Poisson
algorithm is shown in table 1.

Table 1: Confusion matrix of Poisson algorithm
Poisson Algorithm Qutput

" Scam Spam and Ham
S Scam 88% 12%
8 g Spam and Ham 0.1% 99.9%

Although Poisson filter is well done in spam and ham
detection, in case of scam the results have considerable
mistake.

5.3 K Nearest Neighbor filtering results

K nearest neighbor algorithm has been studied for
different number of neighbors. The output result is
shown in table 4. A key point in this filter is growth in
fault occurrence according to increase in the number of
Neighbors. The presented results show that, since the
number of samples in each class is not balanced,
decrease in the number of Neighbors may improve the
result respectively.

5.4 Naive Bayes filter results

Naive Bayes results are shown in table 2.
Considering the number of selected scam and non scam
messages, the filter threshold is chosen -1.079 during the
training phase. In other words the messages which their
score in formula 7 is more than the threshold are
detected as scam. Although naive Bayes filter does not
act well in non scam detection, but because its mistake
results have no intersection with other filters, it would
have effective role in ensemble process.

Table 2: Confusion matrix of Naive Bayes algorithm
Naive Bayes Algorithm Result

a Scam Spam and Ham
S % Scam 90.6% 9.4%
§ & | Spamand Ham 1.8% 98.2%

5.5 Ensemble classification

The aim of the ensemble classification is to increase the
accuracy of other filter results. In this paper the Majority
voting approach has been applied. Ensemble method
results are shown in table 3. As expected, Ensemble
algorithm improved detection results in both classes
considerably.

Table 3: Confusion matrix of ensemble classification
Majority Vote Results

a Scam Spam and Ham
S x Scam 94.4% 5.6%
8 X | Spam and Ham 0.08% 99.92%




6. Conclusion and future work

Considering the importance of spam and scam
detection, various data mining algorithms have been
employed. Three of these classification algorithms have
been used: Naive Bayes, Poisson and K Nearest
Neighbor. Then by using majority voting ensemble
classification algorithm, their results were merged in
order to increase the accuracy.

For future work other types of Naive Bayes
implementation could be employed in order to find the

most efficient of them. Furthermore, the manner of
choosing word set could be studied later. Using other
classification methods such as SVM may be studied
later. Other features in emails such as hex format IP
address and matched URL can be used to train learning
algorithm. Furthermore wusing different ensemble
methods would improve scam detection accuracy and
can be considered as a novel approach in the battle
against spams and scams.

Table 4: Confusion matrix resulted from K Nearest Neighbor

KNN algorithm Result
K=1 K=3 K=5 K=7
o scam Non scam scam Non scam scam Non scam scam Non scam
§ = Scam 91.5% 8.5% 87.5% 12.2% 83.9% 14.1% 86.6% 13.2%
E § Non scam 0.3% 99.7% 0.3% 99.7% 0.3% 99.7% 0.3% 99.7%
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