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PE Studio Il -Y-¢
O KaS wyocel s b s Ol 5 adyl ol s olwlis gl 1530 o5 ol
ol SeS sy Gl 3 w350 | (aaa @) exe gla LB 51 S bl Ol e

oA 2 RS s sl jasii ), BB ose 2oL YY Ol e 2l 4l
LS e odnlis (firefox.exe) FireFox 55,0 55 1y L5l o0l

E pestudio 8.34 - Malware Initial Assessment - www.winitor.com - m] X
File Help
787
[=® 7 c:\program files (x36)\mozilla firefox\firefox.exe| property value
- indicators (15/25) mds DEF38FD2BI0CDTOC 1392798B730D0CTR
MY virustota! (nfa) shal 20616BBF3BFESEEG175BD23C6926013710DA19D2
++[1 dos-stub (200 bytes] imphash BDFOB22D66CSBEAISFCDFEBAT2RSEA
O file-header (20 bytes)
-0 optional-header (224 bytes) cpu h
.00 directories (9/15) sze 510920
O sections (B) entropy 6.703
el description Firefox
O version 3002
- date 09:12:2016 - 11:47:56
-0 / type executable
.0 tls-callbacks (n/a) subsystem GUI
£5° resources (27) signature Microsoft Visual C++ 8
abe strings (240/4493)
-7 debug (RSDS)
- g manifest (invoker)
~{t8] version (1/13)
Q certificate (7624 bytes)

L3 overlay (nfa)
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MiTeC EXE Explorer 5l —¥-¢
03,5 3l 35,5 Olge w0 ) ol b &G PE Studio iyl dsbes 55 150 ol
ol s 208 e el s O gl Sy s sktle 5pse o3 g3l lelbl

(S o odalla | chrome.exe LG 5, » 5l

® MiTeC EXE Explorer - [C:\Program Files (xB6)\Google\Chrome\Application\chrome.exe] - O X
File
Portable Executable - PE32+ (64bit)
&4-hit AMD - Windows GUI

Header r Sections r Directories }/Exporis r Imports r Resources rSh'ings r Load Config rDebug r Thread Local Storage r Exceptions 14 r =
Property Value
Signature 0x00004550 (Portable Executable)
Machine
Mumber of sections 3
Timestamp 12/82016 4:02:34 AM
Pointer to symbol table 0x00000000
Number of symbols 0
Size of optional header 240
Characteristics 0x0022

Checksums /, DOS ), File ;, Optional

= Version Info

Froperty Value “ || Fixed Version Info
C.ompany.Na.me Google Inc. Product version:  55.0,2883.87
FileDescription Google Chrome File version: 55.0.2883.87
FileVersion 55.0.2883.87 il . Applicati
InternalName chrome_gxe ile type:  Application

’ o
LegalCopyright Copyright 2016 Google Inc. All rights reserved. File 05: Win32
CriginalFilename chrome.exe Language: 1033
Productiame Google Chrome Code page: 1200
ProductVersion 55.0.2883.87 Debug: [ Patched: [
CompanyShortiame Google Prelease: [ | Private: [ ]
ProductShortiame Chrome e spedal: []

H Search tool (=}
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