ad

ﬂ
iRk
> mts (W XU
o Ol

2S5 13800 5 b
(Dependable Software Design)

Sl Gle:Y Juad

595 51 (R dome 1w yke
(Mohammad Abdollahi Azgomi)

azgomi@iust.ac.ir

Fundamentals of Dependability
m Reference:

E. Dubrova, Fault-Tolerant Design: An Introduction,
Kluwer Academic Publisher (2005)

m Chapter 2: Fundamentals of Dependability

m Ah, this is obviously some strange usage of the word ’safe’
that | wasn’t previously aware of.

—Douglas Adams, "The Hitchhikers Guide to the Galaxy".
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1. Introduction

m The ultimate goal of fault tolerance is the
development of a dependable system.

NUVY) VR VP ) I POV WO L LS SURR Vg P gy TR - KT

m In a broad term, dependability is the ability of a
system to deliver its intended level of service to its
users.
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1. Introduction

m As computer systems become relied upon by society
more and more, dependability of these systems
becomes a critical issue.

m In airplanes, chemical plants, heart pace-makers
(8 bys e o) Or other safety critical

applications, a system failure can cost people’s lives
or environmental disaster.
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1. Introduction
m In this section, we study three fundamental characteristics
of dependability:

Attributes (wle): Dependability attributes describe the properties
which are required from a system.

s S5 55 3550 slBCogad B
Impairment (Louilw ycwwl): Dependability impairments express the
reasons for a system to cease to perform its function or, in other
words, the threats to dependability.

LS):K;\?,‘K;I LSLQSJ.:«'.\.Q(V L R u':iUé5 LS‘)?‘ a8 gy J.'{Y.) ]

Means (k,!31): Dependability means are the methods and technigques
enabling the development of a dependable computing system.
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2.2 Dependability Attributes

m The attributes of dependability express the properties which are expected
from a system.

m Three primary attributes are
reliability (;lsob! culsl),
availability ( ow yws culsld) and
safety ( sws!).

m Other possible attributes include
maintainability (cuilwss cubld),
testability (s, 019050),
performability (s » i ebxl),
confidentiality ( Kl y=),
security (cusol).

= Depending on the application, one or more of these attributes are needed
to appropriately evaluate the system behavior.
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AVAILABILITY

RELIABILITY

SAFETY SECURITY
CONFIDENTIALITY

INTEGRITY

MAINTAINABILITY

ATTRIBUTES

FAULT PREVENTION
FAULT REMOVAL
FAULT TOLERANCE
FAULT FORECASTING

DEPENDABILITY MEANS

FAULTS
THREATS ERRORS
FAILURES
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2.2 Dependability Attributes

m For example, in an automatic teller machine (ATM):

the proportion of time which system is able to deliver its intended
level of service (system availability) is an important measure.

m For a cardiac patient (_.3 ,l) with a pacemaker:

continuous functioning of the device is a matter of life and death.

Thus, the ability of the system to deliver its service without
interruption (system reliability) is crucial.

m In a nuclear power plant control system:

the ability of the system to perform its functions correctly or to
discontinue its function in a safe manner (system safety) is of greater
importance.

DSD - Fundamentals of Dependability - By: M. Abdollahi Azgomi - IUST-CE Ve




2.1 Reliability

m Reliability, R(t), of a system at time t is the
probability that the system operates without failure in
the interval [0, t], given that the system was
performing correctly at time 0.

oy 2 [0, 1] lej 03l )3 i &S sl ol (o pib Jlozs! ¢ylinabo! Cadyl
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2.1 Reliability

m Reliability is a measure of the continuous delivery of
correct service.

IS ;> gy P9l 9 (Kwgs
m High reliability is required in situations when a system is
expected to operate without interruptions, as in the case of:
a pacemaker, or
I1900,15 293 g )8 puani Uy pwled oo y3 294 CaBgio 0lStwd (2O gy ,S| W
when maintenance cannot be performed because the system cannot be
accessed.
= For example, spacecraft mission control system is expected to
provide uninterrupted service.
Jlo ;5 LEWIS anius (0 g5 jlae jl julas) disn (olad (cladiiw mdp)lS g9 ool Jlio m
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2.1 Reliability

m Reliability is a function of time.

m The way in which time is specified varies considerably
depending on the nature of the system under consideration.

sl 4233590 (St Coanb ) dinly Gloj Cymad b

For example, if a system is expected to complete its mission in a
certain period of time, like in case of a spacecraft, time is likely to be
defined as a calendar time or as a number of hours.

For software, the time interval is often specified in so called natural or
time units.

A natural unit is a unit related to the amount of processing performed
by a software-based product, such as pages of output, transactions,
telephone calls, jobs or queries.
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2.2 Availability

m Relatively few systems are designed to operate
continuously  without interruption and  without
maintenance of any kind.

MRS WgS e (e g Ay (g & Wadoe (b 5yob & Wi Lt | oS Slas
o) delsl Glles & diwgy Hobay
m In many cases, we are interested not only in the probability
of failure, but also in the number of failures and, in
particular, in the time required to make repairs.

m For such applications, attribute which we would like to
maximize is the fraction of time that the system is in the
operational state, expressed by availability.
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2.2 Availability

m Availability, A(t), of a system at time t is the
probability that the system is functioning correctly at
the instant of time t.

A50 L b g iy Talasd (5 vt a5 canl ol b

oley Abasd (0w piwd CulilB Jg 045 0 ity yai Sloj oL 4o yluedsl ol

m A(t) is also referred as point availability, or
Instantaneous availability.
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2.2 Availability

m Often it is necessary to determine the interval or
mission availability. It is defined by

A(T) :l/‘ A(t)dre. (2.1)
=T/

m A(T) is the value of the point availability averaged
over some interval of time T.

m This interval might be the life-time of a system or the
time to accomplish some particular task.
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2.2 Availability

m Finally, it is often found that after some initial
transient effect, the point availability assumes a time-
independent value.

m In this case, the steady-state availability is defined by

1 T
A(e0) = lim — dt. 2.2
A(e0) ;rlilirfo A(t)dt (2.2)

ez AD) 5 R(E) aasl) 185 oo LB s S 51 W
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2.2 Availability

m If a system cannot be repaired, the point availability
A(t) equals to the system’s reliability, i.e. the
probability that the system has not failed between O
and t.

m Thus, as T goes to infinity, the steady-state
availability of a non-repairable system goes to zero

Afeo) =10
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2.2 Availability

m Steady-state availability is often specified in terms of

downtime per year.

m Table 2.1 shows the values for the availability and the

corresponding downtime.

Availability | Downtime

90% 36.5 days/year
09% 3.65 days/year
00.9% 8.76 hours/year
00.99% 52 minutes/year
00.999% 5 minutes/year
00.9999% 31 seconds/year

DSD - Fundamentals of Dependability - By: M. Abdollahi Azgomi - IUST-CE
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2.2 Availability

m Availability is typically used as a measure for

systems where short interruptions can be tolerated.

m Networked systems, such as telephone switching and

web servers, fall into this category.

m A customer of a telephone system expects to

complete a call without interruptions.

m However, a downtown of three minutes a year is

considered acceptable.
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2.2 Availability

m Surveys show that web users lose patience when web
sites take longer than eight seconds to show results.

leal odgwy 4l e 4 loy ol Yorl Jlo 31 olalol 5> all

m This means that such web sites should be available
all the time and should respond quickly even when a
large number of clients concurrently access them.
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2.2 Availability

m Another example is electronic power control
system.

m Customers expect power to be available 24 hours a
day, every day, in any weather condition.

m In some cases, prolonged power failure may lead to
health hazard (M. +,blxs), due to the loss of services

such as water pumps, heating, light, or medical
attention.

m Industries may suffer substantial financial loss.
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2.3 Safety

m Safety can be considered as an extension of

reliability, namely a reliability with respect to
failures that may create safety hazards (<! bks).

m From reliability point of view, all failures are equal.

m In case of safety, failures are partitioned into:
fail-safe and
il el ol g9 ol EsBy b g Bl 3l pA 4 o]
fail-unsafe.
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2.3 Safety

m As an example consider an alarm system.

The alarm may either fail to function even though a
dangerous situation exists, or

m This is classified as a fail-unsafe failure.
It may give a false alarm when no danger is present.

m This is considered a fail-safe failure.
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2.3 Safety

m More formally, safety is defined as follows.

Safety S(t) of a system is the probability that the system
will either perform its function correctly or will
discontinue its operation in a fail-safe manner.

m Safety is required in safety-critical applications were
a failure may result in an human injury, loss of life or
environmental disaster.

Examples are chemical or nuclear power plant control
systems, aerospace and military applications.

DSD - Fundamentals of Dependability - By: M. Abdollahi Azgomi - IUST-CE Yo

2.3 Safety

m Many unsafe failures are caused by human
mistakes.

ot ot o alid ) Letulof] plosl &5 ugie el o9y 1 b
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3. Dependability Impairments (saisibw ycww!)

m Dependability impairment are usually defined in
terms of faults, errors, failures.

$898 ol aw gl cowlio w8 o Joleo B
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3. Dependability Impairments (Wsaclw yeww!)
owy8 sla ol m

Fault: s
Error: J&K4
Failure: g5
STl aw grcgilivo =
DSD - Fundamentals of Dependability - By: M. Abdollahi Azgomi - IUST-CE YA




15

3. Dependability Impairments (Wsaclw yeww!)

oMol aw srigolio @

A common feature of the three terms is that they give us a
message that something went wrong.
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3. Dependability Impairments (basusbw yeww!)

Sb'},g dw dUbuSw u

A difference is that, in case of a fault, the problem occurred on the
physical level;

In case of an error, the problem occurred on the computational level;
In case of a failure, the problem occurred on a system level.
stuck-at-1 fault :asl sus G Loih Hobas ol (San dbibls o S Jlo 4l
ollas isu oled 55 S asly puite G oS g e sl 98 (slas by Sl ooy
Error il sl gy e ded 0 (5,105 dlasl>

Failure :iy sl s S oS o J5S |y pieps <5 asby ol ST
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3.1 Faults, errors and failures

m A fault is a physical defect (cws), imperfection
(paws), or flaw (wls) that occurs in some

hardware or software component.

Examples are short-circuit between two adjacent
interconnects, broken pin, or a software bug.

DSD - Fundamentals of Dependability - By: M. Abdollahi Azgomi - IUST-CE )

3.1 Faults, errors and failures

m An error is a deviation from correctness or
accuracy in computation, which occurs as a result
of a fault.

s aseds 43 oS Cowl dwloo 40 Cdd ) duwyd 31 Bl ool S JISS)
59*"5" Soals

m Errors are usually associated with incorrect
values in the system state.

For example,
m a circuit or a program computed an incorrect value,

man incorrect information was received while
transmitting data.
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3.1 Faults, errors and failures

m A failure is a non-performance of some action which is
due or expected.

B! il g ) e a8 90 5> Slles (S5 g2l pas o5

m A system is said to have a failure if the service it delivers to
the user deviates from compliance with the system
specification for a specified period of time.

m A system may fail either:

because it does not act in accordance with the specification, or

because the specification did not adequately describe its function.

DSD - Fundamentals of Dependability - By: M. Abdollahi Azgomi - IUST-CE Yy

3.1 Faults, errors and failures

m Faults are reasons for errors and errors are reasons for
failures.

Faults => Errors => Failures

m For example, consider a power plant, in which a computer
controlled system is responsible for monitoring various plant
temperatures, pressures, and other physical characteristics.

sl 4Bl IS 5 s 45 A5 o 5155 UaS 4y jpuiis W
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3.1 Faults, errors and failures

9 Flhwlno ((Sujd Tl job med g S 9 JSAT s m
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3.1 Faults, errors and failures

m Definitions of physical, computational and system level are a
bit more confusing when applied to software.

We interpret a program code as physical level,
the values of a program state as computational level, and
the software system running the program as system level.

m For example, an operating system is a software system.
Then, a bug in a program is a fault,
possible incorrect value caused by this bug is an error and

possible crush of the operating system is a failure.
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3.1 Faults, errors and failures

m Not every fault cause error and not every error cause
failure.

m This is particularly evident in software case.

m Some program bugs are very hard to find because
they cause failures only in very specific situations.

For example, in November 1985, $32 billion overdraft
(el 5 i dlg) Was experienced by the Bank of New York,

leading to a loss of $5 million in interests.

The failure was caused by an unchecked overflow of an
16-bit counter.
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3.1 Faults, errors and failures

m In 1994, Intel Pentium | microprocessor was
discovered to compute incorrect answers to certain
floating-point division calculations.

m For example, dividing 5505001 by 294911 produced
18.66600093 instead of 18.66665197.

m The problem had occurred because of the omission
of five entries in a table of 1066 values used by the
division algorithm.

m The five cells should have contained the constant +2,
but because the cells were empty, the processor
treated them as a zero.
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3.2 Origins of faults (Uas xsts)

m As we discussed earlier, failures are caused by errors
and errors are caused by faults.

m Faults are, in turn, caused by numerous problems
occurring at  specification, implementation,
fabrication stages of the design process.

m They can also be caused by external factors, such as
environmental disturbances ( Juse <¥YWAI) or

human actions, either accidental or deliberate
(gos).
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3.2 Origins of faults (Us asls)

m We can classify the sources of faults into four
groups:

Origins of Faults

external
factors

incorrect
specification

fabrication
defects

incorrect
implementation
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3.2 Origins of faults (Uas xsts)

m Incorrect specification results from incorrect
algorithms, architectures, or requirements.

m Faults caused by incorrect specifications are usually
called specification faults.
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3.2 Origins of faults (Us asls)

m In System-on-a-Chip (SoC) design, integrating
pre-designed intellectual property (IP) cores
(e caSlle claazan), SPecification faults are one of the

most common type of faults.

Core specifications, provided by the core vendors, do not
always contain all the details that system-on-a-chip
designers need.

This is partly due to the intellectual property protection
requirements, especially for core netlists and layouts.
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3.2 Origins of faults (Uas xsts)

m Faults due to incorrect implementation, usually
referred to as design faults, occur when the system
implementation does not adequately implement the
specification.

Lld (Wgw o Mol CawydU (gjlwodly cuw @ o5 gblad o
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3.2 Origins of faults (Us asls)

m Incorrect implementation in hardware include

poor component selection,
logical mistakes,

poor timing or synchronization.
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3.2 Origins of faults (Uas xsts)

m In software, examples of incorrect implementation
are

bugs in the program code and

poor software component reuse.

m Software heavily relies on different assumptions
about its operating environment.

m Faults are likely to occur if these assumptions are
incorrect in the new environment.

ety 1l > T Sidge Jlio
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3.2 Origins of faults (Us asls)

m The Ariane 5 rocket accident is an example of a failure caused
by a reused software component.

m Ariane 5 rocket exploded 37 seconds after lift-off on June 4th,
1996, because of a software fault that resulted from
converting a 64-bit floating point number to a 16-bit integer.

m The value of the floating point number happened to be larger
than the one that can be represented by a 16-bit integer.

m [n response to the overflow, the computer cleared its memory.

m The memory dump was interpreted by the rocket as an
instruction to its rocket nozzles (a:l), which caused an

explosion.
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3.2 Origins of faults (Uas xsts)

m A source of faults in hardware are component
defects.

m These include
manufacturing imperfections (ase wg 5 colo ds yo ails),

random device defects (I$fuas o &) (Bolas joboas 45 olKawd yaily)
and

COMPONENtS WEAr-outs (ladse (3L yos > 4) (Sogu3).
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3.2 Origins of faults (Us asls)

m Fabrication defects were the primary reason for
applying fault-tolerance techniques to early
computing systems, due to the low reliability of
components.

m Following the development of semiconductor
technology,  hardware = components  became
intrinsically (Wl ,ba) more reliable and the
percentage of faults caused by fabrication defects
diminished.
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3.2 Origins of faults (Uas xsts)

m The fourth cause of faults are external factors, which
arise from

outside the system boundary,
the environment,

the user or the operator.
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3.2 Origins of faults (Us asls)

m External factors include phenomena that directly
affect the operation of the system, such as
temperature, vibration, electrostatic discharge,
nuclear or electromagnetic radiation or that affect the
inputs provided to the system.

m For instance, radiation causing a bit to flip
(395 wsSxe) IN @ memory location is a fault caused by

an external factor.
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3.2 Origins of faults (Uas xsts)

m Faults caused by user or operator mistakes can be
accidental or malicious (ste (¢, ;).

m For example, a user can accidentally provide
incorrect commands to a system that can lead to
system failure,

e.g. improperly initialized variables in software.

m Malicious faults are the ones caused, for example, by
software viruses and hacker intrusions.
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3.3 Common-mode faults

m A common-mode fault is a fault which occurs
simultaneously in  two or more redundant
components.

m Common-mode faults are caused by phenomena that
create dependencies between the redundant units
which cause them to fail simultaneously,

i.e. common communication buses or shared
environmental factors.

m Systems are vulnerable to common-mode faults if
they rely on a single source of power, cooling or
input/output (1/0) bus.
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3.3 Common-mode faults

m Another possible source of common-mode faults is a
design fault which causes redundant copies of
hardware or of the same software process to fail
under identical conditions.

m The only fault-tolerance approach for combating
common-mode design faults is design diversity
(b £99)-

m Design diversity is the implementation of more than
one variant of the function to be performed.
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3.4 Hardware faults

m Hardware faults are classified with respect to fault
duration into:

permanent ( ),
transient (1,is) and

intermittent (gl « ) faults.
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3.4 Hardware faults

m A permanent fault (.ol (ks) remains active until a
corrective action is taken.

m These faults are usually caused by some physical defects in
the hardware, such as

shorts in a circuit,

broken interconnect or
a stuck bit (Jase cuy) in the memory:

stuck-at-0 L stuck-at-1 :Cuul suii yoo U Y oild jobas oS S m

m Permanent faults can be detected by on-line test routines that
work concurrently with normal system operation.
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3.4 Hardware faults

m A transient fault (,is <ls) remains active for a short
period of time.

Because of their short duration, transient faults are often
detected through the errors that result from their
propagation.

m Transient faults are often called soft faults (p,; lalas)
or glitches (Ji).

m Transient fault are dominant (...<) type of faults
In computer memories.

For example, about 98% of RAM faults are transient
faults.
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3.4 Hardware faults

m A transient fault that becomes active periodically is
an intermittent fault (wsbze (cls).

m Intermittent faults can be due to:

implementation flaws (jlesl, lalyl), aging () and
wear-out (_$s4w,8), and

unexpected operation environment (sylazie e Shles L),
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m Fault location is the process of determining where
a fault has occurred.

A failed acceptance test cannot generally be used to locate
a fault. It can only tell that something has gone wrong.

Similarly, when a disagreement occurs during comparison
of two modules, it is not possible to tell which of the two
has failed.
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m Fault containment is the process of isolating a
fault and preventing propagation of the effect of
that fault throughout the system.

The purpose is to limit the spread of the effects of a fault
from one area of the system into another area.

This is typically achieved by frequent fault detection
(% s wass), by multiple request/confirmation protocols

and by performing consistency checks between modules.
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m Once a faulty component has been identified, a
system recovers by reconfiguring itself to isolate the
component from the rest of the system and regain
operational status.

This might be accomplished by having the component
replaced, by marking it off-line and using a redundant
system.

Alternately, the system could switch it off and continue
operation with a degraded capability.

This is known as graceful degradation (aleg,l Jj:s).
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m Fault prevention is achieved by quality control
techniques during specification, implementation and
fabrication stages of the design process.

For hardware, this includes design reviews, component
screening and testing.

For software, this includes structural programming,
modularization and formal verification techniques.
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specification faults.

A rigorous design review may eliminate many of the

m [f a design is efficiently tested, many of design faults and

component defects can be avoided.

m Faults introduced by external disturbances such as lightning
or radiation are prevented by shielding (5,5 )b ss), radiation

hardening (:,s,S pslis), €tC.

m User and operation faults are avoided by training and regular

procedures for maintenance.

m Deliberate malicious faults (iaee oloyob; slales) caused by
viruses or hackers are reduced by firewalls or similar security

means.
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m Fault removal is performed during the development phase

as well as during the operational life of a system.

During the development phase, fault removal consists of three steps:

verification, diagnosis and correction.

Fault removal during the operational life of the system consists of

corrective and preventive maintenance.

m Verification is the process of checking whether the system

meets a set of given conditions.

If it does not, the other two steps follow: the fault that prevents the
conditions from being fulfilled is diagnosed and the necessary

corrections are performed.
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m In preventive maintenance, parts are replaced, or
adjustments are made before failure occurs.

m The objective is to increase the dependability of the
system over the long term by staving off (-5 «83) the

aging effects of wear-out.

m In contrast, corrective maintenance is performed
after the failure has occurred in order to return the
system to service as soon as possible.
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m Fault forecasting is done by performing an evaluation of
the system behavior with respect to fault occurrences or
activation.

Evaluation can be qualitative, that aims to rank the failure modes or
event combinations that lead to system failure, or quantitative, that
aims to evaluate in terms of probabilities the extent to which some
attributes of dependability are satisfied, or coverage.

Informally, coverage is the probability of a system failure given that a
fault occurs.

Simplistic estimates of coverage merely measure redundancy by
accounting for the number of redundant success paths in a system.

More sophisticated estimates of coverage account for the fact that each
fault potentially alters a system’s ability to resist further faults.

We study qualitative and quantitative evaluation techniques in
more details in the next section.
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Assignment #1

m Problems:

2.2

2.8

2.10
2.15
2.19
2.23
2.28

m Due: 86/2/1
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