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#include <stdio.h>
void main(int argc, char xargv[]){
unsigned char buffer[1024]; //Fixed size buffer
int fd, size, i, j;
/* Some initialization here x*/
if ((fd = open(argv[1], O_RDONLY)) == -1)
exit (0);
fstat (fd, &s);
size = s.st_size;
if(size > 1024)
return -1;
read (fd, buffer, size);
if (buffer [1] == OxEF && buffer [0] == 0xFD) //Complex
logic expression
printf ("Magic bytes matched!\n");

else
EXIT_ERORR("Invalid input file\n");
if (buffer[i] == 'J' && buffer[j] == '$' ){
if (strcmp (&¥buffer [156], "MAZE", 4) == 0) //Nested

condition
/* Codes contain bug here */
elsed{
/* **xx Render file here (lines of code) **x*x x*/
close(fd);
return O;
}
elsed{
EXIT_ERROR("Invalid bytes");
close (fd);
return O;
}
close(fd);
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Input: Seeds, Target program P

Output: MaliciousInputs

for Seed € Seeds do

for iterations —0to limit do

input — Seed

length — len(Seed)

mutations — RandInt (length)

for mut — 0to mutations do
byte — RandInt (length)
mutate(input, byte)

end

result — Execute (P, input)
if result is crash then
Append input to MaliciousInputs

end

end

end
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[ Y+ ] AFL Fuzzing ¥ =¥ o, &I

Input: Seeds, Target program P

Output: MaliciousInputs

for Seed € Seeds do

for iterations —0to limit do

input — Seed

length — len(Seed)

mutations — RandInt (length)

for mut — 0to mutations do
byte — RandInt (length)
Mutate(input, byte)

end

result,cov — Execute (P, input)
if result is crash then
‘ Append inputto MaliciousInputs
end
if HasInputGain (cov) then
‘ Append input to Seeds

end

end

end
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[ Y+ ] Augmented-AFL Fuzzing ¥~ ¥ (2 JQI

Input: Seeds, Target program P

Output: MaliciousInputs
1 for Seed € Seeds do

end

bytemask — QueryModel (Seed)
for iterations —O0to limit do
input — Seed
length — len(Seed)
mutations — RandInt (length)
for mut —0to mutations do
byte — RandInt (length)
Mutate(input, byte)
end
diff — input e Seed
if )_diff A bytemask < a then
‘ Continue
end
result,codecov — Execute (P, input)
if result is crash then
‘ Append inputto MaliciousInputs
end
if HasInputGain (codecov) then
‘ Append input to Seeds

end

end
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Input: D(x,0),t fuzz,p t
Output: seq
Seq — ”Objn
while ~ seq.EndsWith (”endobj”) do
¢,p(c) — sample(D(seq,0)) /* Sample ¢ from the learnt distribution
*/
p_fuzz—Random(0,1) /* Random variable to decide whether to fuzz
*/
if p fuzz>t fuzzAp(c)> p tthen
c—argming{p(c') ~ D(seq,6)} /* Replace c by ¢’ (with lowest
likelihood) */

end
seq—seq+c
if len(seq) > MaxLen then

seq—"obj” /* Reset the sequence */

end
end

Return seq
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nput: (None, 50, 64)

lstm_1: LSTM - ;
= output: | (None, 50, 128) Istm_1: LSTM

mput: | (None, 50, 64)
output: (None, 128)

- - A

mput: | (None, 50, 128) input. | (None, 128)
. ) denge 1: Dense

output: (None, 128) output: | (None, 64)

Istm_2: LSTM

nput: | (None, 128) !

dense_1: Dense mput: | (None, 64)

oufput: | (None, 64)

output: [ (None, 64) activation_1: Activation

) Jow (AN
mput: | (None, 64)

output: | (None, 64)

activation_1: Activation

Y Jo (@) mput: (None, 50, 64)

output: | (None, 50, 256)

Istm_1: LSTM

i
mput: | (None, 50, 256)
output: | (None, 50, 256)

dropout_1: Dropout

i
mput: | (None, 50, 256)
output: (None, 256)

Istm 2: LSTM

nput: (None, 50, 64)
output: | (None, 50, 128) ;

bidirectional _1(Istm_1): Bidlirectional(LSTM)

mput: | (None, 256)

output: | (None, 236)

dropout_2: Dropout

mput: | (None, 50, 128)
output: (None, 128)

bidirectional_2(lstm_2): Bidirectional(LSTM)

/
mput: | (None, 256)
put. | (None, 125) dense_1: Dense -
input: one, 12 .
dense_l: Dense : output: (None. 64)
output: | (None, 64)
/
input: one, 64 T s iput: | (None, 64)
activation_1: Activation : o ) activation_1: Activation
- output: | (None, 64)

output: | (None, 64)

f Jow (w) Y Jow (o)
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ProduceTrainingSamples | - ¥ (=2 5

Input: Total sequence S, Input sequences lenght d, Jump step j
Output: Input sequences x, Output labels Y

x —List() /* Make an empty list */
Y —ListQO /* Make an empty list */
fori —1to Len(S) —d do

x[i]—Sli*j:(i*j)+d]

Y[i]l < S[(i*j)+d+1]
end

Return x, Y
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I import numpy as np

> sample = np.random.multinomial(n, prob_vals, size=None)
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DataNeuralFuzz Y - ¥ (2 jﬁﬂ

Input: Learnt model M, Sequence prefix P, Diversity D, Fuzzing rate FR, End token E T, Binary
token BT
Output: Test data TD

1 TD—P

2 MaxLen — RandInt (a, b)

3 while not EndsWith (TD, ET) do

4 predicts — Predict (M(P))

5 ¢, p(c) — Sample (predicts, D) /* Sample c¢ from the learnt model */
6 p_fuzz — Random (0,1) /* Decide whether to fuzz */

7 if p fuzz<FRAp(c)<aAcg Chars(BT) Ac¢& Chars (ET) then
8 c—argming{p(c) € predicts} /* Fuzz c by c¢' where c' is the
lowest likelihood */

9 end
10 TD—TD+c
11 P — P[1:]+c /* Propagate fuzz to prefix and next generated data */

12 if Len(TD)> MaxLen then
TD—TD+ET
Break

13

14

15 end

16 end

17 if BT € TD then

TD «— AddBinaryPart (T D)
TD < MutateBinaryPart (T D)

20 end

21 Return T D
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Input: Learnt model M, Sequence prefix P, Diversity D, Fuzzing rate FR, End token ET, Binary

token BT

Output: Test data TD

1 TD—P
2 MaxLen — RandInt (a, b)
3 while not EndsWith (TD, ET) do

4

5

6

10

1

12

13

14

15

16 end

predicts — Predict (M(P))
¢, p(c) — Sample (predicts, D) /* Sample c¢ from the learnt model */

p_fuzz — Random (0,1) /* Decide whether to fuzz */
if p_fuzz<FRA p(c)> f then

¢ —argming{p(c") € predicts} /* Fuzz c by c¢' where c' is the
lowest likelihood */

end
TD —TD+ ¢
P—P[l:]+c /* Don't propagate fuzz to prefix */

if Len(TD)> MaxLen then
TD—TD+ET
Break

end

17 if BT € T D then

20 end

TD <« AddBinaryPart (T D)
TD < MutateBinaryPart (T D)

21 Return T D
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s# Unidirectional LSTM (Many to One)

sdef model_1(input_dim, output_dim):

7 print ('Build model..."')

s model = Sequential ()

9 model .add (LSTM (128, input_shape=input_dim))
10 model.add (Dense (output_dim))

I model .add (Activation('softmax'))

12 return model, 'model 1'

AR



lagiluosly . Foo IUST DEEPFUZZ 6 . Cas g

4# Unidirectional LSTM (Many to One)

sdef model 2 (input_dim, output_dim):

16 model = Sequential ()

7 model.add (LSTM (128, input_shape=input_dim,
return_sequences=True))

18 model .add (LSTM (128, input_shape=input_dim,

return_sequences=False))

19 model .add (Dense (output_dim))
) model .add (Activation('softmax'))
21 return model, 'model 2'

22

»# Unidirectional LSTM (Many to One)

»def model 3 (input_dim, output_dim):

2 model = Sequential ()

2% model.add (LSTM (256, input_shape=input_dim,
return_sequences=True, recurrent_dropout=0.1))

2 model .add (Dropout (0.3))

x model.add (LSTM (256, input_shape=input_dim,
return_sequences=False, recurrent_dropout=0.1))

) model .add (Dropout (0.3))

%0 model .add (Dense (output_dim))

31 model .add (Activation('softmax'))

2 return model, 'model 3'

»

w# Bidirectional LSTM (Many to One)

isdef model 4 1(input_dim, output_dim):

36 model = Sequential ()

3 model.add (Bidirectional (LSTM (256, return_sequences=
False), input_shape=input_dim, merge_mode='sum'))

38 model .add (Dense (output_dim))
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3 model .add (Activation('softmax'))

40 return model, 'model 4 1'

a

»# Bidirectional Deep LSTM (Many to One)

ndef model 4 2(input_dim, output_dim):

“ model = Sequential ()

4 model.add(Bidirectional (LSTM (128, return_sequences=True
), input_shape=input_dim,merge_mode='sum'))

% model .add (Bidirectional (LSTM(128, return_sequences=

False), merge _mode='sum'))

" model .add (Dense (output_dim))
a8 model.add (Activation('softmax"'))
19 return model, 'model 4 2'

so # End of model definition
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stimeout /t 5

9

wFOR %%i IN (.\TEST_DATA\*.pdf) DO (

+ mupdf %%i

»  timeout /t 10

5 taskkill /IM mupdf.exe
4 timeout /t 2

15 )

7 timeout /t 5
s VSPerfCmd /shutdown
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Abstract:

Fuzz testing (Fuzzing) is a dynamic software testing technique. In this technique with repeated
generation and injection of malformed test data to the software under test (SUT), we are looking for
the possible faults and vulnerabilities. To this goal, fuzz testing requires varieties of test data. The
most critical challenge is to handle the complexity of the file structures as program input. Surveys
have revealed that many of the generated test data in these cases follow restricted numbers and
superficial paths, because of being rejected by the parser of SUT in the initial stages of parsing.
Using the grammatical structure of input files to generate test data lead to increase code coverage.
However, often, the grammar extraction is performed manually, which is a time consuming, costly
and error-prone task. In this thesis, we proposed an automated method for hybrid test data generation.
To this aim, we apply neural language models (NLMs) that are constructed by recurrent neural
networks (RNNs). The proposed models by using deep learning techniques can learn the statistical
structure of complex files and then generate new textual test data, based on the grammar, and binary
data, based on mutations. Fuzzing the generated data is done by two newly introduced algorithms,
called neural fuzz algorithms that use these models. We use our proposed method to generate test
data, and then fuzz testing of MuPDF complicated software which takes portable document format
(PDF) files as input. To train our generative models, we gathered a large corpus of PDF files. Our
experiments demonstrate that the data generated by this method leads to an increase in the code
coverage, more than 7%, compared to state of the art file format fuzzers such as American fuzzy lop
(AFL). Experiments also indicate a better learning accuracy of simpler NLMS in comparison with
the more complicated encoder-decoder model and confirm that our proposed models can outperform

the encoder-decoder model in code coverage when fuzzing the SUT.

Keywords: Fuzz Testing, Test Data, Code Coverage, Deep Learning, Recurrent Neural Network.
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