UPTEC E 17010

Examensarbete 30 hp
Juni 2017

UPPSALA
UNIVERSITET

The effect of the update of
the European standard EN 50128

- The management of the safety of the software

applications for railway applications

Asa Nordstrom



UPPSALA
UNIVERSITET

Teknisk- naturvetenskaplig fakultet
UTH-enheten

Besoksadress:
Angstrémlaboratoriet
Lagerhyddsvagen 1
Hus 4, Plan 0

Postadress:
Box 536
751 21 Uppsala

Telefon:
018 — 4713003

Telefax:
018 — 471 30 00

Hemsida:
http://www.teknat.uu.se/student

Abstract

The effect of the update of the European standard EN

50128

Asa Nordstrém

The European standard EN 50128 "Railway applications -
Communication, signalling and processing systems - Software for
railway control and protection systems" is one of the European
standards for European Railway systems. It is intended for

software aspects, specifying procedures and technical requirements
for the development of programmable Electronic systems, which are
used in railway control and protection applications. Since 2017-
04-25 the original version EN 50128:2001 has been replaced by the
updated new version EN 50128:2011. The update is quite extensive
and will effect many parts of the existing Railway systems. The

aim of this study is to investigate the effect of the EN 50128
update.

The work for this study includes literature study, document
research and interview with the relevant supplies and experts.
Qualitative and quantitative methods have been used in the study
to reach the possible best results.

The effects due to the EN 50128 update have been extensively
investigated. The following issues have been addressed:

- How can the update of the standard EN 50128 be done smoothly by
the companies?

- How much money have they spent to update their process to follow
the 2011 version?

- What parts of the process have been the most extensive and
expensive to change due to the standard update?

The results of the work are useful for an organized and
professional assessor to help and support the companies dealing
with this complex software, in order for them to be prepared for
the upcoming standard update as well as possible. If the affected
companies have been proactive in their own development of their
methods/techniques, the 2011 version of the standard will not be a
major work to follow for their process. A standard is a guideline
and a support in the way to a safer system.
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Sammanfattning

Den europeiska standarden EN 50128 ” Jarnvéagsapplikationer - Kommunikations-, signal- och bear-
betningssystem - Programvara for jarnvagskontroll och skyddssystem” &ar en av de europeiska stan-
darderna for europeiska jarnvagssystem. Den &ar avsedd for programvaruaspekter, specificering av
forfaranden och tekniska krav for utveckling av programmerbara elektroniska system, vilka anvands
i jarnvégskontroll och skyddsprogram. Sedan 2017-04-25 har originalversionen EN 50128:2001 er-
satts av den uppdaterade nya versionen EN 50128:2011. Uppdateringen ar ganska omfattande och
kommer att paverka manga delar av de befintliga jarnvégssystemen. Syftet med denna studie ar att
undersoka effekterna av EN 50128-uppdateringen.

Arbetet for denna studie innefattats av litteraturstudie, dokumentforskning och intervju med rele-
vanta leverantorer och experter. Kvalitativa och kvantitativa metoder har anvants i studien, for att
na de bésta mojliga resultaten.

Effekterna pa grund av EN 50128-uppdateringen har undersokts i stor utstriackning. Féljande fragor
har tagits upp:

e Hur kan uppdateringen av standarden EN 50128 goéras smidigt av foretagen?
e Hur mycket pengar har de spenderat f6r att uppdatera sin process for att f6lja 2011-versionen?

e Vilka delar av processen har varit den mest omfattande och dyra att &ndra pa grund av
standarduppdateringen?

Fran undersékningen avslojas det att det kan ta cirka 500 timmar for en leverantor att utféra up-
pdateringen foér en produkt och cirka 160 timmar av de 500 timmar som behdvs for att klassificera
verktygen. Denna del av den uppdaterade versionen upplevdes vara viktig, tidskravande och omfat-
tande. Alla verktyg i processen ar uppdelade i tre grupper, T1, T2 och T3, beroende pa verktygets
sikerhetseffekt. En beskrivning av syftet, sdkerhetspaverkan, mildringar etc. maste liggas till varje
verktyg. Néar det géller detta omfattande arbete savil som for andra delar av denna standard, anser
leverantérerna att standarden har brist pa exempel och intuitiva forklaringar. Den bor forlangas med
en ytterligare beskrivande del for att ge en battre guide och stod for de foretag som foljer detta stan-
dard. Resultaten av denna studie papekar ocksa pa att den behéver en guide (eller nagot liknande)
fran bestéallaren, hur standarden ska anvéndas. Dessutom bor de kostnader som Gverenskommits i
upphandlingarna mellan bestéllaren och leverantérerna dokumenteras mer ingaende. Pa grund av
brist pa detaljerade dokumentationer &ar resultatet av studien om kostnader ganska approximativ.

Den hér studien visar dessutom att det &r viktigt for berérda parter att aktivt delta i standard-
iseringsgrupperna. Nuvarande arbetsgrupper saknar deltagare fran slutanvéndare, vilket kan leda
till en standard som dr mindre anvandarvanlig &n den ar avsedd att vara. Langs vigen for denna
studie har ytterligare fragor uppmérksammats, till exempel hur mycket TRV ska vara involverat i
leverantorernas arbete? Hur djupt forhallandet dr okej for en bestdllare och en leverantor att ha?
Riécker det med en revidering vartannat ér? Ar SIL-klassificeringen siker nog?



Executive Summary

The standard EN 50128 ”Railway applications - Communication, signalling and processing systems -
Software for railway control and protection systems” is one of the European railway safety standards.
It focuses on software aspects specifying procedures and technical requirements for the development
of programmable electronic systems which are used in railway control and protection applications.

The original version of this standard is EN 50128:2001. Due to the fast development of software, the
2001 version has been updated to the new version EN 50128:2011, which by 2017-04-25 has replaced
the 2001 version. The new version includes almost double the amount of requirements and lifecycle
documentations compared to the previous. As this update is extensive for the users of this standard,
the ERTMS project at Trafikverket has requested this study.

The study has been carried out through literature and document research, and interviews with rele-
vant suppliers and experts. Printed and unprinted sources have been studied, as well as trustworthy
Internet sites. These interviews were both structured and unstructured with different extension in
depth. Some of the issues are following on the focus:

e How can the update of the standard EN 50128 be done smoothly by the companies?
e How much money have they spent to update their process to follow the 2011 version?

e What parts of the process have been the most extensive and expensive to change due to the
update?

From the study, it reveals that it may take approximately 500 hours for a supplier to execute the
update for one product, and approximately 160 hours out of the 500 hours are needed for the
classification of the tools. This part of the updated version was experienced to be important, time
consuming and extensive. All of the tools in the process are divided into three groups, T1, T2 and
T3, depending on their safety impact. A description of the purpose, safety impact, mitigations etc.
needs to be added to each tool. Regarding this extensive work, as well as for other parts of this
standard, the suppliers think that the standard lacks examples and intuitive explanations and it
should be extended with an additional, descriptive part, to provide a better guide and support for
the companies following this standard. The result of this study also point out that it needs a guide
(or something similar) from the orderer, of how the standard should be used. In addition, the costs
agreed of in the procurements between the orderer and the suppliers should be documented more in
detail.

Moreover the present study reveals that it is important for affected parties to participate actively
within the standardization working groups. The present working groups lacks participants from
developers, which may result in a standard that is less user friendly than it is intended to be.

Along the way of this study, additional questions have been raised. How much should Trafikverket
be involved in the work of the supplier? How deep relation is okay for an orderer and a supplier to
have? Is it enough to have a revision every other year? Is the SIL classication safe enough?

Keywords: EN 50128, Safety Standards, Safety related Software, EN 50657, tool classification,
SIL, CENELEC, TC 9X.
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Glossary

Term Definition
ASR Assessor
ATC Automatic Train Control
CEN European Committee for Standardization
CENELEC | European Committee for Electrotechnical Standardization
COTS Commercial off-the-shelf
DES Designer
EOS ERTMS Onboard System
ERTMS European Rail Traffic Management System
ETCS European Train Control System
ETD End-of-Train device
ETSI European Telecommunications Standards Institute
HR Highly Recommended
IEC International Electrotechnical Committee
IMP Implementer
INT Integrator
ISO International Organization for Standardization
ITS Informations Teknisk Standardisering
ITU International Telecommunications Union
M Mandatory
MASCOT | Modular Approach to Software Construction, Operation and Test
NC National Committee
NR Not Recommended
PFD Probability of Failure on Demand
PM Project Manager
QA Quality-Assurance
R Recommended
RAMS Reliability, Availability, Maintainability & Safety
RBC Radio Block Center
ReX Return of experience
RQM Requirement Manager
RRF Risk Reduction Factor
RTRT Rational Test Real Time
SEK Svensk Elstandard
SG Survey Group
SIL Safety Integrity Level
SIS Swedish Standards Institute
SEEA Software Error Effect Analysis
SGA18 Survey Group A18
SSF Sveriges Standardiserings Férbund
STM Specific Transmission Module
TC Technical Committee
THD Tolerable Hazard Rate
TST Tester
V& V Verification and Validation
VAL Validation Engineer
VER Verification Engineer
WG Working Group




Clarification of roles

Supplier | Is in this study the software developer that is working with products
being affected by the standard.

Experts | This are the persons that are working in international working groups, developing
and maintaining standards. Included in this designation are also persons that have
been in contact with this standard or its area of software development.

User The meaning of user in this study, has the same meaning as the supplier. It is
a company/person that is following the standard in their daily work.
Developer | For this standard, the developer and the user are the same.

Orderer | An orderer is in this study a company/person affected by the standard, but who
is not following the standard in their process. The orderer is buying a product
that is developed following this standard.
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1 Introduction

Building a railway system must follow railway safety standards. In Europe these are the European
EN501xx family developed by CENELEC (European Committee for Electro-technical Standardiza-
tion), consisting of EN 50126, EN 50128, EN 50129 and EN 50155, as shown in Figure 1.1.

Figure 1.1: [1] Overview of the European EN501xx family

The standard EN 50128 Railway applications - Communication, signalling and processing systems
is intended for software aspects, and specifies procedures and technical requirements for the de-
velopment of programmable electronic systems which are used in railway control and protection
applications [1]. EN 50128 is applied on all safety life cycles of electrical/electronic/programmable
electronics systems which are used in safety of the system. The first version of this standard, EN
50128:2001, was released in 2001. Since the development of software used for safety applications in
railway has been moving fast forward, the standard for the safety related software for railway systems
has been updated in order to take into account new issues and problems that are not considered
in the previous versions. The 2001 version has, since 2017-04-25, been replaced with the updated
EN 50128:2011 (the 2001 version is still valid in Germany). This change in version could be quite
extensive, depending on how proactive the affected companies have been, and will affect most of the
parts of the whole process, from development and tests to organization and maintenance. The new
version is a result of a maintenance work of the European committee CENELEC TC9XA, where
the different national committees were requested to speak their opinion about the previous version
EN 50128:2001. From these opinions and a several of meetings, the new version was formed and
released in 2011.

1.1 Background

This subsection is intended to give the reader background information, and be a good background
to the rest of this report.

1.1.1 The Swedish Transport Administration

”Everyone arrives smoothly, the green and safe way” [34]

This is the vision of The Swedish Transport Administration, which, in Swedish, is called ” Trafikver-
ket”. A common Swedish abbreviation for Trafikverket is TRV, which is used below in this report.
TRV is a government agency in Sweden, controlled by the Parliament and the Government of Swe-
den [36]. The headquarter is located in Borlénge, with regional offices from Malmoé in the south, to
Lulea in the north. TRV was established in 2010-04-01, when the operations of Banverket (Swedish
Rail Administration), Vagverket (Swedish Road Administration) and SIKA (The State Institute
for Communication Analysis) were merged into one common authority [36]. Furthermore, TRV
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have also took over part of the operations of Luftfartsverket (Civil Aviation Administration) and
Sjofartsverket (Swedish Maritime Administration).

TRV has around 6500 employees and is responsible of the longterm planning of the transport system
in Sweden, including road traffic, rail traffic, shipping and aviation. The maintenance of the railways
and roads is also included in the responsibility of TRV. The assignments for TRV is defined as [36]:

e TRV shall be responsible for the long-term infrastructure planning of road traffic, rail traffic,
shipping and aviation, as well as for the construction and operation of state roads and railways;

e TRV shall work for a basic accessibility in interregional public transport;

e Based on a Civil and Environmental construction perspective, TRV shall create conditions for
a socio-economically efficient, internationally competitive and long-term sustainable transport
system;

e TRV shall work towards fulfilling the national transport political goals.

The organization of TRV is divided into three main categories, as shown in Figure 1.2. In the first
category, the board, the General director and others, including the internal audit are located. The
General director of TRV is Lena Erixon. In the second category, general functions such as economy,
planning, communication, HR, IT etc. are located. In the third category, the business areas are
represented, including Large Project, which, among others, includes the ERTMS project.

Board ( )
General director and others L Internal audit

Central functions

* Economy and governance * HR -—( Results units
* Stratedic development « T .

* Purchase and logistics * Law and planning
. * Communication
he

|

{ Business areas

*  Planning
* Traffic management
* Maintenance
* Investments
{ * Large projects

N J

Figure 1.2: The structure of the organization of The Swedish Transport Administration.

TRV is a large authority responsible for the longterm planning of the infrastructure of the road
traffic, railway traffic etc, in Sweden. They do not create any products within the company, which
makes it important to have control over all of the different processes being used by their suppliers.
A concern that has been raised from researchers, is the fact that TRV is commissioned to let private
companies handle many services. This is even the case for complex technical services, such as the
products affected by the version update of EN 50128.
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A comparison can be made to IKEA. IKEA has the whole Supplier-chain within the company, which
makes it much easier to control all parts of the process and not waste resources. As a result of the
fact that TRV does not have any suppliers within the organization and is dealing with safety related
complex technical services. It is important to guarantee that the whole chain is fully controlled.

1.1.2 ERTMS

The existing signalling system in Sweden is dated and in a need of an update. ERTMS (European
Rail Traffic Management System) is a EU common, specified signalling system for railways. TRV
is responsible for the introduction in Sweden and [35] ERTMS is a part of 'Large Projects’ in their
organization (as shown in Figure 3.1). It is financed with 30 billion SEK and is planned to be
finished in 2035.

The purpose of implementing ERTMS is multi-fold. Firstly, ERTMS is a EU directive. L.e. all new
railway tracks are required to be equipped with ERTMS, with the goal of finally have the same
signalling system throughout the EU. The traveling over borders will be easier, in comparison with
the existing signalling system. Secondly, the new signalling system is required in order to handle
the new high speed tracks, that are implemented in Sweden. In the old (existing) signalling system
ATC (Automatic Train Control), optical lightning is used for communication with the driver. With
ERTMS (level 2 and 3) the optical signalling is changed to cabin signalling. The driver gets the
messages to the monitor inside the vehicle. GSM-R, a GSM-based radio system using frequencies
specifically reserved for railway applications, is used for communication. The real time signalling to
the cabin will make the system safer, and without the optical signals, the system will be cheaper to
maintain [34].

There are three different levels that defines ERTMS, level 1, 2 and 3. Level 2 and 3 involves
continuous supervision of train movement with continuous communication, provided by GSM-R.
The main differences between level 2 and 3 is that for level 3, there is no need for lineside signals or
train detection systems on the trackside other than Eurobalises [41]. For level 2, lineside signals are
optional and the train detection is performed by the trackside equipment. Level 1 has a continuous
supervision of train movement and a non-continuous communication between vehicle and trackside.
Lineside signals are used in level 1 [41].

®
P h

Traffic Management
System
(TMS)

GSM-R data Radio Block Centre Interlocking
(RBC)
md
- —

On board unit
(OBU)

-0~

Eurobalise for train positioning Marker board Track vacancy
proving

Antenna

Figure 1.3: ERTMS, divided into three categories, ERTMS onboard (green), ERTMS trackside
(red) and traffic management system (blue).
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In Sweden level two (L2) and regional is implemented. Regional is a simplified version of Level
3 (L3), intended to be used on low density lines. Train movements are monitored continually by
the radio block center (RBC) using this track-side-derived information. The movement authority is
transmitted to the vehicle continuously via GSM-R together with speed information and route data
[38].

ERTMS can be divided in three categories (Figure 1.3).

e ERTMS onboard - The onboard system consists of the signalling equipment placed on the
vehicle.

— BTM (Balise Transmission Module) activates the Eurobalise located on the railway track,
and then receives the message from the Eurobalise. It then transmits the message to the
onboard system.

— The information panel on the drivers seat gives the driver all required information, such
as position, speed, delays etc. The information panel is built up by the EVC (European
Vital Computer) and can communicate with the EVC through the DMI (Driver Machine
Interface). The main focus of the on-board computer EVC is to process: [11]

x information received from the wayside equipment;
* data introduced by the driver;
* data coming from on-board sensors.

— STM (Specific Transmission Module) is needed in order for the vehicle to communicate
with the old/existing ATC balises and thus be able to traffic non-ERTMS equipped lines.

— ETD (End-of-train device) is placed on the last carriage. It helps the driver to know
the position of the last carriage, which is very useful when driving very long trains.
Furthermore, it is also intended to inform the driver if the last carriage is lost.

e The ERTMS trackside system in the red frame in Figure 1.3, consists of the following parts:

— Eurobalise is a small device placed on the railway track. The purpose is to transmit
information to the vehicle and further to the Traffic Management System, regarding the
position and other required information. The Eurobalise transmit information through
the BTM, placed under the train. In order to keep track of the direction of movement of
the carriage, the Eurobalises are placed in pairs. They are market '1’ and ’2’°, this way
the trains knows whether the direction is nominal (1—2) or reversed direction (2—1).

— Stop Marker boards are installed along the railway track at each end of block section.
They are informing the driver of the exact location to stop the train in case it is requested.
The marker board is blue with a yellow arrow, with a white border, and has a reflecting
panel, in order to be visible from a far distance [11].

— RBC (Radio block center) is the management of the movements authorities for all trains
within a specific area. It is also storage, management and transmission of selected track-
side data [13]. The train is continuously sending data to it, in order to report the exact
position and direction [40].

e The traffic management system controls the whole system consisting of a traffic control center,
a disturbance control center, a traffic control center etc.

14
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Figure 1.4: [34] Planned and executed introduction of ERTMS on the Swedish railway.

Up to now, four railway tracks have been implemented with the new signalling system:
e Botniabanan, 190 km, Level 2, Umea-Vasteraspby
e Visterdalsbanan, 140 km, Regional, Borlange-Malungsfors
e Adalsbanan, 130 km, Level 2, part route: Sundsvall-Vésteraspby

e Haparandabanan, 160 km, Level 2, Boden-Haparanda

1.1.3 Humans and change

"Imagine life without change. It would be static. .. boring...and dull. When people feel stuck and
frustrated, it is often their fear of change that is causing the problem”[33]

Without changes, no development happens [5]. Humans are not comfortable with changing processes.
Different cultures are reacting to the changes differently, but overall it is a difficult process. Humans
takes the same way to work, are eating the same food and are watching the same shows on TV.
When a change happens in an organization, it affects the persons working there as well [5].

When a change of a standard is done, the daily work of many persons might be changed. The
2001 version of EN 50128 was followed for over 10 years, so when an extensive updated version
is introduced to the process, this could be difficult for many persons in the organization, who are
used to do things in a specific way. Toive Kivikas [35] mentions in his blog that, he never uses the
word ’change’. He instead uses 'development’ or 'improvement’; since these words indicate that the
process is positive. You do not perform a change in order for something to become worse, you do it
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to improve the process.

Researchers in the area of humans and change are talking about different kinds of fears of change.
A person that is afraid of a change will probably enter more than one of these stages, in a change
process. Different kinds of fears of change can be:[33]

1. Fear of the Unknown - It can be scary to not know the outcome of a change. Many persons
are staying at the same job their whole life, not because they are loving it, because of the fact
that it is to scary to try something else.

2. Fear of Failure - You will never get everything in the way you expect it, right away. Therefore,
the process of change has to start as soon as possible, in order to not be rushed in the end.

3. Fear of Commitment - This fear is why people do not set firm goals or accomplish what they
set out to do. It is also this fear that might stop orderer of a product to get involved in
the process of the supplier. The solution to this is that persons are not getting involved in
anything, ’always stay on the safe side’. This lack of participation could lead to increased
costs, no voice in important questions etc.

4. Fear of Disapproval - As a change are made, there might be a group of people disapproving to
the changes. These are always a group of people that will disapprove changes, regardless what
the changes are.

5. Fear of Success - This fear is most common on a personal level. ”If you are successful, are
people going to like you?”

When a standard is produced, the main issue is the theoretical aspect, as all needed requirements
have to be included. The second part is the meaning of the requirements. This is many times
forgotten. The meaning might be seen as obvious, and is therefore not included to the majority of
the requirements. Last but not least, operation, how and when should the requirement or method-
/technique be implemented to the process? There should be a balance between theory, meaning and
operation in order for a standard to be followed as it should. This widely used triangle is explained
in figure 1.5. Toive Kivikas [35] is also pointing out the importance of motivations. In order to
motivate others, the same arguments that you did get motivated by, should be used. The faster a
change is done, the better for the affected.

Meaning

Operation

Figure 1.5: Meaning, theory and operation should all be clear in order for a standard to be used as
it should.

When a standard is produced, the operation of it is obviously thought about during the standard-
ization process. The question is, therefore, why is there no plan for operation included in EN 50128¢
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The purpose of the 2011 version of EN 50128 is clear, it is to better fit the modern and complex
software, but what is the meaning of each and everyone of the requirements? how and when are
they supposed to be implemented? The triangular relation between Theory, Operation and Meaning
described in Figure 1.5 should be kept in mind as a standard is produced. A change process is, as
mentioned earlier, scary to the majority of the humans. Many persons also connect a change to a
lost of something. This makes it important to motivate why, when and how a change, or better
expressed as an improvement, should be done.

It is important to prepare for a changing process and understand the advantages of the change in
relation to stay in the current situation. It is important to get the right amount of information and
not rush through the changes. Additionally, to be surrounded with positive energy is important. It
is easier to be motivated to perform a change that is invented by the company, in order to become
more successful. An updated version of a standard is a forced change process, which makes it even
more important to make sure that the meaning and the operation is included in the standard.

1.1.4 Updating of the European standard EN 50128

For companies that are using this standard, the change in their working methods because of an up-
dated standard can, as said above, be an extensive work, both regarding time and costs. Some parts
are less extensive than others and less hard to change than others. The standard is also intended to
be followed by different products, in different ways, which has resulted in an interpretable content.
As the standard does have many parts that are interpretable, "following the standard’ might result in
different approaches, for the same type of product. Many parts in this standard can also be removed
from the process, even if that is not the purpose of the standard, if the cause is good enough. This
means that either a person with good argument skills, or an Assessor with not enough knowledge,
or an Assessor with a ’friendly’ relationship with the personnel of the process to be assessed, could
skip important parts of the standard. Is this the meaning of the standard? Or is this a mistake
in this standard? The interpretable part of this standard, will make the result of this study more
interesting, since the work with the standard can be different in different processes, even within the
same company.

Is there any simple, correct and time saving way of dealing with the change in standard for a produc-
t/process? No, the question can not be answered with one concrete answer for all processes/products.
The process/product size, how far in time the process/product has been going on and the total affect
on the safety it will have, are all examples of details to look into, in order to decide when and how
to change the standard for the specific process/product.

1.1.5 Problem description

Due to the update from EN 50128:2001 to EN 50128:2011, TRV has requested this study of how this
change will affect them, in terms of costs, time and safety. Since TRV is not directly affected by this
update of EN 50128, the study will be focused on the suppliers of TRV, and how the update will
affect them and their products and thus their deliveries to TRV. Furthermore, information reached
during interviews with experts having experience in the area is also added.

1.2 Purpose

The purpose of this study is to investigate the results of the update of the European standard EN
50128, from EN 50128:2001 to EN 50128:2011. How has this EN 50128 update affected the companies
using this standard? As this extensive update in standard is done, it is important and interesting
to see how much time and costs the update has caused the companies. It is also interesting to
document the experience of this update. The companies might not find the update as extensive as
it seem to be, or the other way around. The most affected parts of the process, from the companies
point of view will be documented. Is the standard easy to understand and is it following the modern
and complex track as it is intended to do? It is interesting to see how far the standard can be argued
not to be used, and approved by the Assessor. This means that the standard is ’followed without
being followed’. If the standard can be interpreted in to many ways, it might not be safe enough.
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1.3 Issues

In order for the problem to be as clear as possible, some part problems are created. These part-
problems will make it easier to reach the best possible result:

e Where is the standard used and who are mostly affected by the change of this European
Standard?

e What are the possible ways of interpreting the 2011 version? In other words, could the standard
be interpreted in different ways?

e How long time will it take for the affected companies to implement it and how much will it
cost?

1.4 Conditions

This master thesis comprises 30 credits, which is about 20 weeks of full time studies. The course name
is 'Degree Project in Electrical Engineering’ and the base for the studies is at Uppsala Universitet.
The study is performed by the writer, at TRV located in Solna, Sweden. The study has also been
taking place at the location of the suppliers and during the SGA18 meetings (See section 3.2.1.1).

The work is based on the documents:

Document Edition ‘ Title

EN 50128 2001 Railway applications — Communications, signalling and processing sys-
tems — Software for railway control and protection systems

EN 50128 2011 Railway applications — Communications, signalling and processing sys-
tems — Software for railway control and protection systems

1.5 Outline

This report starts with an introduction in order for the reader to get a picture of the subject and
get information of the report structure, issues, conditions and purpose of this master thesis work. In
chapter two the working methods and techniques are presented. Ethical considerations and source
criticism are also presented in this chapter. Since this master thesis is not intended to be an audit of
the work with a product for a company, but is following a working process of a sometimes sensitive
subject, the ethical considerations and the source criticism is important to take into account. Chap-
ter three is the theory part. In this chapter all background informations connected to the subject
work is presented, including information about TRV, standards e.g. CENELEC, EN 50128, Safety
Integrity Level (SIL) and other relevant information required for the reader to fully understand the
result, which will be presented in chapter four.

The base of the result is connected to the experience and documentations from the suppliers work
with this update in standard for safety related software. The result will also include detailed infor-
mation regarding particularly affected parts by the update. In the Appendices, tables are included
covering the result.

In chapter five, an analysis of the result is done and in chapter six a discussion of the results is
presented. In the discussion the working methods and the techniques used on this subject are dis-
cussed. The report will end in chapter seven, where a conclusion is presented together with future
research suggestions and an evaluation of the study.
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2 Methodology

This section deals with a description of the methods and techniques used in this master thesis work,
reasons why these methods and techniques were selected and how these methods and techniques
were used.

2.1 The working process

The method used for this thesis project is a combination of Qualitative research and Quantitative
research.

e Qualitative research - In this method, phrases like 'why’ and "how’ are widely used [30]. These
phrases are intended to be more open than the phrases used in the quantitative research.
This method is used in order for the person being interviewed to be more open, to be able
to share memories and experiences. Questions used in this research technique is intended to
open up for additional information from the person being interviewed. The answers should
include memories and thoughts. The time of the interviews using this method is hard to
estimate in beforehand, it is therefore important that a comfortable atmosphere is applied to
the interviews.

e Quantitative research - In this method, phrases like 'what’, 'where’ and ’when’ is widely
used [30]. Survey researches with a closed amount of alternative of answers are a common
form of data collection. The questions asked are applied in order to be answered with ’yes’,
'no’, a number etc. There is no space for thoughts and memories in these specific questions.
Qualitative research is widely used in statistics, economics, mathematics etc. intended to
present the results with graphs etc.

¢
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Figure 2.1: [29] Qualitative Research vs Quantitative Research.

As qualitative research is used in the phase where analyses are produced, the researchers needs to use
their intellectual and creative capability [3]. L.e. the qualitative part of the work does mainly come to
its purpose when the result should be analyzed, as opposed to the quantitative part of the process,
which mainly results in concrete mathematical results. Because of this, both of these methods
are important to this study, since experiences and thoughts in the analysis is as important as the
tabulated data. The tabulated data/information presented in the Appendix B (section 8.2) are both
created from the qualitative and the quantitative methods, while the tables where the methods are
presented, are created from closed structured questions and the connected requirements are created
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from open experience based questions, see Appendix A, section 8.1.

This combination of research methods is called method triangulation or mixed methods. By this
combination of methods, it is easier to get all interesting information in a specific area. With the
mixed method, the technique of using one method in order to get ideas and questions for the other
method is applied [2]. Since the subject of this master thesis has been clear, but where and what
kind of results to find has been unclear, the mixed method has been a perfect approach, in order to
create clear and specific question from an unclear base. A lot of questions has therefore been sent
to the supplier after the official qualitative interviews.

The result and the analyses has been produced around the collected data, the experiences, reflections
and memories explained in the interviews and the reflections and conclusions from the writer. The
answers on questions asked and comments from the interviews has been used as ”coding” for the
result and analyses. This coding-technique makes it easier to start and to cover all interesting parts
of the process. It will also give the reader a better insight to the background of the result.

Snowball selection is used to find the correct persons with the specific information needed. In this
selection method, a small non-random sample of people who have the relevant knowledge in the
subject are chosen. This selection of people is used in order to find more respondents [4]. This is an
excellent way of finding the persons with the required knowledge in a specific area, especially when
the researcher is new to the subject.

The mixed method and the in depth interviews (explained in section 2.1.2) are combined with the
snowball selection method in order to find the respondents with the specific knowledge. This method
was the most efficient to apply on this subject, because of the complexity, which led to a more limited
amount of people in the area. Persons with the specific knowledge needed for this master thesis,
would be very hard to find if this snowball selection technique was not applied.

As the work proceeds and the collected data, experiences and theories are collected, there will be
some questions coming up. These questions might come as a performance anxiety, but should not
be thrown away. These questions should instead be thought about, and might even lead the result
and analyses to be more suitable and interesting for the subject. These question could for example
be:

e What is it that is important in the empiricism?[3]

e What is it that is interesting in connection to the area that is set for the master thesis work?

Has there been coming up any new interesting topics that should be interesting to include in
the work?

Is the problem still relevant formulated after a lot of data and information is collected?[3]

These questions will especially come up in a work when the outcome is unsure, as for this master
thesis work. The study has to start somewhere and might not end as expected. These questions
is important to take into account, changes in the plan might make a better result and analysis.
This has been the case for this master thesis work. I.e. new interesting topics has been added and
focuses has been changed along the way. This has made the outcome of this master thesis work
more interesting and relevant.

2.1.1 Literature study

Search engines has been used in order to find interesting information, literature and persons to
contact in the subject. The search for literature on the Internet began with searches of phrases or
sentences which were relevant based on study research questions or labor issues. Most of the searches
included the name of this European standard, '"EN 50128’. As relevant documents and literature was
found from these searches, the authors of interesting information was contacted, in order to collect
more information from these persons. Generally, this resulted in additional interesting and valuable
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information from these writers.

The literature study was performed in order to get an as wide and deep knowledge in the subject as
possible. Since not much is published or performed in this subject, the literature has mainly been
studied in order to build a knowledge in the subject, and with this deep knowledge be able to easier
create interesting interviews and understand the answers from these interviews. If the answer is
clearly understood, interesting supplementary questions can be asked to the subject. The literature
is mainly books, and documents written on a neutral basis, not written intended to sell a product
or in other ways share information that is in the writers interest to angle the information in the
advantages of the writer.

2.1.2 Interviews

The suppliers and other stakeholders in contact with this European standard have been interviewed.
Most of the interviews were held ”face-to-face”, not over the phone. This was due to the fact that
in many of the questions asked, experiences and thoughts were expected, which could be harder to
share over phone [4]. Other aspects of why the interviews where held ”face-to face” is that in these
situations, the facial expressions can be seen and interpreted. Furthermore, a personal contact is
established easier in person than over the phone.

The interviews were mainly structured in order to cover every part of this standard. Where it felt
relevant, unplanned and planned additional questions were asked in order to get more details in
the areas where the result was more complex. A good atmosphere is preferable for an in depth
interview. There should be time and space in the interviews, assigned for the supplier to explain
deeply when they have interesting things to add. Feelings and thoughts about the process were both
planned as questions, but also improvised where it felt appropriate. Therefore, an in depth interview
was the best technique for this purpose, since it was hard to predict what kind of information the
suppliers intended to share. The thought behind in depth interviewing is to create a situation for a
quite free conversation around questions/subjects that the interviewer has decided in forehand. It
is important to remember that everybody does not remember everything as it truly was [4], so for a
study that needs the facts to be true, documents are better to study in order to get only true facts.
In this study, the experiences plays an important part of the process, so even if the memories are
not truly correct, it is how the person being interviewed experienced it. This interviewing technique
uses open questions, as opposed to survey research, which uses the technique of closed questions
[3]. Closed questions have a closed selection of answers, which does not allow the person being
interviewed to share additional information, memories or experiences. Survey research is therefore
more sufficient for projects that are focused on a large population, in the purpose of find a specific
thought connected to, e.g. a specific age group. Since this study is based on a limited amount of
stakeholders and it was hard to predict the outcome of the result, an open research technique for
interviews was the best choice for this project.

The interviews had an open end, as the intention was to add new questions depending on the answers
from the person being interviewed. These new questions were raised both during the actual initial
interview, but also afterwards when the original answers were analyzed. This was an efficient way
of working with this extensive study, since without the opportunity of asking additional questions,
the result would lack in information.

2.1.3 Data collection

The data collection was basically based on literature study and document research as well as in-
terviews with relevant suppliers and stakeholders. Since there are not many studies done in this
subject, the work is basically made with primary data. By primary data, it means that the data is
collected by the author and not by somebody else. The opposite to primary data is secondary data.
The primary data is collected over time from interviews and document research. For this kind of
studies, when not much information is written in the area, all data needed is impossible to collect
at one time. During analyses of the data, more data might be necessary to collect.

The data that is collected is connected to the requirements and the meaning of this European stan-
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dard. Since it was hard to know what the result from the interviews would be in beforehand, more
additional questions had to be asked later, as the result from the interviews was connected to the
requirements of this standard. Additional information from experienced persons had to be added
along the way, when questions were coming up. This technique for data collection can be compared
with the snowball selection method. The data collection starts at one point and is as the project is
proceeded, added with new questions and sources for the data collection. By using this technique,
no interesting information goes missing.

If only interviews were used as the source for information, the result would only be based on mem-
ories and personal experiences. Because of that, it is important that the data collection is based
on a mixture of document studies and interviews, as the questions can be asked based on what is
documented. It is also important that experiences and memories are collected from as many different
parts as possible, in order to make the study as neutral as possible.

In order to get as much information of the standardization process as possible, courses in the subject
were taken. These courses were intended to expand the knowledge on the subject in order to, in a
better way understand, analyze ans assess the data and results. In the international working group
SGA18, experiences have been shared and contacts connected, intended for additional questions and
future work in this subject. This international working group is a collection of experts and users
of this standard (see section 3.2.1.1). Meetings have been set up for the purpose of creating an
audit on the 2011 version of this standard, similar to this study in the present master thesis project.
The work in SGA18 has also been focusing on how other, new versions of related standards could
be/have been affecting EN 50128:2011. Two physical meetings will be attended during the time of
this master thesis work, the first in Florence, Italy and the second in Copenhagen, Denmark. The
work of SGA18 will include two more meetings and then be finished in autumn 2017.

2.2 Ethical considerations

When a study is performed, it is important that involved persons and companies are clear with what
the intension of the study is. Before an interview with a stakeholder is started, information and
intension of the study are therefore shared. The information requirements are followed by the author
in this master thesis work, which states that, all involved in the study have to be fully informed of
the purpose of the study. The involved parties also have to be informed of the structure of the study

[4].

Since this master thesis is not intended to be an audit of a specific product or company, names of
products and companies are chosen to be kept hidden. The products presented is named with a
number and the companies are called suppliers, since this master thesis is written for TRV who is
affected by this standard via the products of their suppliers. Comments is presented and discussed,
but the sources are not disclosed.

2.3 Source criticism

The study is based on interviews and document studies. Background information regarding the
subject has been studied in books, Internet sites and in older studies that have been made on
similar subjects. The purpose has been to be as neutral as possible. This has been challenging
in some parts, since many of the sites and documents written on the subject has been produced
by companies. As the companies has the attention of selling a product, the information has been
studied carefully. Therefore, the background information has mostly been studied from neutral
writers. Sites like Wikipedia has also been carefully examined, as the writers of this information
are not always found to be neutral. A Bryman describes four important questions in the book
‘Samhéllsvetenskapliga metoder’, to take into account as these Internet sites are examined. These
questions has been taking into account when the sites have been used as material for this study.
These evaluation criteria questions are described in the book as:[4]

e Authenticity - Is the material real and from a unambiguously background?

e Credibility - Is the material free from distortions and inaccuracies?
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e Representativeness - Is the material typical to the subject? If not, do you know in what extent
the material is not typical to the subject?

e Meaningfulness - Is the material clear and easy to understand?

Internet sites are avoided as sources as long as possible, due to the fact that new sites come out and
old sites are removed. If Internet sites that are used as sources are removed as the study is read, this
does lower the credibility to the author(s) of the study. The date visiting the Internet site needds
to be given in its reference to in the reference list, since the site can be changed after the site has
been examined [4].

The result is based on information from companies that are affected by this change in standard.

These companies could possibly keep information that could affect the result negatively. The result
is based on the assumptions that this is not the case, and that all questions asked are truly answered.
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3 Theory

In this section, information is presented, that is considered to be important in order for the reader
to easier understand the content of the result and the analysis.

3.1 Standards

A standard is a norm that applies to all aspects of a matter. It is documented knowledge from
prominent players in the industry, business and society [20]. The documented knowledge is mostly
recurrent problems, and the standard a documented set of rules and requirements. A standard is also
great when you want to create order or to determine the requirements that products and services
can be measured against [22]. There are standards about everything from medicine to furnitures
as well as quality management systems for companies. Standards aims improved safety, increased
trade, reduced costs, secure interrupt, and environmental and consumer protection [20]. They are in
many cases voluntary to use, but in some cases the government regulations are cited to standards.

The developer of a standard has the intension to make affected products/processes safer, but the
standard itself can not make the process/product safer. By following a specific standard for the
process/product, other involved parts/stakeholders of the process can understand that the process or
the product produced. If all actors in an industry are using the same standard, the process/products
are understood in terms of safety etc. by all actors in that area. This way the standard can affect
the safety in a positive way. As a standard is used on a software, the software has the responsible
of the safety, not the standard. The standard is used in order for the software to e.g. be developed
and tested, in a controlled way.

There are different types of standards [22]:

e Basic Standard - a standard that have great coverage and contain general ground rules for a
specific area;

e Terminology Standard - a standard that handles terms, usually with the term definitions, and
sometimes by explanatory text, illustrations, examples, etc;

e Test Standard - a standard related to test methods, sometimes with additional and appropriate
ground rules for testing, e.g. selection, use of statistical methods, the sequence of the test etc;

e Product Standard - a standard that specifies requirements to meet for a product or group of
products, to ensure that they fulfill their purpose;

e Process Standard - a standard that specifies requirements to meet for a process to ensure that
the process meets its purpose;

e Service Standard - a standard that specifies requirements to fulfill a service, to ensure that the
service meets its purpose;

e Interface Standard - a standard that specifies requirements for the interoperability of products
and systems via their interface;

e Standard for data to provide - a standard that contains a list of characteristics, that is, values
or other data, to be specified for the product, process or service.

Standardization is the creation of joint conventions or ways to work for it to work smoothly with
other parts. Sweden participates in international standardization through the three, by the state
recognized standard bodies, SIS (Swedish Standards Institute), SEK (Svensk Elstandard) and ITS
(Svenska Informations- och Telekommunikationsstandardiseringen). SIS is a member of the inter-
national standardization organizations CEN (European Committee for Standardization) and ISO
(International Organization for Standardization), SEK is a member of CENELEC (the European
Committee for Electrotechnical Standardization) and IEC (International Electrotechnical Commis-
sion), and ITS is a member of ETSI (European Telecommunications Standards Institute) and ITU
(International Telecommunication Union) (figure 3.1). Usually a standardization project is financed
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by the companies, organizations, authorities and other stakeholders that are contributing and in
order to create/improve a certain standard [21].

Globalt ___JIEC_____[1s0_____ i

Europa CENELEC CEN ETSI
Sverige SEK SIS ITS

Figure 3.1: [42] Global, Europe and Swedish standardization system.

Depending on where the standard is created and by who, it is named differently. European standards
fixed by some of the European standards organizations CEN, CENELEC and ETSI [24] (figure 3.1)
is named with EN and numbers between 50 001 and 59 999, e.g. EN 50128. An international
standard fixed by any of the global standards organizations ISO, IEC or ITU (figure 3.1) is named
with TEC or ISO. IEC comes with a number over 60 000. If the international standard then becomes
a European standard, the number is kept, but IEC is changed to EN. EN gets, when connected to a
Swedish standard, SS as a prefix. Similarly happens in other countries. An example of this is SS-EN
50128 [23].
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Figure 3.2: [15] The Swedish cover pages for the European standard EN 50128:2011.

SS stands for Swedish standard and is a standard adopted by one of Sweden’s three national stan-
dards bodies SIS, SEK, or ITS [24]. A standard marked with SS does not mean that it is in Swedish.
It is very rare that a standard is translated to Swedish, but a cover page has to be included in
Swedish, see figure 3.2 If a translation is done, it is a possibility that translation mistakes are done.
If possible, translations are avoided.

When a standard is about to be updated, it first has to be used for some time in order for the
experts to see the result of the work with the specific standard. The process of maintenance and
update the standard is then an extensive and time consuming work, a process that takes about
five years (depending on the area and extent on the standard). During this time of maintenance,
the standard will get old, which means that, as an updated version of a standard is released, the
standard will already be dated (depending on the area). This has both positive and negative sides.
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Methods/techniques in the standard can be said to be tested, as they have been used in the processes
already. On the other hand, a standard that is experienced to be dated can be hard to motivate to
the users.

Different profiles are involved in the standards working groups. Most of them are authorities, service
providers and system integrators. Technology suppliers, academy persons, consultants and vendors
are presented, but the end-users representatives are missing, which is seen as a big problem.

3.2 CENELEC

CENELEC - European Committee for Electrotechnical Standardization is responsible for the Euro-
pean standardization in the area of electrical engineering. CENELEC, ETSI and CEN (figure 3.1)
are together covering the technical standardization in Europe. The contents of the standards are
created by the international working groups. CENELEC is taking care of the printing, advertising
and sales of the standard.

They were founded in 1973 as a merger from CENELCOM and CENEL [26], and are based in
Brussels, Belgium, at the CEN-CENELEC Management Center (CCMC) [25]. The committee was
founded in order to facilitate trade between countries. By creating European standards that all
parties could follow, the products/processes were understood by them all. As a country accepted
the European standard, they had to give up their national standard in the same area. A country
can only follow a national or an international standard. Most of the European countries are at the
moment members of CENELEC. CENELEC also has cooperation agreements with Canada, China,
Japan. South Korea, Russia and informal agreement with the USA [25].

3.2.1 CENELEC TC 9X

Standardization of electrical and electronic systems, equipment and associated software for use in all
railway applications, whether on vehicles or fixed installations, including urban transport [7].

This is the scope for TC 9X (Technical Committee 9X). TC 9X was set up as a new committee
in 1989, in the area of electrical and electronic applications for railways. TC 9X works in close
liaison with Technical Committee 9 (TC 9) of the International Electrotechnical Commission (IEC),
Electrical equipment and systems for railways.

TC 9X is divided in three sub-Committees [7]:

e TC 9X SC 9XA - Standardization of railway Communication, signalling and processing sys-
tems, taking into account the relevant safety requirements;

e TC 9X SC 9XB - Standardization of electrical, electronic and electromechanical material on
board rolling stock, including associated software;

e TC 9X SC 9XC - Standardization of - AC and DC supply lines, both overhead and third rail
type, - ancillary circuits, - machinery and equipment of specific feature for traction in fixed
plants, - installations and safety requirements in fixed plants.

TC 9XA are taking account the relevant safety requirements for the signalling systems. EN 50128 is
under the responsibility of TC 9XA. The responsibility includes development, maintenance, changes,
audits etc.
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each NC.
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convenor and secretary for the
working group.

TC is decides who to be convenor and
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vote on the meeting.

I The work can begin

Figure 3.3: The standardization process, both for creating new standards, performing audits or
maintaining an existing standards.

The work done by these committees are recorded in the database of CENELEC (section 3.2). The
committee TC 9X are having a plenary meeting twice a year, in order to follow up on existing projects
and plan new ones. In connection to these meetings, the sub-committees are having meetings for
the same purpose, but also to follow up the decisions made at the TC 9X meetings.

As a new standard are suggested by a NC (National Committee), or a maintenance/audit work on
an existing standard are suggested by TC, voting in TC will take place. Each NC has one vote.
If the voting results with ’yes’, TC will ask the National committees to suggest a convener and a
secretary for the working group. TC is then making the decision through voting. Each NC has
one vote. The work of the working group can then begin. The steps from suggestion to work, are
illustrated in figure 3.3.

3.2.1.1 CENELEC SG A18

CENELEC SG A18 (Survey group A18) are a survey group created in order to perform an audit
of EN 50128:2011. This audit are planned to take approximately six month and will result in a
technical report in autumn 2017. The main subjects in this survey group is:

e Experience with EN 50128:2011 over the past 5 years;
e Relationship between EN 50128:2011 and the emerging EN 50126-1, EN 50126-2 and EN 50129;
e Impact and input of the emerging rolling stock standard EN 50657 to EN 50128:2011.

The Survey group will have four meetings and there is around 25 members of this group, from
all of Europe.

3.2.2 EN 5012x
In the CENELEC EN5012x family (Figure 1.1), four standards are included, these are:

e EN 50126 - Railway Application - The specification and demonstration of Reliability, Avail-
ability, Maintainability and Safety (RAMS);
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— EN 50126-1 - Basic requirements and generic process;
— EN 50126-2 - Guide to the application of EN 50126-1 for safety;
— EN 50126-3 - Guide to the application of EN 50126-1 for rolling stock RAM;

e EN 50128 (section 3.2.2.1) - Railway Application - Communications, Signalling and Processing
Systems - Software for railway Control and Protection systems;

e EN 50129 - Railway Application - Communications, Signalling and Processing Systems - Safety
related electronic system for Signalling;

— EN 50129-1 - Cross-Acceptance;
— EN 50129-2 - Safety Assurance;

e EN 50121 - Railway applications - Electromagnetic compatibility

— EN 50121-1 - General,;
— EN 50121-2 - Emission of the whole railway system to the outside world;
EN 50121-3 - Rolling stock - Train and complete vehicle;

— EN 50121-4 - Emission and immunity of the signalling and telecommunications apparatus;

— EN 50121-5 - Emission and immunity of fixed power supply installations and apparatus;

The cooperation of EN 50126, EN 50128 and EN 50129 are presented in Figure 1.1.

3.2.2.1 EN 50128

The European standard EN 50128 - Railway applications - Communication, signalling and process-
ing systems - Software for railway control and protection systems, specifies procedures and technical
requirements for the development of programmable electronic systems, which are used in railway
control and protection applications. It is applied on all safety lifecycles of electrical/electronic/pro-
grammable electronics systems, that are used in safety of the railway system.

The first version of EN 50128 was approved by CENELEC TC 9X on 2000-11-01, and released in
mars 2001.
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Management Centre: Avenue Mamnix 17, B - 1000 Brussels
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Figure 3.4: The cover page of the European standard EN 50128:2011.

The 2001 version was decided to expire 2014-04-25, three years after the release of the 2011 version.
In the end of 2003, the German NC suggested that the 2001 version should be in use another three
years [6]. The reason for this was the reconstruction of EN 50126. It would be to expensive and
extensive for the affected companies, if updated versions of both EN 50128 and EN 50126 should
be implemented at the same time. The postponement from the German committee are attached in
Appendix E, section 8.5. The outcome was that the 2001 version of EN 50128 would be replaced
by the 2011 version by 2017-04-25. The process of developing EN 50126 was stopped in 2014, since
over 5600 comments came in about the standard [6]. The work with EN 50126 started again, but
the planned integration with EN 50128 and EN 50129 was changed. The updated version of EN
50126 has still not been released, but the maintenance work is in the final phase. Today, a draft of
EN 50126 is available. See figure 1.1 for an overview of the EN 5012x family.

The 2011 version of EN 50128 includes a double number of requirements, particularly 360 instead of
180, since the complexity and advantages of the software has increased. A standard that is handling
software for railway control and protection systems needs to adapt to the development of the software.
Methods/techniques required in the 2011 version are modernized after dated methods/techniques
have been removed. The updated version might not be more suitable because of the increased
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amount of requirements, but is more consequent and includes a clearer setup with more intuitive
explanations. A company that is in the forefront of software development and implementation is
probably developing their way of working with methods/techniques, personnel etc., in order to have
the safest system possible. If this is the case, a standard is used as a guideline and a support for the
companies. These companies will not have to spend a lot of resources on an updating process.

In Figure 3.5 and 3.6, the structure of the two versions of EN 50128 is illustrated. The 2011 version
includes a lot more restrictions, but it also has a clearer structure. During the maintenance work,
the structure of the 2001 were criticized in many aspects. The structure was therefore the main
focus in the maintenance work. Therefore, the group of requirements were reorganized and the main
clauses were reduced in number. Some of the main clauses in the 2011 version are similar to the
previous main clauses, and some are completely rearranged.

Clause in EN 50128:2001 Clause in EN 50128:2011

4. Objectives and conformance 4.  Objectives, conformance and software
5. Software safety integrity levels safety integrity levels

6. Personnel and responsibilities 5. Software management and organization

7. Lifecycle issues and documentation

10. Software design and implementation 6. Software assurance

11. Software verification and testing
12. Software/Hardware integration
13. Software validation

14. Software assessment

15. Software quality assurance
Parts of: 6, 8

8. Software requirement specification 7. Generic software development
9. Software architecture

10. Software design and implementation
11. Software verification and testing

12. Software/Hardware integration

13. Software validation

Parts of: 7, 15

17. Software configured by application data 8. Development of application data or al-
gorithms: systems configured by application
data of algorithms

16. Software maintenance 9. Software deployment and maintenance
Part of: 13

Appendix is extended in the 2011 version. Appendix A includes the tables of techniques/methods,
in both of the versions. The content of Appendix B in the 2001 version are changed to Appendix D
in the 2011 version. It includes 'Bibliographical detailing the techniques employed’. Appendix C is
new and includes the 'Document control summary’. The 'Document control summary’ was included
in requirement 7.2.10 in the 2001 version, and was named 'Document Cross-Reference Table’. The
content of Appendix B in the 2011 version is new to this standard and includes "Key software roles
and responsibilities’.

30



Boundary, Bibliographical references
Defintions, ... detailing the techniques
employed

Appendix B

Clauses 1-4

I
EN 50

|

| Cues

SIL,
People,
Documents

Clauses 8-17 — Appendix A

/ Techniques related to Clauses 8-17

Clauses 8-17: each clause gives a detailed
description of one phase during the
software’s life cycle. The activities needing to
be performed at each stage are identified.

/1‘1\

Figure 3.5: [1] The structure of EN 50128:2001.
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Figure 3.6: [1] The structure of EN 50128:2011.

The update can be experienced to be extensive, but many of the new requirements are clarifications
of old unclear requirements. This is the case for the lifecycle documentations. In the 2001 version,
they were presented as ”document groups” (see figure 4.2 and 4.3). The content of these ”document
groups” has been clarified in table A.1 (see Appendix A, section 8.1), which made the lifecycle
documentation clearer. The order of the phases are changed in the 2011 version of this standard,
the lifecycle documentations are the same, but the structure of the V-model are slightly changed
(see figure 3.7 and 3.8). The lifecycle documents with additional responsibilities for each document
are presented in the 'Document Control Summary’ in figure 8.1 and figure 8.2.
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Figure 3.7: (EN 50128:2001) The illustrative Development Lifecycle - The V-model.
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The V-model is an illustration of how the lifecycle documentations should be implemented in the
different phases. It should be followed from left to right. The left side of the V-model are remained
the same for the two versions of the standard. The ”"middle-phase” ’Code phase’ is changed to
"Software Component Implementation Phase’. One of the lifecycle documentations is remained and
one are removed to the next phase in the model for the 2011 version. The following two phases (from
the bottom to the top on the right side) are remained the same. The next phase, ’Software/hardware
Integration Phase’ in the 2001 version are combined into the ’Software Integration phase’ in the 2011
version. The ’Software Assessment Phase’ is moved outside the V-model in the 2011 version. The
remaining phases are the same for the two versions of the standard.
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Figure 3.8: (EN 50128:2011) The illustrative Development Lifecycle - The V-model.

Between June 2011 (release of 2011 version) and 2017-04-25 there has been a time of coexistence of
the two versions. All new projects started during this time should follow the 2011 version. Since some
processes were following the 2001 version and some the 2011 version during this time of coexistence,
the operator had to take their responsibility of safety as follows: [1]

e Every operator has its responsibility for development and improvement of the safety of the
railways.

e Prevention of serious injuries should be prioritized during the process.

e Safety management System should always be well documented in responsibilities and how the
safety management System should be continuously improved.

Projects that started before June 2011 and were planned to finish before 2017-04-25, should follow
the 2001 version throughout the project. Additionally, as a project would continue after 2017-04-25,
the 2011 version of this standard had to be introduced to the project.

If a change or a maintenance had to be performed during the time of coexistence, 'minor’ and 'major’
could be handled differently. This was the case for projects started after 2011. If the change was
classified as 'minor’, it could be handled according to the 2001 version. If the change was classified
as 'major’, it had to be handled according to the 2011 version. The classification of the maintenance
work has to be approved by the Assessor. If new functionalities are added, the environment changed,
the SIL class changed etc. the maintenance is classified as 'major’. Otherwise, the maintenance is
classified as 'minor’.
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3.3 SIL

SIL is a way of measure the performance of a Safety Instrumented Function (SIF). A safety Instru-
mented Function is a combination of sensor(s), logic solver and final element(s) that detect a hazard
and bring the process to a safe state [28]. SIL describes the quality and safety level of the system.
This measure reference is created in order to sort the applications in grade of effecting the safety of
the system. This is done in order to avoid an accident as far as possible.

Accident — An accident is an unexpected event or series of events causing death, in-
jury, loss of a system or service, or damage to the environment [1].

SIL stands for safety integrity level and is defined on a scale from 0 to 4. SIL 4 products has the
largest impact on the safety and 0 has the lowest safety impact. In the 2001 version of EN 50128,
SIL 0 did not have any safety impact and therefore no requirements. This is changed in the 2011
version. SIL 0 has in the 2011 version, the lowest level of safety impact and can be seen as SIL
1 light. Requirements are added to SIL 0, as a result of the changed meaning. This change has
made SIL 0 widely misjudged, the name are remained the same, but the meaning are changed. 32
documentations should now be produced for the SIL 0 products, compare to non in the 2001 version.
The different levels of SIL can be described as [1]:

e SIL 4: catastrophic impact;

e SIL 3: impact on the community;

e SIL 2: major protection of the installation and of production, or risk of injury to employees;
e SIL 1: minor protection of the installation and of production;

e SIL 0: SIL 1 light, lowest level of safety impact;

The five SIL can be seen as three SIL, where SIL 0 is the ’lowest level’, SIL 1 and 2 are the 'medium-
level’ and SIL 3 and 4 are the "high-level’. With ’high-level’ it means that the applications in this
category has a high impact on the safety of the system.

In the 2011 version of EN 50128, the requirements related to the SIL is harder, especially for level
0, 2 and 4, but also in the roles of who/whom to perform the evaluations of the SIL. Requirements
regarding the roles and responsibilities are stricter in the 2011 version, which is important. The
chance of human mistakes might be minimized with the right personnel, with the right experience,
on the right place?! The roles included in each level of SIL are illustrated in figure 3.9. Even though
there is a lot more requirements for SIL in the 2011 version, the requirements are clearer explained
and thereby easier to understand. Can it be made even clearer?

. PM | i !
1] ASR |!
SIL3&SIL4,
'|RQM DES. imp| [INT.TST | [VER | [VAL | =----- '
______________________________ 1
:I_'__'__'__'__Eﬁ ____________ [tttk .
SIL1&SIL2! — | ILASR ||
.|RQM DES imP | [INT, 75T | VER, VAL |1 ===~~~
______________________________ 1
I[__'__'__'__'_EQ ______________ | i '
SILO 1 T x [ ASR :
- 1
. [RQM, DES, IMP | [(INT,TST,VER.VAL |1 ~~~~~~
L e e e e e e e e e e == =

Figure 3.9: [19] (EN 50128:2011) The different levels of SIL are presented with required roles. A
translation of the abbreviations are presented in figure 3.10.
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Key

PM  Project Manager

DES Designer

IMP Implementer

independence requirements

RQM Requirements Manager

NOTE For the role of the Configuration Manager, see Table B.10, there are no

can be the same person

can be the same organization

shall report to the Project Manager
can report to the Project Manager

shall not report to the Project Manager

ASR Assessor
INT Integrator
TST Tester
VER Verifier
VAL Validator

Figure 3.10: [19] (EN 50128:2011) A description of the different roles and boxes presented in figure

3.9.

3.3.1 Perform a SIL study

SIL can not be measured. A SIL study has to be performed in order to evaluate the SIL of an
application. There is a few different way of evaluating the SIL of an application. For the software
application related to the standard EN 50128, this SIL study helps determine the:[28]

e type of device;
e hardware architecture;
e voting logic;

e proof test interval;

required to meet the target Risk Reduction Factor (RRF).

The SIL study is performed through an amount of steps:[28]

e Step 1: Break down the SIF into its components and architecture;

e Step 2: Calculate the PFD of each component. In order to perform this part, documented,
historical failure rate data are required. There are many different formulas to use for calculating
the PFD, depending on the product/process. PHD equals 1 minus Safety Availability, see figure

3.11 [12);

e Step 3: Combine all component PFD:s to determine the SIF PFD, which is simply done by
adding all of the PFD:s of the different component of the product;

e Step 4: Translate the total PFD to RRF and compare this to the expected SIL.
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If this RRF did not measure up to the expected SIL, the 'weakest link’ has to be found among the
components of the product. By 'weakest link’ means the component that has the largest distribution
of failure. In order to make the component enter the relevant SIL, the 'weakest link’ has to be
corrected. The different SIL with associated PFD:s and RRF':s is presented in figure 3.11.

SiL4 >99.99 % 0.001 % - 0.01 % 100 000 - 10 000
SIL3 99.9 % - 99.99 % 0.01% -0.1% 10 000 -1 000
SIL2 99%-99.9 % 0.1%-1% 1000-100
SiL1 90 % -99 % 1%-10% 100-10

Figure 3.11: The interval of PFD and RRF for each SIL.
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4 Results

In this section the result of the study is presented, including comments from experts and suppliers.
The section is divided into subsections, where the most significant topics, as a result of the up-
dated standard are presented. The significant topics, are parts of this standard that was recurrently
pointed out in the interviews, as extensive parts of the change process. Relations are made to the
tables in Appendix A, section 8.1, where tables with results and comments are presented. All of the
new requirements are also listed in Appendix B (section 8.2), each clause/sub-clause is presented
with additional comments to each requirement. A description of the changes and in some cases a
background summary of the changes done, is also added in each sub-clause.

The products used in this study are presented as product 1 and product 2 are the company devel-
oping/produces these products are named ’supplier’. Comments in the result are taken from the
supplier and from experts. Comments from experts are collected from the working group SGA18,
lecturer and from interviews. It is important to take into account that this study is not intended to
be an audit of the work of the supplier, but a study of the affect of the update from version 2001 to
2011 of EN 50128.

4.1 The change process
"The 2011 version of this standard is absolutely not crystal clear.” (Supplier)

Even though the 2011 version of this standard is much clearer than the 2001 version, it is definitely
not experienced to be crystal clear. In order to be clearer it still needs more intuitive explanations
and examples.

"We have checked through the standard and made sure that everything is covered. Something unez-
pected can be seen as updates etc. are made.” (Supplier)

The procedure to make sure that requirements for Product 1 and 2 follow the updated standard,
has been to go through the 2011 version from the top to the bottom, step by step. Each part,
especially for the methods/techniques and responsibilities has been compared to the 2011 version of
this standard, to make sure that everything is covered. If a part was not covered before the update,
that part was updated or justified in order to fit the requirements of this standard. The work of
going through the process, part by part and performing the changes required, took approximately
500 hours for each of the products to proceed. Which would result in a cost divided between TRV
and other orderer of approximately:

500 x 2000 = 1000000 SEK (1)

for each product. These costs are calculated in beforehand and does not have to be close to this
sum calculated afterwards. If 500 hours is exactly the amount of hours that the supplier expected
for this change, and this sum for developing their Generic Product (GP) is divided between their
involved customers, approximately 10, this will result in a total cost for TRV for this change process
of approximately:

1000000
10

for each product. This cost is only a short term cost, only costs for changing version of the standard,
not costs for working with the 2011 version of this standard. A large part of these 500 hours was
spent on the classification of the tools, see section 4.1.2.

= 100000 SEK (2)

"The Assessor has been updating the working methods/techniques and documents along the way, to
the update of this standard. The Assessor has been aware of the requirements in the 2011 version
of this standard, as these updates has been done. Due to this, the process of changing the version of
this standard in the process was not experienced to be extensive.” (Supplier)

Many parts of the 2011 version of this standard had slowly been introduced by the assessor. The
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assessor had the 2011 version of this standard in the back of her/his head as the work proceeded
with the 2001 version of this standard. The assessor is working as a link between the working groups
and the supplier, both in order to support the supplier, but also to review the process executed by
the supplier. As a link between the working groups and the supplier, new drafts and changes due
to the standard used are always in the hands of the supplier as soon as something is released. This
way many parts were already in the process when the complete update of the standard has been
released. Because of the slow introduction of new parts of the process, the update did not feel as
extensive as it would have felt, if everything was introduced at the same time. As a result of this,
the exact amount of resources spent on the updating process is hard to define, since the updates
made in beforehand are not included in the total resources spent on this standard update.

" Waited as long as possible with the change in version of this standard, as a result of the uncertainly
about what this update would imply for us.” (Supplier)

Product 1 is completely developed following the updated standard. When it comes to Product 2 it
is not completely developed following the standard, due to the uncertainly about what this update
would imply for the product/company. The supplier is also saving these potential extensive updates
as long as possible in order to not waist resources, even though they admit that waiting is not the
correct way to go. However, a positive result of waiting with product 2, has been that a lot of the
”pre-work” have been done during the development of product 1. I.e. when the supplier initiated the
process to make sure that also Product 2 follows the updated standard, they could take advantage
of the ”pre-work” done for Product 1, e.g. templates in form of tables etc. This makes the work
easier for the staff working with product 2 to update the standard for this product.

Since the products recently has been introduced to the 2011 version of the standard, there has not
been any updating issues detected or any problems with maintenance work detected at this stage of
the process, but the supplier indicates that it might happen further into the process.

”This European standard lacks in examples.” (Supplier)

This European standard is considered to lack examples. Due to this shortage some parts is taking
longer time to perform than they would taken if an example for each new part was included in this
standard. This is especially the case for the new requirements regarding the tool classification (see
section 4.1.2). If examples of how the descriptions in the different classes should be formed, this
process of classification of the tools would be much more time efficient and thereby less expensive.

"We used IEC 61508 as a guide in order to find examples of how to execute new parts of the process,
that are required by EN 50128:2011. We also investigated how the car industry handled these new
parts of the process.” (Supplier)

Other standards that affected similar subjects was investigated in order to find examples execution
of requested new parts of the standard. Again resources would be saved if more and clear examples
of how to execute the new parts of this standard was presented in this standard.

”Some parts in this standard feels clearer in the 2011 version of this standard, than in the 2001
version of this standard. This can be due to the fact that we recently read the 2011 version of this
standard many times, in order to really understand it.” (Supplier)

The structure of the 2011 version of this standard is intended to be clearer than its predecessor.
Many of the new requirements are therefore added only as a clarification of old, woolly requirements.
Parts of this standard that felt unnecessary has been deleted, and parts that has been in the process
of the supplier for a long time, has been added.

4.1.0.1

The main groups of requirements are reduced in number (Figure 4.2 and 4.3), and reorga-
nized in order to have a clearer structure. Appendix B, including a description of the roles
and associated responsibilities are added in order for EN 50128 to be clearer.
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”Is component the correct word for this purpose? Is it defined in the correct way in EN 50128:20119”
(Experts)

Whether or not ’component’ are correctly defined are discussed in SG A18. "Module’ (2001 version)
was changed to ’component’ (2011 version). This was done in order to decrease the amount of
confusion and misunderstandings, But, has this been the outcome? Or, does it has to be clearer
defined? It seems like the users of the standard knows the meaning of 'component’, but are they all
having the same view of the meaning? There could be misunderstandings, if the definitions of the
key words are not defined clear enough.

4.1.0.2

3.1.4 component:

a constituent part of software which has well-defined interfaces and behavior with respect
to the software architecture and design and fulfills the following criteria:

e it is designed according to “Components” (see Table A.20);
e it covers a specific subset of software requirements;

e it is clearly identified and has an independent version inside the configuration manage-
ment system or is a part of a collection of components (e.g. subsystems) which have
an independent version.

4.1.1 SIL

The supplier indicated the confusion of whether a product/process is SIL 3 or SIL 4, and the same
for SIL 1 and SIL 2. One purpose of the 2011 version of this standard was to make SIL clearer and
easier to use. However, there is still a lot of confusion around SIL, perhaps more, due to the new
requirements regarding SIL 0.

"What is the significant differences of the different SIL?” (Supplier)

In this standard, the requirements are exactly the same for SIL 3 and SIL 4, and exactly the same
for SIL 1 and SIL 2. By looking at the standard, there is nothing that differs. Is it then any
purpose of having five different SIL, if there is only three different levels of requirements? There
is one significant difference between SIL 1 and SIL 2, SIL 1 products/processes can only harm the
hardware and does not have any impact on humans, but SIL 2 products/processes affects the safety
of the humans as well. The supplier does not have any SIL 3 product, since the only difference
between SIL 3 and SIL 4 is the allowed level of error (not included in this standard), see figure 3.11.
Therefor the supplier are only using SIL 4, not SIL 3.

4.1.1.1

SIL 4: catastrophic impact (PFD 0.001 % - 0.01 %);

SIL 3: impact on the community (PFD 0.01 % - 0.1 %);

SIL 2: major protection of the installation and of production, or risk of injury to employees
(PFD 0.1 % - 1 %);

SIL 1: minor protection of the installation and of production (PFD 1 % - 10 %);

SIL 0: SIL 1 light, lowest level of safety impact;

Results has been proven that if a product changes from one SIL to an other (e.g. SIL 2 to SIL 3),
the costs are increased by about 100 %.

”A product that is classified as SIL 0, is a product that has a good quality, but does not have any
safety impact.” (Supplier)

This is a common interpretation of SIL 0, which is not the purpose. EN 50128 includes a lot more
requirements regarding the lowest level of SIL, SIL 0. The purpose of including more requirements
was not to include products/processes that are not safety related. SIL 0 was intended to work as a
SIL 1 light, in order for some processes to be easier to handle. This was not explained clear enough in
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this standard, which led to a confusing for the users. The question ”Why should we use this standard
for safety related software, on non safety-related products?”, was asked, when the requirements for
SIL 0 was added. As EN 50128:2011 in used, no integrity level are dealing with products with no
safety impact. Le. all products connected to this standard have some kind of safety impact. Again
this confusion could be clarified, if clear explanations were added.

EN 50657 - Railway applications - Rolling stock applications - Software on board of rolling stock,
excluding railway control and protection applications is intended to adapt EN 50128:2011 for the
application in the Rolling Stock domain. In EN 50657, SIL 0 is replaced by 'Basic Integrity’ (BI).
The BI can be a software that is not safety related, in comparison to SIL 0, which is aimed to
have the lowest level of safety impact. The BI does not need to be assessed and there is a lot
less requirements to the BI, than to SIL 0. This was one of the reasons why EN 50657 was cre-
ated, in order to easier work with non safety impact or safety impact below SIL 1 for Rolling
Stock applications. Some experts would like the BI to be included in EN 50128:2011 as well.
Does the aim of EN 50128 then be changed as well? Since it is focusing on 'Safety related Software’.
The differences of SIL 0 and BI are explained in 4.4 in the standards and shown below:

4.4 in EN 50128:2011:

At least the SIL 0 requirements of this European Standard shall be fulfilled for the software
part of functions that have a safety impact below SIL 1. This is because uncertainty is present
in the evaluation of the risk, and even in the identification of hazards. In the face of uncertainty
it is prudent to aim for a low level of safety integrity, represented by SIL 0, rather than none.

4.4 in EN 50657:2016:
The basic integrity requirements of this European Standard shall be fulfilled for the software
part of functions that are not safety-related or that have a safety impact below SIL 1.

4.1.1.2
SIL 0 in 2001 version: no safety impact;
SIL 0 in 2011 version: lowest level of safety impact (SIL 1 light);

The new requirements for the SIL 0 products has cost TRV a lot. The invoice system is not designed
to be detailed enough for these kind of invoices to be separated from other invoices from the same
product, but estimates can be done.

"We are dealing with SIL 0 products in the same way as with products of other SIL.” (Supplier)

The supplier is treating all of their products as SIL 4 products, independent of SIL. This is done
since they have a working process of dealing with the highest level of SIL, which makes it easy to
implement this working methods on the products of lower SIL as well. This makes the system safer,
but for some projects/processes, this might be a to extensive and expensive work.

4.1.2 Tools

The process of fulfilling the new requirements in this standard regarding the tools, has been an
extensive work. This part of this standard took approximately 160 hours to deal with for each
product. Again, if these hours would be invoiced afterwards, TRV would share this cost with the
other orderer of each product. This would result in a total cost of approximately:

160 x 2000 = 320000 SEK (3)
for each product. For TRV would this be a cost of approximately:

320000
10

for the tool classification process for each product/process following this European standard. The
cost varies depending on the size and amount of tools used for the product/process. Again, this is

= 32000 SEK (4)
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only an approximation of what the cost would be if the costs would be invoiced in afterwards.

All of the tools in the system are divided in three groups, T1, T2 and T3, where a tool in T3 has
the largest impact on the safety of the system. To each tool a description is added, including a
description of usage, possible failure effects and mitigations (see an example in figure 4.1 of how the
classification for a tool can look like). For tools in T3, additional information can also be added.

4.1.2.1
2011: Requirements regarding the tool classification are documented in clause ’6.7 Support
tools and languages’. T1, T2 and T3 are defined in 3.1. Not included in the 2001 version.

"It was hard to fully understand how the Tool Classification should be executed. More examples in
the 2011 version of this standard would have been preferable.” (Supplier)

Some parts was also hard to add to the correct folder and to know whether or not all of the tools
should be included in the sorting. The standard states that the tools should be sorted, but not
specific that all tools have to be sorted. The supplier translation of this part is that all tools should
be included in the classification. They also says that it might not be wrong if a tool that is not
significant important, should be excluded from this sorting.

All tools that were used for product 1 and product 2 before the classification were found to be
justified.

"The texts with descriptions should have had a more clear purpose.” (Supplier)

Is it really important that the tool ’Calculator’ is included in this sorting of tools? If the answer on
this question is 'yes’, the standard should be clearer on this matter, and include a clear sentence
that the sorting of tools should include all tools. The supplier ones again commented the lack of
included examples in the standard. For this part, a list of examples of possible tools in each group
would be preferable. Furthermore, an example of how the description of the tools in each class could
look like.

"The tools could have been more structured from the beginning.” (Supplier)

The supplier working with this process, said that the tools should have been divided into some kind
of groups even before this standard update process. It is of course easy to be wise after the event,
but if there were a structure of the tools, less work would have had to be done.

"It was a conscious decision to wait as long as possible with the classification of the tools. Afterwards
it might be seen as a bad decision, but somebody has to have time to do it and it costs.” (Supplier)

The work of dealing with this part of the standard started in the last minute, especially for product
2. The decision to wait with this update was a consciously decision according to the supplier. Later
on, this decision was not seen as the best decision due to the time pressure, but somebody have to
put aside their daily work to transact the tool classification. The classification work approximately
required one full time working personnel for a month, for each product/process.

”A product that uses one or more tools, for example product 2, is referring to all evaluations that is
done for each of the tools. Fach tool are providing an analysis due to this European standard. See
figure 4.1 for an example of how the description for a tool in class T2 could look like. For a tool in
T3, more information and references to the documentations are added.” (Supplier)

Code Collaborator Usage: Tool supporting the code review process (manuals available at
www smartbear.com).

Possible failure effects: Missing/corrupted review sessions. Wrong code shown
and reviewed. Code corrupted at review.

Mitigations: Widely spread tool. See common mitigations for T2 below.

41



The tools in class T2 generates no output without verification and test, which can directly or
indirectly contribute to the executable code.
Mitigations of possible errors by the T2 tools are prevented by or found during:

- educated personnel
= Systen tests

- reviews and verification activities

Test result is checked before release.
Figure 4.1: An example of a description of a tool in class T2.

Examples of tools in T1 is MS word, MS exel, calculator, in T2 is RTRT and in T3 is data preparation
tools.

"The Assessor and the Validator will support the tool classification process. The descriptions of the
tools might not by them self give the full proof of the functionality, but by help from proofs of the
related process, can test and result analysis help with the calculations of any faults.” (Supplier)

Even though each tool has a description (see an example in figure 4.1), the descriptions might
need support from tests and result analyses. From these analyses any failures of the tool can be
detected, so there is a lot of work with this classification process. The Validator and the Assessor
are supporting the supplier with feedback in order for the information to each tool to be correctly
described and all possible failures to be detected.

4.1.2.2
2011: 6.7.4.5 includes requirements for the results of the tool validation.

4.1.3 Organization
"The clarification of the roles are good.” (Supplier)

In the 2011 version of the standard there are a lot of new requirements regarding the roles and the
organization. Each role is described in detail, which is appreciated by the supplier, and which results
in a lower cost for TRV, due to the clarification. This detailed listing of the roles are presented in
Appendix D, section 8.4.

4.1.3.1
The description of the roles and responsibilities are included in Appendix B, in the 2011
version. Not included in the 2001 version.

"We had all of the required roles within the company, so no new employments had to be done.”
(Supplier)

These new requirements could have been an extensive process to handle if the required qualifications
of the staff were not within the organization. Since product 1 and product 2 is developed by a large
organization and the products are involving a large amount of staff, the new requirements was not
a problem for the supplier.

"If staff was missing, the projects could easily borrow staff from each other within the organization.”
(Supplier)

If there were problems in the process with lack of required staff, the organizations of the products
can borrow staff from each other, for certain tasks. The supplier describes this as a result of the luck
of having the same staff in the organization for a long time. Even though this makes the process
easier, TRV has to pay for the extra working hours in the process, due to this extension in roles of
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this standard.
"We are lucky that nobody in the projects has quit or been log term 4ll.” (Supplier)

The organization has also been fortunate to not have anybody on sick leave or similar in the process,
when they have been working with the 2011 version. Small mistakes in the organization were detected
in the process of developing product 2. In order to make sure that the process is following the 2011
version, the supplier had to go back in the process, and correct the mistakes.

” Bxperienced staff might experience new requirements as unnecessary, the same might not be the
case for new staff to the process.” (Supplier)

Experienced staff can in many cases be a valuable resource to the companies. These experienced
staff can share information about the products within the company, but they can also be afraid or
against changes in a process (see section 1.1.3). They can in many cases see these changes as a
burden in a working process. It is important that the required updates/changes are applied even
if they might experience it to be unnecessary, otherwise it will give the companies trouble as the
experienced staff are ending their work in the projects.

”The role of the Validator in the 2011 version of this standard has been discussed. The role is to
extensive and are to much alike the role of the Assessor.” (Supplier)

Especially the Validator was experienced to be a to large role for one person to handle. The
responsibilities for the Validator was experienced to cover the entire process, which felt unnecessary,
since the responsibilities also included some of the responsibilities of the Assessor. The Validator
has been divided between more than one person in order to work better in the large processes, e.g.
for product 1 and 2. The description of the roles are presented in Appendix D, section 8.4 and the
new requirements connected to the roles are presented in Appendix B, section 8.2. It will not be
more costly to divide the role into more than one role, but unnecessary resources are spent on the
parts where the Validator and the Assessor are doing the same work.

4.1.3.2
2011: Table B.7: Validator and Table B.8: Assessor.

"We do not have any specific documentation where the knowledge of the staff are documented, but
we do have a safety log where competences and experiences are documented. We will start doing
'mini-safety-audits’ as well.” (Supplier)

In the 2011 version of this standard, requirements regarding the roles are added, see Appendix
B, section 8.2. Besides the fact that the amount of roles are extended, restrictions regarding the
recording of the roles are also added. The supplier are using Safety logs, where they are recording
the competences and the experiences of the staff. The supplier also has the intension of doing
internal 'mini-safety-audits’. These internal audits will help the supplier to be more prepared when
the Assessor are performing safety audits. The internal 'mini-safety-audits’ are also performed in
order for the supplier to have a better control of the organization and documentations, since the
system developed/produced are safety related.

4.1.3.3
2011: Requirement 5.1.2.3: The personnel assigned to the roles involved in the development
or maintenance of the software shall be named and recorded.

Do we need the ’roles’? Maybe it should be enough with the activities and competences defined,
integrated over phases?” (Experts)

Even though the clarification of the roles and related responsibilities gets a positive review, the

roles can also be experienced to be unnecessary. Some parties believes that it would be enough to
document activities and the competences. The work that has to be done should be detailed explained
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over phases, with competences for the work, but it might not necessary be defined as roles.

"The Assessor are performing audits. He/she is interviewing the staff of the project, in order to
make sure that everybody is doing what they are intended to do.” (Supplier)

A safety audit is an independent examination to determine whether activities and related results
conform to planned arrangements and whether these arrangements are implemented effectively and
are suitable to achieve the organization’s policy and objectives [32]. The assessor are at these
audits controlling that the required documents are easy to assess, that the staff knows where to
find the documentations, that the required documents gives a correct description of the process, the
competences of the staff etc. These audits were experienced to be extensive and the staff had to be
well prepared to these audits. Additional requirements for the work of the Assessor are added to
this standard, see Appendix B, section 8.2, even as these requirements does not affect the supplier,
it is important that the supplier/user are making sure that they are aware of these requirements.

"The Traceability needed to be better in the process of the lifecycle documentations.” (Supplier)

The objective of Traceability is to ensure that all requirements can be shown to have been properly
met and that no untraceable material has been introduced [15]. The traceability are continuously in
a developing stage, it can always be better, explains the supplier. The 2011 version of this standard
has the purpose of making the system more traceable, compare to the 2001 version of this standard.
To all of the lifecycle documentations, requirements regarding the traceability of the system is added,
see Appendix B, section 8.2. How traceability is performed is translatable for the user/supplier, but
it is in their interest to have a system that is as traceable as it can be.

4.1.34
2011: Requirements 5.3.2.7 to 5.3.2.10.
2001: Requirement 7.2.6.

4.1.4 Lifecycle Documents

In the 2011 version of this European standard, 46 life cycle documents have to be created. In the 2001
version of this standard there were 29 lifecycle documents to be documented. The number of lifecycle
documentations seen in table A.1 for the 2001 version, see Appendix A, section 8.1 can be misleading,
since all 29 lifecycle documents are not included in this table of lifecycle documents. This table is
only including the ”document-group” of the lifecycle documentations. This can be misleading, since
more than one document can be required in order to fulfill that lifecycle document, due the 2001
version of the standard. The lifecycle documentations in the 2011 version of this standard can be
seen as an extension or a clarification of what the lifecycle documentations in the old version should
include. An example of this is described in figure 4.2 and figure 4.3. These figures shows how one
lifecycle document from the 2001 version of this standard is expanded into nine lifecycle documents
in the 2011 version of this standard. As the V-model (figure 3.7) or the Document Cross-Reference
(figure 8.3 for the 2001 version of this standard, it can be seen that some documents are added to
each ”document-group” of the lifecycle documents. This way the lifecycle documents of the 2011
version of this standard are much clearer than the 2001 version. Even though there is a lot more
lifecycle documents, this might not be seen as a lot of new lifecycle documents for the user/supplier.
If the company using this standard is in the forefront in the software development market and are
using a good assessor, they will probably already be using all of the lifecycle documentations required
in the 2011 version of this standard, as the 2001 version of this standard are used. This is the case
for this supplier. In some cases the lifecycle documentations are named differently by the supplier,
compared to the names used in this standard. The standard does not say that the name has to be
the same as it is in the standard, as long as the content of the lifecycle documentations are following
the requirements of this standard.
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3. S/W Design Documents - HR HR HR HR

Figure 4.2: An extract of the lifecycle documentations of the 2001 version of the standard EN 50128,
EN 50128:2001.

Architecture and design

9. Software Architecture Specification HR HR HR HR HR
10. Software Design Specification HR HR HR HR HR
11. Software Interface Specifications HR HR HR HR HR
12. Software Integration Test Specification HR HR HR HR HR
13. Software/Hardware Integration Test Specification HR HR HR HR HR
14. Software Architecture and Design Verification Report HR HR HR HR HR
Component Design

15. Software Component Design Specification R HR HR HR HR
16. Software Component Test Specification R HR HR HR HR
17. Software Component Design Verification Report R HR HR HR HR

Figure 4.3: An extract of the lifecycle documentations of the 2011 version of the standard EN 50128,
EN 50128:2011.

Some of the descriptions of how to create lifecycle documents in the 2001 version of the standard
EN 50128, are long and hard to understand. These long descriptions have been divided into more
than one description in the 2011 version of this European standard. These requirements regarding the
lifecycle documentations are formed as in figure 1.1 for all of the different lifecycle documentations.
This is a clarification in words of the Document Control Summary (see section 8.1.2).

”Almost all of the new lifecycle documentations were already in use. The assessor required some of
the lifecycle documents from the 2011 version of this Furopean standard, before this version of the
standard were in use.” (Supplier)

These new requirements in this European standard are experienced as a clarification by the supplier,
not a new process to perform due to this European standard. The new version might be seen to be
more extended than it is, due to all of the clarifications.

"The Waterfall model does not support our process. All lifecycle documents are included in the
process, but not used in the order suggested by these methods.” (Supplier)

The supplier are creating all of the requested lifecycle documentations required by this European
standard, but not in the order recommended by the Waterfall model. The Waterfall model is only a
recommendation of in which order the lifecycle documentations should be created. If an other order
fits the process better, that order should be used. The Waterfall model seems to be a bit unclear
to this standard, even standardization experts connected to this standard where unsure what the
Waterfall method intended.

4.1.4.1
Requirement 7.1.2.2 describes that the order of the lifecycle documentations in table A.1 is
the ideal order, the waterfall model. However, it is not a requirement to follow this order.

7If different persons are coding one code, the specification are required in the beginning, so each
persons knows whats expected of their part of the code. If only one person is creating the code, the
requirements can be written as specifications in the code. These parts can then be cut out and used
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as specifications afterwards.” (Supplier)

This is two ways of fulfilling the requirements of the specifications. There are new lifecycle specifica-
tions added to this European standard, see Appendix B, section 8.2. Since there is no requirements
from the standard or TRV in how the lifecycle documentations should be produced, only that they
have to be produced, there are a lot of different ways of producing the documents. There is also no
requirements regarding how the lifecycle documentations can be combined, so the combination of
documentations were in many cases made in order for the standard update to be as smooth as pos-
sible, and as a lifecycle documentation feels unnecessary, it can be combined into an other lifecycle
documentation. This is another reason of why the update in standard were hard to measure in time
and costs.

4.1.4.2

2011: 5.3 Lifecycle issues and documentation.

7.1 Lifecycle and documentation for generic software.

2001: 7. Lifecycle issues and documentation.

The lifecycle documentations are also listed in table A.1, Appendix A (Appendix A, section
8.1 in this report).

4.1.5 Test

There are new requirements to the testing procedure, to all testing phases. The supplier did not
experience this part of the 2011 version as an extensive work to update. Many of the new require-
ments for testing was already in use in the system of product 1 and product 2.

"The requirements for tracing and testing has been in the process even as the older version of this
standard was followed. We are and will continuing doing improvements in this area. New require-
ments regarding this did not affect our process in this area.” (Supplier)

As mentioned earlier, there is a lot of requirements in the 2011 version that were implemented to
the system, as the 2011 version of this standard already were in use. The continuously process of
improving the system will always be the goal, says the supplier.

”Blackboz testing are only performed on the overall system.” (Supplier)

This European standard does not state that Blackbox testing has to be performed on all phases.
Therefore, 'Greybox testing’ and "Whitebox testing’ are performed on most of the phases of the
process. These tests are cheaper to perform, but not as safe as if blackbox testing would be done
in all phases. This is a part where TRV should ask for the blackbox testing in all phases, if that is
requested by them, and if they are up for paying for it.

4.1.5.1
2011 and 2001: 'Functional/Black-box Testing’ in Table A.5 (M), A.6 (HR), A.7 (M) and
all of A.14.

"We can not do all testing on the products, like 'Overall testing’. This is due to the fact that there
might be a load missing or the correct environment is not available.” (Supplier)

As it can be motivated why parts of this standard can not be followed, the parts can be approved
excluded from the system. For product 1 and product 2 this is the case with table A.11 - Data
preparation technique, table A.16 - Diagrammatic Languages for Application Algorithms, table A.22
- Object Oriented Software Architecture, table A.23 - Object Oriented Detailed Design and partly
for the subsection in table A.1 - System configured by application data/algorithms, see Appendix A,
section 8.1. This is the case since product 1 and product 2 are Generic Products (GP). Parts of the
standard that can not be covered by the GP, has to be covered by the Generic Application (GA) or
the Specific Application (SA). In these cases it is important to document all parts of the standard
that are covered by a product, in order for the final product to be covered by this standard. This
work is extended in the 2011 version of this standard, since tables that can not be covered by the
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GP are added. Object oriented design and architecture are processes that are looking at the whole
system, with interacting objects, hardware/software etc.

4.1.5.2

2011: 6.1: Software testing.

7.7: Overall Software Testing/Final Validation.

2001: Some requirements from 7.7 (2011) in 13: Software validation. Most of the require-
ments are new.

4.1.6 Maintenance

As the 2011 version of this standard seasonly has been introduced to product 1 and product 2, not
much maintenance work has been done as the new version of this standard has been followed. The
supplier does not see the new requirements to this section of the standard as an extensive work.
They are commenting on the fact that since they have not followed the 2011 version of this standard
for a long time, extra costs could be a result as updates in the system are made.

"It is hard to define whether the maintenance is major or minor.” (Experts)

As requirement 9.2.4.2 (see Appendix B, section 8.2) says, the supplier should decide whether the
maintenance work is major or minor, before any maintenance work starts. As a decision is made,
the Assessor has to approve the decision. If the supplier can not decide whether the maintenance is
major or minor, the Assessor has to make the decision. This part is new to this standard. In the
2001 version, the decision did not have to be assessed by the Assessor.

The process of defining whether a maintenance work is major or minor are experienced to be hard.
The differences between major and minor is the safety impact of on the system of the maintenance
work. If the environment or a part of the software are changed, the maintenance is valued as a
major maintenance. It could be tricky to decide, even with this knowledge of the meaning.

4.1.6.1
Requirement 9.2.4.1 and 9.2.4.2 in the 2011 version and 16.4.6 in the 2001 version. The
decision has to be evaluated by the Assessor in the 2011 version.

4.1.7 Tables

In Appendix A, section 8.1, the tables for product 1 and product 2 are listed with used method-
s/techniques for each product. In this section of the result, some interesting parts connected to the
results in the tables are presented.

This European standard states, in the section of the tables that:

”The combination of techniques or measures are to be stated in the Software Quality Assurance Plan
or in another document referenced by the Software Quality Assurance Plan with one or more tech-
niques or measures being selected unless the notes attached to the table makes other requirements.
These notes can include reference to approved techniques or approved combinations of techniques.
If such techniques or combinations of techniques, including all respective mandatory techniques, are
used, then the Assessor shall accept them as valid and shall only be concerned that they have been
correctly applied. If a different set of techniques is used and can be justified, then the Assessor may
find this acceptable.”

This means that if you are good enough in arguing of why you should not use the recommended set
of documentations/methods/techniques and have the agreement of the assessor, you do not have to
follow the recommendations in the tables of this standard, but anyway be approved by this standard.
A to good argumentation can lead to an unsafe system, and at the same time be approved by this
standard.

"We want and need to use 'Formal methods’ on all of our products. This is a good way of testing
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all the logic in the code.” (Supplier)

As can be seen in Appendix A, section 8.1, product 1 does not use 'Formal methods’ and "Formal
proof’ in their process. It is recommended to use this method in order to test the logic of the code,
but it is not a requirement to use it, only a recommendation. Once again it can be pointed out that
as no other requirement from an orderer or other outsider are added to work with this standard, the
user/supplier can use the standard as they like, as long as it is approved by the assessor.

4.1.7.1

2011: 'Formal methods’ in Table A.2, A.3, A4 and A.17.
"Formal proof’ in Table A.5 and A.11.

2001: ’Formal methods/proof’ in Table A.2 and A.4.
’Semi-Formal methods’ in Table A.2 and A.18.

"Since the products are Generic products, some of the tables in this standard were not used.” (Sup-
plier)

Some of the tables in this standard were not used by the supplier, since the supplier are develop-
ing/produces a generic product (GP). As has been mentioned earlier, as the user/supplier argues well
why certain part of the standard should not be used and the assessor approves the argumentations,
the user/supplier can exclude that specific part of this standard from their process.

4.1.7.2

The tables that are not used in the 2011 version:

Table A.11: Data Preparation Techniques.

Table A.16: Diagrammatic Languages for Application Algorithms.
Table A.22 Object Oriented Software Architecture.

Table A.23 Object Oriented Detailed Design.

The supplier are following a process called ’engineering process’. This process describes the whole
chain from a Generic Product (GP) to a Generic Application (GA), to a Specific Application (SA).
The goal is that GA and SA take care of the parts of this standard where the GP did not cover
it. This way, all required parts of the standard should be covered in the end of the 'Engineering
process’.

"Woolly and unclear with checklists.” (Supplier)

In the 2011 version of this standard, checklists are included more frequently in the tables. The aim
of the checklist is to provide a stimulus to critical appraisal of all aspects of the system rather than
to lay down specific requirements [15]. A checklist does not seems to be a point that is hard to
implement, but it can be hard to understand what to include in the checklists the first time it is
about to be applied to a process. Even though there is a description of what a checklist is and what
the purpose of it is added the Annex D of the 2011 version of this standard, examples of what a
checklist could include and what to think about as it is produced should be added to this standard,
says the supplier. Clarification and examples added to this part of the standard, as well as to other
parts, could be a saving in resources for TRV.

4.1.7.3

2011: Checklists are mandatory (M) in Table A.11 (SIL 3 and 4) and recommended (R) in
Table A.9 and A.19.

2001: Checklists are highly recommended (HR) in Table A.9 and recommended (R) in Table
A.19.
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5 Analysis

In this section an analysis of the methods used, the overall experiences and thought due to the affect
of the update from version 2001 to 2011 of EN 50128 is presented.

5.1 Analysis of the result

From an outside perspective, the change in version from 2001 to 2011 for a company might be seen
as an extensive change. This is due to the fact that the 2011 version contents almost double the
amount of requirements, compare to the 2001 version. The conclusion after studying the version
update of this standard is that, it is not experienced to be as extensive as it might seem.

How can this change in version of this standard be done smoothly by the companies following the
standard? (Question 1) The supplier using this standard were comparing the 2011 version of this
standard with their current process of methods/techniques, documentations etc. This way the sup-
plier could get a good view of what they had to add/modify to their process, in order to follow the
2011 version. As the process was updated for one product, it was a less extensive work to update
other products within the same company. For the supplier, this way of executing the change process
seems to be the most efficient. As will be discussed further on, the work could have gone smoother
with e.g. additional guides of how to use the standard, both added to the standard and from TRV
as an orderer.

TRV is spending a lot of money on this update in standard, without being a part of the update
process. It should be in the interest of the orderer to participate in the process of updating a stan-
dard. How much should TRV be involved in the work of the supplier? This question has been asked
to more than one persons involved in this process and the answers to it varies a lot. Some persons
would like to see a deeper collaboration on a technical level, compared to how it is handled today,
and some persons indicates that it is the best if everybody takes care of their case. All parts of the
process can obviously not be shared with the orderer, but in many parts of the process, it might
be good for both the supplier and the orderer, if the orderer would be a participant. The contents
of the documentations and how the documentations are combined should be in the interest of the
orderer, as well as how the testing procedure is planned to be proceeded.

Maybe the testing that is planned by the supplier, is not the way TRV would like it to be. The
tables in Appendix A, section 8.1 should also be an agreement between TRV and the supplier.
These tables are presenting the methods/techniques used by the supplier, both for the 2001 (where
details were documented) and 2011 version of the standard. The tables are complemented with an
additional section, where the associated requirements for these tables are presented and discussed.
The supplier should use these tables and suggest methods/techniques, in order for TRV to approve
the suggested combination, in the beginning of a project. Overall, a suggestion is for the orderer
and the supplier/developer to work closer together, in order for the final product to be as safe as
possible and understood by more parties.

TRV should make a plan of how the complete system should work in terms of safety, in a deeper,
more technical way than it is done today. They should be clear about who is responsible for what
and make sure that all parts of a complete system is safe, in all aspects. Additionally, they should
control every aspect of the integration, for all parts of the system. Due to this, they should make
sure that the requirements of the safety standards are all followed as the integration is executed.
This could help the supplier follow the requirements that they indicated was hard to execute, e.g.
overall testing (see section 4.1.5). Overall, it can be seen in this study that it should be in their
interest to act as a ”spider in the web” in a deeper level. This deeper control will cost them a lot in
terms of short term costs, but might not be expensive in the long run.

"It is expensive and extensive for us to participate in the process as an Integrator.” (TRV)

An increased participation in the suppliers process by TRV will in the end, probably save them
a lot of money, even though this role would costs them a lot of resources. Especially a role like
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Integrator, where TRV has the opportunity to be the ’Spider in the web’ as they are expected to
be. It is important in this case that the roles are divided between involved parties in beforehand,
since in most of the projects the final costs are decided in beforehand. If the supplier is taking a
role as Integrator, they will include costs for that, in the total cost of the order. Additionally, TRV
will as a result of their participation have an easier access to relevant documentations and will be
able to control whether or not the standards are used as TRV wants them to be. It can be pointed
out that it has been seen in this study, that the supplier is following the standard. However, the
question is whether or not TRV would like them to use it the way they are or are there parts of the
standard that could be used in an other way to their advantage? Once again, How much should TRV
be involved in the work of the supplier? Today, a revision is done from TRV every other year, in
order to see whether or not the supplier is following the standard as they should and the way TRV
want them to do. Is this revision every other year the best way to proceed? How deep relation can
an orderer and a supplier have?

One of the most common comments from the supplier regarding the changing process from 2001 to
2011 version, is:

I think we had to add some information, but not any extensive work.” (Supplier)

Many requirements are added to the existing methods/techniques. Since the existing methods/tech-
niques already were used by the supplier, the added requirements were not experienced to be ex-
tensive. Prototyping, Release note, Configuration management are examples of methods/techniques
that was used by the supplier, and has been extended with requirements. Rollback procedure, Di-
agnostic information, embedded self-identification mechanisms are examples of methods/techniques
that are new to this standard, but not to the supplier. These new methods/techniques in EN
50128:2011 are added in order to make these methods/techniques requirements in the standard.
This is due to the fact that these methods/techniques might not be as obvious to new users, as they
are to experienced software developer. Additionally, this is a sign of how dated the standard is. It
is also a sign of that the methods/techniques in this standard are tested before they are added to
the standard, which is positive. Future improvements within software development will probably be
included in a future version of this standard.

”Qur Validators and Assessor have thought about that even before we started to use the 2011 version
of this standard.” (Supplier)

Overall, many of the new documentations and procedures in the 2011 version of this standard have
more or less been implemented to the process by the supplier. The Assessor is often a part of the
maintenance process of a standard, and is when something well functioning is decided, implementing
it to the process for the supplier. This way the working process are continuously developed, and
will therefore, avoid a heavy process of updating the standard. The supplier are commenting on the
fact that they are having many products in a continuous updating process, in order to always have
the most modern version of tools, processes, documents etc. Due to this continuous development
of their processes, the work of estimate the exact amount of work and resources spent in order to
update their process to the new version, has been hard to do.

The fact that an Assessor are supporting the process of a user of the standard, might be seen as
a good solution, as this makes the user in the forefront of the software development. Is this the
way the relationship between the user and the Assessor is intended to be according to the standard?
Like many other parts of the standard, this is interpretable. The responsibility of the Assessor is to
make sure that the user are following the standard, so they should of course help them if necessary,
but there is also an other side to this. Is a person that is supporting a process as neutral as they
should be? And what is neutral enough? This question is like this standard, translatable. It can be
translated in many ways, which can have positive and negative sequence effects.

All users of a standard, should have the will and the pursuit of participate in the maintenance of

the specific standard. Today, this is not in the interest of many companies. They find it to be waste
of resources to participate, but are in fact missing the opportunity to affect the standard to their
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advantage, and thus save money. Additionally, the standardization work could be done more effi-
ciently than it is today, if perhaps less travel and more meetings over e.g. Skype could be arranged.
The participants of the standardization working groups are mainly delegates from authorities, the
users of the standard are missing [43]. From these persons perspective, the standard should make
the system/product as safe as possible, not a lot of focus might be on whether the changes will make
the process expensive to implement, or whether or not the changes will make the companies profits
larger. It is up to the users of the standard to participate in the standardization work. The users
can affect the content of the standard in their favor, and due to this save a lot of resources, for them
selves as well as for the orderer of their products.

Participation from all sectors of society gives standards users confidence that standards reflect not
only the scientific and technical state of the art, but that they also take into consideration the con-
cerns and priorities of wider society.

A conclusion that can be made from this, is that the highest quality of the standards might be
created as the working groups equal represented by end-users and authorities, and similar.

When a maintenance work are about to start, the experts attending the work should not be the only
one adding comments and suggestions. Questions should be sent to the users of the standard, even
if they are not involved in the standardization processes, in order to get comments from compa-
nies/persons who deals with the requirements every day. Many of the experts in the area are having
roles as an Assessor, a role that is included in the process, but the process is seen from an other
angle. All angles of the process dealing with a standard should be included in the maintenance work
of a standard.

"The role of the Validator in the 2011 version of this standard has been discussed. The role is too
extensive and are to much alike the role of the Assessor.” (Supplier)

The role Validator seems to be a proof of missing end-users in the work of maintaining a standard.
The responsibilities of the role Validator is extended, with the purpose of having a better control of
the whole process. By the supplier, the responsibilities of the Validator was experienced to be to
much like the responsibilities of the Assessor. They were indicating that it might be unnecessary to
have two roles, with almost the same responsibilities.

How much money have they spent to update their process to follow the 2011 version? (Question 2)
This question has been surprisingly hard to find answers too. As questions regarding this were asked
TRV, they were sure about that a lot of money was spent on different parts of the changing process,
but the exact amounts are not specified in details. Perhaps it would be interesting to document
more detailed information like this in the future? The costs of a project is agreed on in beforehand.
Therefore, it would have been interesting if the costs agreed of for the software development, in
particular the costs agreed of for this standard update would have been documented. The changing
process might have cost the supplier more than they expected or vise versa. TRV might have paid
more than they should have had.

The changing process took approximately 500 hours per product to execute, which is calculated in
the result to be a cost of approximately 1 000 000 SEK, to share between the companies that are a or-
derer of these products. As mentioned in the result, this would have been the case if the work would
have been invoiced afterwards, but this is not the case. It is impossible to see the exact sum that
has been spent in beforehand on this change in standard, from TRV. Next time a standard change
will be done within a process, It would be interesting to see how much that is exactly spent on this
in beforehand!? Most of these resources was spent on the tool classification process, approximately
160 hours. As is documented in the results, if these hours would be invoiced afterwards, it would
result in a cost of 320 000 SEK. This cost would be divided between the orderer, approximately
10, which would result in a cost for TRV of approximately 32 000 SEK. If the supplier was not the
large organization as they are, the costs due to this update process would probably increase. This
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is especially the case of the changes in the organizational part of the standard.

What parts of the process has been the most extensive and expensive to change due to this update in
standard? (Question 3) As can clearly be seen in the result of this study, the classification of tools
was the most extensive part of the changing process. Other parts of the process that were experi-
enced to be hard due to the change from 2001 to 2011 version was the update of the organization,
responsibilities and the SIL classification.

"The tools could have been more structured from the beginning.” (Supplier)

The tool classification was, as mentioned above, the most extensive part of this standard changing
process. The supplier experienced this part of the 2011 version to be a good addition to the stan-
dard. They said that they should have had a better structure of their tools before this update in
standard. Resources spent on this well needed update work, could be seen as resources well spent.
Clear examples added to the suggested guide (more about this later on) of this standard could result
in decreased costs and even a better result of the tool classification.

The supplier also mentioned that they were waiting with the update in standard for their process.
The supplier indicates that the decision of waiting was intentionally, since they were unsure about
the outcome. As this subject is discussed with involved persons from TRV, they seem to all agree
of the fact that the supplier waited too long with this change. The agreements between the two
companies indicated that the 2011 version of this standard has to be followed before the old one
expires. This could also be connected to the fact mentioned earlier, the orderer and the supplier are
taking care of their case and not the other ones. As a result of this, TRV could only wait and make
sure that the supplier was following the 2011 version, the date when the 2001 version expires, which
they were.

"We want and need to use 'Formal methods’ on all of our products. This is a good way of testing
all the logic in the code.” (Supplier)

To add methods like Formal methods to the system is good in a safety aspect. The supplier indicates
that they will add Formal methods to their system, since this is a good way of testing all the logic in
their codes. Involved persons in TRV was surprised as this was mentioned. It is not a requirement in
the standard that the user has to use Formal methods, only a recommendation. This is an example
of where it might be good for the orderer to be involved in a more technical way in order to be able
to influence the methods/techniques used in the process.

"This European standard lacks in ezamples.” (Supplier)

”An effective standard is one that should help developers, Assessors and users of such systems. For
developers the standard should help them build the system cost-efficient, and it should be clear what
is required in order to conform to the standard.” [10]

Even though this text was written almost 20 years ago, this do not seem to be the case for all
standards. ’Help’ and ’clear’ is keywords in this text and this seems to be what the users of this
standard are missing and are longing for.

A descriptive, additional standard could be a suitable addition to this standard, in order for it to
be easier to understand and follow. Many standards are divided into more than one part in order
to cover different parts within the same area, e.g. EN 50129-1, EN 50129-2 and EN 50129-3. Since
EN 50128:2011 has the recurrent lack of examples and intuitive explanations, an additional edition
would be a simple and easy implemented solution to this problem. This additional edition could
work as a guide of how to use the main part of this standard. In this descriptive guide to EN
50128:2011, topics that e.g. could be described are:

e The tool classification process - why /how should this process be executed, intuitive examples
of how the description for each tool should be executed (like the example in figure 4.1), a list
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of tools that should be in each class and why etc.;
e SIL - purpose, meaning of the different levels, how to perform a SIL study etc;

e The long requirements in this standard could be shortened and referred to a descriptive part
of the additional edition, where the descriptions could be even longer, in order to avoid mis-
understandings;

e A more deeply explanation of the contents of the different lifecycle documents. The current
explanations could be moved to this additional edition and extended with additional informa-
tion;

e [llustration and information of the V-model, Document control summary and the Waterfall
model;

e Examples of how to execute checklists in different scenarios. Even examples of how the check-
lists could look like and how to make the checklists work in the process;

e Annex B, C and D should also be moved to this explanatory part.

If relevant examples are included in an other standard, there should be no point of adding the same
example, but EN 50128 should include a reference to that standard and the specific chapter where
the example are located in that standard. Without examples, mistakes, confusions, time consuming
and costly procedures could be the outcome.

”A product that is classified as SIL 0, is a product that has a good quality, but does not have any
safety impact.” (Supplier)

Is SIL the best way of handling safety related products? SIL was a large question mark when this
standard was maintained. Basically, because of the changed meaning of SIL 0. The first mistake
made was that the meaning of SIL 0 was changed, but the name was not. In the 2001 version, SIL 0
products did not have any safety impact, but in the 2011 version SIL 0 products has the lowest level
of safety impact (SIL 1 light). This led to a large dissatisfaction, especially for the users that worked
with SIL 0 products. They asked the question many times: Why should we deal with non safety
products in a safety related software standard? Why do we need all of these new requirements for a
non safety related software? The outcome of this confusion was that many of the Assessors, users
and developer where misunderstanding the meaning of SIL 0, and the dissatisfaction was large. This
resulted in a new standard, EN 50657. As mentioned earlier, this standard will adapt EN 50128:2011
for the application of the Rolling stock domain. Whether or not it is the correct way to go as a
dissatisfaction appears is a discussion on its own. A conclusion to this is that, this standard has
to be clearer and has to include more examples, in order for it to work as the effective standard it
should be.

”Maybe the requirements and recommendations for the methods/techniques should not only depend
on the SIL. There is other aspects such as size of the component/system etc. to take into account.”
(Experts)

Since both suppliers and experts are misunderstanding the meaning of SIL 0, and at some points
even the other SIL as well, is this really the safest way to go? The basic for a safe system, should be
that everybody understand how to use it. Maybe the recommendations for techniques and methods
should depend on other aspects than only SIL. A large and complex software component might not
need the same recommendations as a small and simple software component, both of the same SIL.
Should these products have the same recommendations?

"It is hard to define whether the maintenance is major or minor.” (Experts)
This is an other example of where the experts creating the standard does not understand the meaning

of definitions. As new definitions are created, the meaning has to be clear documented, together
with clear examples of how to deal with that specific part of the standard.
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5.2 Analysis of the method

Since this study is based on experiences and thought, the technique of in depth interviewing with
an open end, has been an efficient way of studying this subject. It was efficient to be able to send
additional questions after the official interviews.

Persons of interest was contacted through e-mail. If possible, 'face-to-face’ meetings was scheduled.
These meetings were preferable since they were the most effective way to get the required information,
with additional personal thoughts and experiences. Questions could be answered over e-mail, but in
many times the meaning was mistaken, and most importantly, thoughts and experiences were not
included in these answers.

Many times when the snowball selection was used, at least one person with the relevant knowledge
was reached. In some cases, the chain ended with persons who was expected to have information,
but they did not.

The majority of the persons contacted, did answer in a short period of time, with a friendly and
helpful attitude. In some cases, the person contacted did not have the specific area of knowledge,
but they tried to help anyway. If the person who was contacted, was recommended from an other
person, this person was always added as a reference in the e-mail.

Many, short, unstructured interviews has been done a well, especially in the end of this study. These
were executed in order to confirm that the solutions and conclusions of this study was correct. In
some cases, the persons being interviewed had different answers and thoughts. The questions then
had to be deeper researched in order to find the true answers. Some questions did not seem to have
an answer. In these cases, the questions were formed into a suggestion, future research or remained
to be unsolved.

The participation in an international working group has been an excellent opportunity to reach out
to persons with good knowledge in the area. This has also enriched the network for the future. The
international meetings and also the lectures at Svensk elstandard (SEK), has contributed to a wide
knowledge in the subject and a joy to continue studying and working in this area.
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6 Discussions

From my point of view, it seems to be a lack in the communication in the technical level of the
process. How can this lack in "technical’ communication between the supplier and TRV be improved?
Many involved persons, that I have been in contact with does not see this as a problem, while other
do see this as a problem. There is of course not an easy solution to this, and as been discussed
earlier: How much should the orderer be involved in the work of the supplier? 1 would say, definitely
more than today, for the best of all involved parties. I think that a good solution for TRV would
be to create a guide of how they want the standards to be used, when they are ordering a product.
TRV should in this guide require specific methods/techniques/documentations in areas where it
affects them, e.g. when and how to execute overall tests, integrations, relevant and important
documentations etc. Methods/techniques, languages etc. for the pure coding should be left for the
supplier to handle. The guide of how to use a standard would make it easier to see which areas that
will require a lot of resources and which parts that will not. The guide will require some resources
in order to be created, but as this is done, it will probably save time and money for all involved
parties. Additionally, the revisions can be made in an easier way and costs due to this standard can
be easier to calculate.

Figure 6.1: A guide of how this standard should be used, is a good addition to the standard.

From my experience of this study, it seems like the orderer knows to little of the technical part of the
process. lL.e. the technical knowledge should be expanded within the organization. There should be
a process where the supplier and the orderer works closer together. Of course, as mentioned above,
TRV should not be involved in parts where they do not know more than the supplier and vise versa.
This would be easier to perform if TRV was the only customer of the products, but that is not the
case. Even if this is the case, I believe that a closer relation than it is today would be good.

Furthermore, I believe that it would be good if more companies were included in the standardization
process thus the standard would be seen from other eyes as well. Today, as mentioned earlier, it is
more or less the same persons that are involved in all of the railway standardization work. I know
that it is open(!) to join the work of standardization, but I am experience it to not be many persons
who knows about this. It is, at least in Sweden, a closed group of people working with the railway
standardization. A suggestion would be for TRV to invite the supplier to the standardization process,
in order for the two parties to participate together. This way a band can be connected between the
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two parties and at the same time, the standardization work will be done in the favor of both parties.

The standardization has to be done more efficiently in order to get more stakeholders involved in
the process. I think that the frequent traveling to the meetings might keep interested stakeholders
away from participating. Of course gatherings have to be held, but more meetings could be executed
over Skype or similar. A start to include more stakeholders is to send out the commenting sheets
etc. to possible participants, even outside the national committees. I think that this will increase
the interest to participate. This might result in a better quality of the standards.

It would be an easy solution to make all SIL 1 and SIL 2 into SIL 2, due to the earlier mentioned
confusion of the differences. The only differences for software is that SIL 2 product allows a smaller
mistake range and it can affect the safety of humans. SIL 1 products does only affect the safety on
the hardware. If all SIL 1 products/processes would become a SIL 2 product/process, this would not
make any difference in the working process with the software, but it would result in a safer system.
The same is valid for SIL 3 and SIL 4, L.e all of these products should be SIL 4. My impression is
that it is too confusing with five levels of SIL. Three would probably be better in this case. The
problem in this case is that the software has to execute and communicate through hardware, which
has stricter differences of the different SIL. It is advantageously to have the same SIL on the software
and the hardware. As this is the case, it would be preferable to add the different SIL for hardware
in the describing additional part to this standard, in order for the different levels of SIL for software
to get a better purpose.

Is the SIL classification done correctly? How can we be sure about that? And what if it is done
the wrong way? The way of performing a SIL study is complicated. Therefore, I believe that these
questions are important to think about. SIL is a way of separating products that are affecting the
safety differently. Everything that is very complicated will in some cases not be performed as it
should. This is my experience, so a new way which is easier to perform and to understand might
be a good idea. I do not see the solution to this now, but I can see that it would be preferable to
think about this question. However, my suggestion mentioned above, I.e. to reduce the SIL levels
to three, would most certainly also make the classification easier.
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7 Conclusions

The purpose of this study was to document how this update of the standard EN 50128, affected
TRV and their suppliers. The work of changing the version of the standard for the supplier took
approximately 500 hours. The tool classification took approximately 160 hours of these 500 hours, so
this was clearly the most extensive part of this update in standard. Since the cost for this standard
update has been added to the total costs for software developing and invoiced in before hand, it has
not been possible to see whether or not TRV has payed more or less than these calculated hours.

The difference in content between the 2001 and 2011 version was considered to be quite extensive,
since it has almost the double amount of requirements, compare to the 2001 version of this standard.
However, the update in the process of the supplier was not experienced to be as extensive as expected.
Conclusions to this, is that many of the new requirements, including methods/techniques, had
already been used in the process for a long time, but had not earlier been requirements. The
Assessor was introducing new methods/techniques, documentations etc. to the supplier before the
2011 version was used.

The lack of examples, explanation and the unclear parts of the standard have to be clarified. The
unclear parts of this standard is experienced to be SIL, major and minor maintenance etc. Suggested
solutions to these problems have been introduced in this study:

e Additional describing part of EN 50128 - EN 50128 should be more clear if an additional
describing part was added. This part should be used as a guide of how to use the standard
and should include examples, definitions, descriptions and illustrations etc.

e A guide of how the orderer want the standard to be used - In this guide, the parts that are in the
interest of the orderer, should be described, such as overall tests, integration, documentations
etc.

e More users in the standardization working groups - The work of maintaining and creating a
standard should include more users than today. It is important to include all parts of the
process, a good and complete standard can not be created without involving all the users of
the standard.

The supplier was positive to the extended explanations of the roles and the related responsibilities.
They had all of the required roles within the organization, but in some cases they had to share the
same role for different products within the organization. A conclusion from this is that the version
update was not experienced, by the supplier, to be an extensive work. If the supplier was a small
company, and a newer software developer, the version update would probably be experienced to be
more extensive.

In summary, it can be said that some parts of the 2011 version was experienced as extensive, but
overall not a lot of changes had to be done to the process.

"I think we had to add some information, but not any extensive work” (Supplier)

It is also clear from this study that some parts of the standard has to be clarified, in order to save
resources and make sure that no mistakes are made. Since this standard is handling safety related
software, clearance is extremely important.

7.1 Future research

In order to get an even wider knowledge on the subject, it would be interesting, if the same study
could be done with more suppliers/developers, in order to get a wider picture on how the standard
could be interpreted. A way of taking this study forward, would also be to see where and how
the standard could be closed for dangerous interpretations. The standard is presently open to
many interpretations. Which interpretations are classified as dangerous and which interpretations
are approved from a safety point of view? An incorrect interpretation could lead to catastrophic
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situation. For a standard like EN 50128, that are dealing with safety related software, it is of course
extremely important that interpretation possibilities are reduced to a minimum! Risk analysis is
done on systems, but has it been done to a standard? A standard is created and then right away
used in a process. Are there enough studies made on how the standard are working in the reality?
What would be enough in this case?

A study of the integration between standards, also for the integration of different products, would
be interesting to execute. Is the integration between the different products and organizations safe
enough? The companies might be good in handling the safety for their own product, but who is
responsible for the parts in the lines between different products? 1 have discovered in this study that,
it is possible to find areas where the standard is not fulfilled to the fullest, especially in between
phases and products. It seems that all parties are following the standard as complete as they can.
But who are responsible for the standard in between products? In a development of a new system, it
is important that all parts are covered in terms of safety and functionality in order for the system
to be successful.

The supplier and the experts interviewed in this study, has all experiences in the area of software
development and standardization procedures. It would be interesting to extend this study with
experiences and thoughts from new users of this standard and from other perspectives as well.
New perspectives could come from persons that are in contact with other standards. They might
experience this update in version as a much more extensive process, than the experienced users.
Additionally, they might with "new eyes”, see limitations and mistakes in the process which the
involved experts have missed.

7.2 Evaluation of the study

The goal was to study the affect of the update of EN 50128. The study intended to include costs
and time of the work with this update. TRV requested the result of this, from their point of
view. This has been hard to execute, since consumed time and costs have not been clearly and
separately accounted. Therefore, the focus had to be changed. The outcome of the study is basically
focused on the experiences of this update in version, parts that were experienced as extensive and
the approximately timed consumed on the most extensive parts of the process. New interesting
questions and conclusions have been added along the way of this study, e.g. lack of specific cost
reports, standardization processes and the communication between involved parties.

The study was hard to execute, since the 2011 version of this standard are new to the working process
of the supplier. Furthermore, it has been hard to find persons with knowledge in the subject. There
has not been much written in the subject and it has been time consuming to sort out interesting
areas in the documentations found close to this specific subject.

In the recurring part of the case, I.e. when the same specific question was asked to different persons,
different answers and thought were received. This made the outcome more interesting, but also
harder to evaluate and thus create a result based on the received answers.

The study gave me a good knowledge in the subject, which I will use in future work in this and

similar areas. The time of the study has made me realize that this continuously developing subject
is an interesting and exiting area.
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8 Appendix

Documented data and comments are added to the Appendix. Tables (A), new requirements (B),
questions from the interviews (C), the roles with responsibilities (D) and interesting documentations
(E) are all presented in this section.

8.1 Appendix A - Tables

The tables are presented for product 1 and 2 with additional requirements and comments. The
section is divided in two parts, first the listed tables, where details of whether or not parts of the
tables are used, both for the 2001 and the 2011 version. In the second part, additional requirements
to each table are presented including resulting comments.

The definitions of the different levels of recommendations are presented here, in order for the reader
to easily understand the meaning of the tables. [15]

e M’ - this symbol means that the use of a technique is mandatory,

e 'HR’ - this symbol means that the technique or measure is Highly Recommended for this safety
integrity level. If this technique or measure is not used then the rationale for using alternative
techniques shall be detailed in the Software Quality Assurance Plan or in another document
referenced by the Software Quality Assurance Plan,

e 'R’ - this symbol means that the technique or measure is Recommended for this safety integrity
level. This is a lower level of recommendation than an 'HR’ and such techniques can be
combined to form part of a package,

e ’-’ - this symbol means that the technique or measure has no recommendation for or against
being used,

e 'NR’ - this symbol means that the technique or measure is positively Not Recommended for
this safety integrity level. If this technique or measure is used then the rationale behind using
it shall be detailed in the Software Quality Assurance Plan or in another document referenced
by the Software Quality Assurance Plan.

The tables with associated levels of recommendations and with descriptions of whether or not the
specific method/technique is used by that specific product or not, is presented in Appendix A,
section 8.1. The different level of usage is marked with:

e yes’ - The method/technique is used to the fullest for that product;
e ’'partly’ - The method/technique is partly used for the product;

e -’ - The method/technique is ether removed from this standard, or argued to not be used since
the product does not have to be used;

e 1o’ - The method/technique is not used by this product.

The numbering in the list represent the number in each table and version. Examples: (7,8) states
that the technique/measure is number seven in that table in EN 50128:2001 and number eight in that
table in EN 50128:2011. (-,2) states that the technique/measure does not exist in EN 50128:2001
and is number two in EN 50128:2011.
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Product 1 SIL3/SIL4

Tables 20012011 2001| 2011
A.1 Lifecycle Issues and Documentation

Documentation

Planning HR

Software Quality Assurance Plan (-,1) HR yes
Software Quality Assurance Verification Report (-,2) HR yes
Software Configuration Management Plan (-,3) HR yes
Software Verification Plan (-,4) HR yes
Software Validation Plan (-,5) HR yes
Software requirements HR

Software Requirements Specification (-,6) HR yes
Overall Software Test Specification (-,7) HR yes
Software Requirements Verification Report (-,8) HR yes
Architecture and Design

S/W Design Documents (3,-) HR

Software Architecture Specification (-,9) HR yes
Software Design Specification (-,10) HR yes
Software Interface Specification (-,11) HR yes
Software Integration Test Specification (-,12) HR yes
Software/Hardware Integration Test Specification (-,13) HR yes
Software Architecture and Design Verification Report (-,14) HR yes
Component Design

Software Component Design Specification (-,15) HR yes
Software Component Test Specification (-,16) HR yes
Software Component Design Verification Report (-,17) HR yes
S/W Module Documents (4,-) HR

Component Implementation and Testing

Software Source Code and supporting documentation (5,18) [HR |HR yes
Software Component Test Report (-,19) HR yes
Software Source Verification Report (-,20) HR yes
Integration

Software Integration Test Report (-,21) HR yes
Software/Hardware Integration Test Report (7,22) HR |HR yes
Software Integration Verification Report (-,23) HR yes
S/W Test Reports (6,-) HR

Overall Software Testing/Final Validation

Overall Software Test Report (-,24) HR yes
Software Validation Report (8,25) HR |HR yes
Tools Validation Report (-,26) HR yes
Release Note (-,27) HR yes
System configured by application data/algorithms

Application Requirements Specification (-,28) HR partly
Application Preparation Plan (-,29) HR yes
Application Test Specification (-,30) HR partly
Application Architecture and Design (-,31) HR no
Application Preparation Verification Report (-,32) HR partly
Application Test Report (-,33) HR partly
Source Code of Application Data/Algorithms (-,34) HR partly
Application Data/Algoritms Verification Report (-,35) HR partly




Product 1 SIL3/SIL4

Software deployment

Software Release and Deployment Plan (-,36) HR yes
Software Deployment Manual (-,37) HR partly
Release Notes (-,38) HR yes
Deployment Records (-,39) HR partly
Deployment Verification Report (-,40) HR partly
Software maintenance

Software maintenance Plan (-,41) HR yes
Software Change Records (-,42) HR yes
Software Maintenance Records (10,43) HR [HR yes
Software Maintenance Verification Report (-,44) HR yes
Software assessment

Software Assessment Plan (-,45) HR yes
Software Assessment Report (9,46) HR |HR yes
A.2 Software Requirements Specification

Technique/Measure

Formal Methods (1,1) HR |HR no
Semi-Formal Methods (2,-) HR

Structured Methodology (3,3) HR |HR yes
Modelling (A.17) (-,2) HR yes
Decision Tables (-,4) HR -

A.3 Software Architecture

Technique/Measure

Defensive Programming (1,1) HR [HR yes
Fault Detection & Diagnosis (2,2) HR |HR yes
Error Correcting Codes (3,3) - - partly
Error Detecting Codes (4,4) HR |HR yes
Failure Assertion Programming (5,5) HR [HR partly
Safety Bag Techniques (6,6) R R no
Diverse Programming (7,7) HR [HR no
Recovery Block (8,8) R R no
Backward Recovery (9,9) NR |NR no
Forward Recovery (10,10) NR |NR no
Retry Fault Recovery Mechanism (11,11) R R no
Memorising Executed Cases (12,12) HR |HR no
Artificial Intelligence - Fault Correction (13,13) NR [NR no
Dynamic Reconfiguration of software (14,14) NR |NR no
Software Error Effect Analysis (15,15) HR |HR partly
Graceful Degradation (-,16) HR no
Information Hiding (-,17) - yes
Information Encapsulation (-,18) HR yes
Fully Defined Interface (-,19) M yes
Formal Methods (-,20) HR no
Modelling (-,21) HR yes
Structured Methodology (-,22) HR partly
Modelling supported by computer aided design (-,23) HR partly
and specification tools

Fault Tree Analysis (16,-) HR




Product 1 SIL 3/SIL 4
A.4 Software Design and Implementation
Technique/Measure
Formal Methods (1,1) HR [HR no
Modelling (A.17) (-,2) HR yes
Structured Methodology (3,3) HR |HR partly
Modular Approach (4,4) M M yes
Components (A.20) (-,5) HR yes
Design and Coding Standards (A.12) (5,6) M M yes
Analysable Programs (6,7) HR |HR yes
Strongly Typed Programming Language (7,8) HR [HR yes
Structured Pragramming (8,9) HR |HR yes
Programming Language (A.15) (9,10) HR [HR yes
Language Subset (10,11) HR |HR yes
Object Oriented Programming (A.22) (19,12) R R no
Procedural Programming (-,13) HR yes
Metaprogramming (-,14) R no
Semi-Formal Methods (2,-) HR
Validated Translator (11,-) HR
Translator Proven in Use (12,-) HR
Library of Trusted/Verified Modules and Components (13,-) |R
Functional/Black-box Testing (14,-) M
Performance Testing (15,-) HR
Interface Testing (16,-) HR
Data Recording and Analysis (17,-) M
Fuzzy Logic (18,-) -
A.5 Verification and Testing
Technique/Measure
Formal Proof (1,1) HR |HR no
Static Analysis (A.19) (3,2) HR |HR yes
Dynamic Analysis and Testing (A.13) (4,3) HR |HR yes
Metrics (5,4) R R yes
Traceability (6,5) HR |M yes
Software Error Effect Analysis (7,6) HR [HR partly
Test Coverage for code (A.21) (-,7) HR yes
Functional/Black-box Testing (A.14) (-,8) M yes
Performance Testing (A.18) (-,9) HR partly
Interface Testing (-,10) HR yes
Probabilistic Testing (2,-) HR
A.6 (Software/Hardware) Integration
Technique/Measure
Functional and Black-box Testing (A.14) (1,1) HR |HR yes
Performance Testing (A.18) (2,2) HR [HR partly
A.7 2001: Software Validation, 2011: Overall Software Testing
Technique/Measure
Performance Testing (A.18) (2,1) M M partly
Functional and Black-box Testing (A.14) (3,2) M M yes
Modelling (A.17) (4,3) R R partly




Product 1 SIL3/SIL4

Probabilistic Testing (1,-) HR

A.8 2001: Clauses to be assessed

S/W Safety Integrity Levels HR - -
Personnel & Responsibility HR - -
Lifecycle & Documentation HR - -
S/W Requirements Specification HR - -
S/W Architecture HR - -
Design & Development HR - -
Verification HR - -
S/W/H/W Integration HR - -
S/W Validation HR - -
Quality Assurance HR - -
Maintenance HR - -
A.8 2011: Software Analysis Techniques

Static Software Analysis (A.19) HR yes
Dynamic Software Analysis (A.13 + A.14) HR yes
Cause Consequence Diagrams R no
Event Tree Analysis R no
Software Error Effect Analysis HR yes
A.9 2001: Software Assessment

Assessment Techniques

Checklists HR

Static Software Analysis HR

Dynamic Software Analysis HR

Cause Consequence Diagrams R

Event Tree Analysis R

Fault Tree Analysis HR

Software Error Effect Analysis HR

Common Cause Failure Analysis HR

Markov Models R

Reliability Block Diagram R

Field Trial Before Commissioning HR

A.9 2011 = A.10 2001 Software Quality Assurance

Technique/Measure

Accredited to EN ISO 9001 (1,1) HR |HR yes
Compliant with EN 1SO 9001 (-,2) M yes
Compliant with ISO/IEC 90003 (2,3) M |R yes
Company Quality System (3,4) M M yes
Software Configuration Management (4,5) M M yes
Checklists (-,6) HR yes
Traceability (-,7) M yes
Data Recording and Analysis (-,8) M yes
A.11 2001 = A.10 2011 Software Maintenance

Technique/Measure

Impact Analysis (1,1) M |M |yes |yes




Product 1 SIL3/SIL4

Data Recording and Analysis (2,2) M |M |yes |yes
A.11 2011 Data Preparation Techniques

Technique/Measure

Tabular Specification Methods R -
Application Specific Language R -
Simulation HR -
Functional testing M -
Checklists M -
Fagan inspection R -
Formal design reviews HR -
Formal proof of correctness (of data) HR -
Walkthrough HR -
A.12 (Design and) Coding Standards

Technique/Measure

Coding Standard (1,1) HR |M yes
Coding Style Guide (2,2) HR |HR yes
No Dynamic Objects (3,3) HR |HR yes
No Dynamic Variables (4,4) HR |HR yes
Limited Use of Pointers (5,5) R R yes
Limited Use of Recursion (6,6) HR [HR yes
No Unconditional Jumps (7,7) HR |HR yes
Limited size and complexity of Functions,

Subroutines and Methods (-,8) HR yes
Limited number of subroutine parameters (-,9) R yes
Limited use of Global Variables (-,10) M yes
A.13 Dynamic Analysis and Testing

Technique/Measure

Test Case Execution from Boundary Value Analysis (1,1) HR |HR yes
Test Case Execution from Error Guessing (2,2) R R yes
Test Case Execution from Error Seeding (3,3) R R no
Performance Modelling (4,4) HR [HR partly
Equivalence Classes and Input Partition Testing (5,5) HR [HR yes
Structure-Based Testing (6,6) HR [HR yes
A.14 Functional/Black Box Test

Technique/Measure

Test Case Execution from Cause Consequence Diagrams (1,1) |R R no
Prototyping/Animation (2,2) R R no
Boundary Value Analysis (3,3) HR |HR yes
Equivalence Classes and Input Partition Testing (4,4) HR [HR yes
Process Simulation (5,5) R R yes
A.15 (Textual) Programming Languages

Technique/Measure

ADA (1,1) R HR no
MODULA-2 (2,2) R [HR no
PASCAL (3,3) R HR no




Product 1 SIL3/SIL4

Cor C++(6,4) R R yes |yes
PL/M (7,5) NR [NR no
BASIC (8,6) NR |NR no
Assembler (9,7) - R no

CH (-,8) R no
JAVA (-,9) R no
Statement List 12,10) R R no
Fortran 77 (4,-) R no

C or C++ (unrestricted) (5,-) NR no
Ladder Diagrams (10,-) R no
Functional Blocks (11,-) R no
A.16 2001 = A.17 2011 Modelling

Technique/Measure

Data Modelling (-,1) HR no
Data Flow Diagrams (1,2) R HR no
Control Flow Diagrams (-,3) HR yes
Finite State Machines or State Transition Diagrams (2,4) HR [HR yes
Time Petri Nets (5,5) HR |HR no
Decision/Truth Tables (-,6) HR no
Formal Methods (3,7) HR |HR no
Performance Modelling (4,8) HR |HR partly
Prototyping/Animation (6,9) R R no
Structure Diagrams (7,10) HR |HR yes
Sequence Diagrams (-,11) HR yes
A.16 2011 Diagrammatic Languages for Application Algorithms

Technique/Measure

Functional Block Diagrams R -
Sequential Function Charts HR -
Ladder Diagrams R -
State Charts HR -
A.17 2001 = A.18 2011 Performance Testing

Technique/Measure

Avalanche/Stress Testing (1,1) HR [HR partly
Response Timing and Memory Constraints (2,2) HR |HR partly
Performance Requirements (3,3) HR |HR partly
A.19 Static Analysis

Technique/Measure

Boundary Value Analysis (1,1) HR |HR yes
Checklists (2,2) R R yes
Control Flow Analysis (3,3) HR |HR partly
Data Flow Analysis (4,4) HR |HR partly
Error Guessing (5,5) R R yes
Walkthroughs/Design Reviews (9,6) HR |HR yes
Fagan Inspections (6,-) HR

Sneak Circuit Analysis (7,-) R

Symbolic Execution (8,-) HR




Product 1 SIL3/SIL4

A.18 2001 Semi-Formal Methods

Technique/Measure

Logic/Function Block Diags

HR

Sequence Diagrams

HR

Data Flow Diagrams

Finite State Machines/State Transition Diagrams

HR

Time Petri Nets

HR

Decision/Truth Tables

HR

A.20 2001: Modular Approach 2011: Components

Technique/Measure

Information Hiding (-,1)

yes

Information Encapsulation (-,2)

HR

yes

Information Hiding/Encapsulation (2,-)

HR

Parameter Number Limit (3,3)

no

Fully Defined Interface (5,4)

yes

Module Size Limited (1,-)

HR

One Entry/One Exit Point in Subroutines and Functions (4,-)

HR

A.21 2011 Test Coverage for Code

Test coverage criterion

Statement

HR

yes

Branch

HR

yes

Compound Condition

HR

yes

Data flow

HR

no

Path

HR

no

A.22 2011 Object Oriented Software Architecture

Technique/Measure

Traceability of the concept of the application domain to the

classes of the architecture

HR

Use of suitable frames, commanly used combinations of

classes and design patterns

HR

Object Oriented Detailed Design

HR

A.23 2011 Object Oriented Detailed Design

Technique/Measure

Classes should have only one objective

HR

Inheritance used only if the derived class is a refinement

of its basic class

HR

Depth of inheritance limited by coding standards

HR

Overriding of operations (methods) under strict control

HR

Multiple inheritance used only for interface classes

HR

Inheritance from unknown classes

NR
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Tables 2001/2011| 2001| 2011
A.1 Lifecycle Issues and Documentation

Documentation

Planning HR yes

Software Quality Assurance Plan (-,1) HR yes
Software Quality Assurance Verification Report (-,2) HR yes
Software Configuration Management Plan (-,3) HR yes
Software Verification Plan (-,4) HR yes
Software Validation Plan (-,5) HR yes
Software requirements HR yes

Software Requirements Specification (-,6) HR yes
Overall Software Test Specification (-,7) HR yes
Software Requirements Verification Report (-,8) HR yes
Architecture and Design

S/W Design Documents (3,-) HR yes

Software Architecture Specification (-,9) HR yes
Software Design Specification (-,10) HR yes
Software Interface Specification (-,11) HR yes
Software Integration Test Specification (-,12) HR yes
Software/Hardware Integration Test Specification (-,13) HR yes
Software Architecture and Design Verification Report (-,14) HR yes
Component Design

Software Component Design Specification (-,15) HR yes
Software Component Test Specification (-,16) HR yes
Software Component Design Verification Report (-,17) HR yes
S/W Module Documents (4,-) HR yes
Component Implementation and Testing

Software Source Code and supporting documentation (5,18) [HR |HR |yes yes
Software Component Test Report (-,19) HR yes
Software Source Verification Report (-,20) HR yes
Integration

Software Integration Test Report (-,21) HR yes
Software/Hardware Integration Test Report (7,22) HR |HR |[yes yes
Software Integration Verification Report (-,23) HR yes
S/W Test Reports (6,-) HR yes

Overall Software Testing/Final Validation

Overall Software Test Report (-,24) HR yes
Software Validation Report (8,25) HR |HR |[yes yes
Tools Validation Report (-,26) HR yes
Release Note (-,27) HR yes
System configured by application data/algorithms

Application Requirements Specification (-,28) HR partly
Application Preparation Plan (-,29) HR yes
Application Test Specification (-,30) HR partly
Application Architecture and Design (-,31) HR no
Application Preparation Verification Report (-,32) HR partly
Application Test Report (-,33) HR no
Source Code of Application Data/Algorithms (-,34) HR partly
Application Data/Algoritms Verification Report (-,35) HR partly
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Software deployment

Software Release and Deployment Plan (-,36) HR yes
Software Deployment Manual (-,37) HR partly
Release Notes (-,38) HR yes
Deployment Records (-,39) HR partly
Deployment Verification Report (-,40) HR partly
Software maintenance

Software maintenance Plan (-,41) HR yes
Software Change Records (-,42) HR yes
Software Maintenance Records (10,43) HR |HR |[yes yes
Software Maintenance Verification Report (-,44) HR yes
Software assessment

Software Assessment Plan (-,45) HR yes
Software Assessment Report (9,46) HR |HR |[yes yes
A.2 Software Requirements Specification

Technique/Measure

Formal Methods (1,1) HR [HR |yes yes
Semi-Formal Methods (2,-) HR yes
Structured Methodology (3,3) HR |HR [partly |yes
Modelling (A.17) (-,2) HR yes
Decision Tables (-,4) HR -

A.3 Software Architecture

Technique/Measure

Defensive Programming (1,1) HR |HR |[yes yes
Fault Detection & Diagnosis (2,2) HR |HR |[yes yes
Error Correcting Codes (3,3) - - no no
Error Detecting Codes (4,4) HR |HR |[yes yes
Failure Assertion Programming (5,5) HR |HR |[yes partly
Safety Bag Techniques (6,6) R R no no
Diverse Programming (7,7) HR |HR |[yes yes
Recovery Block (8,8) R R no no
Backward Recovery (9,9) NR [NR [no no
Forward Recovery (10,10) NR |NR [no no
Retry Fault Recovery Mechanism (11,11) R R yes no
Memorising Executed Cases (12,12) HR |HR |[yes no
Artificial Intelligence - Fault Correction (13,13) NR [NR [no no
Dynamic Reconfiguration of software (14,14) NR |NR |- no
Software Error Effect Analysis (15,15) HR |HR |- partly
Graceful Degradation (-,16) HR no
Information Hiding (-,17) - yes
Information Encapsulation (-,18) HR yes
Fully Defined Interface (-,19) M yes
Formal Methods (-,20) HR partly
Modelling (-,21) HR yes
Structured Methodology (-,22) HR partly
Modelling supported by computer aided design (-,23) HR partly
and specification tools

Fault Tree Analysis (16,-) HR -
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A.4 Software Design and Implementation

Technique/Measure

Formal Methods (1,1) HR |HR |[yes partly
Modelling (A.17) (-,2) HR yes
Structured Methodology (3,3) HR |HR |[yes partly
Modular Approach (4,4) M M |yes yes
Components (A.20) (-,5) HR yes
Design and Coding Standards (A.12) (5,6) M M |yes yes
Analysable Programs (6,7) HR |HR [no yes
Strongly Typed Programming Language (7,8) HR |HR |yes yes
Structured Pragramming (8,9) HR |HR |[yes yes
Programming Language (A.15) (9,10) HR [HR |[yes yes
Language Subset (10,11) HR |HR |[yes yes
Object Oriented Programming (A.22) (19,12) R R differ |no
Procedural Programming (-,13) HR yes
Metaprogramming (-,14) R no
Semi-Formal Methods (2,-) HR yes

Validated Translator (11,-) HR no
Translator Proven in Use (12,-) HR yes

Library of Trusted/Verified Modules and Components (13,-) (R yes
Functional/Black-box Testing (14,-) M yes
Performance Testing (15,-) HR yes

Interface Testing (16,-) HR yes

Data Recording and Analysis (17,-) M yes

Fuzzy Logic (18,-) - no

A.5 Verification and Testing

Technique/Measure

Formal Proof (1,1) HR |HR |[yes yes
Static Analysis (A.19) (3,2) HR |HR |[yes yes
Dynamic Analysis and Testing (A.13) (4,3) HR |HR |[yes yes
Metrics (5,4) R R no yes
Traceability (6,5) HR |M |[yes yes
Software Error Effect Analysis (7,6) HR [HR |yes partly
Test Coverage for code (A.21) (-,7) HR yes
Functional/Black-box Testing (A.14) (-,8) M yes
Performance Testing (A.18) (-,9) HR partly
Interface Testing (-,10) HR yes
Probabilistic Testing (2,-) HR no

A.6 (Software/Hardware) Integration

Technique/Measure

Functional and Black-box Testing (A.14) (1,1) HR [HR |yes yes
Performance Testing (A.18) (2,2) HR |HR |[yes partly
A.7 2001: Software Validation, 2011: Overall Software Testing

Technique/Measure

Performance Testing (A.18) (2,1) M M |yes yes
Functional and Black-box Testing (A.14) (3,2) M M |yes yes
Modelling (A.17) (4,3) R R yes partly
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Probabilistic Testing (1,-) HR yes

A.8 2001: Clauses to be assessed

S/W Safety Integrity Levels HR - -
Personnel & Responsibility HR - -
Lifecycle & Documentation HR - -
S/W Requirements Specification HR - -
S/W Architecture HR - -
Design & Development HR - -
Verification HR - -
S/W/H/W Integration HR - -
S/W Validation HR - -
Quality Assurance HR - -
Maintenance HR - -
A.8 2011: Software Analysis Techniques

Static Software Analysis (A.19) HR yes
Dynamic Software Analysis (A.13 + A.14) HR yes
Cause Consequence Diagrams R no
Event Tree Analysis R no
Software Error Effect Analysis HR yes
A.9 2001: Software Assessment

Assessment Techniques

Checklists HR yes
Static Software Analysis HR yes
Dynamic Software Analysis HR yes
Cause Consequence Diagrams R yes
Event Tree Analysis R yes
Fault Tree Analysis HR yes
Software Error Effect Analysis HR yes
Common Cause Failure Analysis HR yes
Markov Models R no
Reliability Block Diagram R no
Field Trial Before Commissioning HR yes
A.9 2011 = A.10 2001 Software Quality Assurance

Technique/Measure

Accredited to EN ISO 9001 (1,1) HR |HR yes
Compliant with EN 1SO 9001 (-,2) M yes
Compliant with ISO/IEC 90003 (2,3) M |R yes
Company Quality System (3,4) M M yes
Software Configuration Management (4,5) M M yes
Checklists (-,6) HR yes
Traceability (-,7) M yes
Data Recording and Analysis (-,8) M yes
A.11 2001 = A.10 2011 Software Maintenance

Technique/Measure

Impact Analysis (1,1) M M |yes yes
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Data Recording and Analysis (2,2) M M |yes yes
A.11 2011 Data Preparation Techniques

Technique/Measure

Tabular Specification Methods R -
Application Specific Language R -
Simulation HR -
Functional testing M -
Checklists M -
Fagan inspection R -
Formal design reviews HR -
Formal proof of correctness (of data) HR -
Walkthrough HR -
A.12 (Design and) Coding Standards

Technique/Measure

Coding Standard (1,1) HR |M yes
Coding Style Guide (2,2) HR [HR yes
No Dynamic Objects (3,3) HR |HR yes
No Dynamic Variables (4,4) HR |HR yes
Limited Use of Pointers (5,5) R R yes
Limited Use of Recursion (6,6) HR [HR yes
No Unconditional Jumps (7,7) HR |HR yes
Limited size and complexity of Functions,

Subroutines and Methods (-,8) HR yes
Limited number of subroutine parameters (-,9) R yes
Limited use of Global Variables (-,10) M yes
A.13 Dynamic Analysis and Testing

Technique/Measure

Test Case Execution from Boundary Value Analysis (1,1) HR |HR yes
Test Case Execution from Error Guessing (2,2) R R yes
Test Case Execution from Error Seeding (3,3) R R yes
Performance Modelling (4,4) HR [HR yes
Equivalence Classes and Input Partition Testing (5,5) HR [HR yes
Structure-Based Testing (6,6) HR |HR yes
A.14 Functional/Black Box Test

Technique/Measure

Test Case Execution from Cause Consequence Diagrams (1,1) |R R no
Prototyping/Animation (2,2) R R no
Boundary Value Analysis (3,3) HR |HR yes
Equivalence Classes and Input Partition Testing (4,4) HR |HR yes
Process Simulation (5,5) R R yes
A.15 (Textual) Programming Languages

Technique/Measure

ADA (1,1) R |HR no
MODULA-2 (2,2) R [HR no
PASCAL (3,3) R |HR no
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Cor C++(6,4) R R yes yes
PL/M (7,5) NR |NR no
BASIC (8,6) NR [NR no
Assembler (9,7) - R no
C# (-,8) R no
JAVA (-,9) R no
Statement List 12,10) R R no
Fortran 77 (4,-) R no
C or C++ (unrestricted) (5,-) NR no
Ladder Diagrams (10,-) R no
Functional Blocks (11,-) R no
A.16 2001 = A.17 2011 Modelling
Technique/Measure
Data Modelling (-,1) HR no
Data Flow Diagrams (1,2) R HR no
Control Flow Diagrams (-,3) HR partly
Finite State Machines or State Transition Diagrams (2,4) HR |HR yes
Time Petri Nets (5,5) HR |HR no
Decision/Truth Tables (-,6) HR partly
Formal Methods (3,7) HR [HR partly
Performance Modelling (4,8) HR |HR partly
Prototyping/Animation (6,9) R R no
Structure Diagrams (7,10) HR |HR yes
Sequence Diagrams (-,11) HR yes
A.16 2011 Diagrammatic Languages for Application Algorithms
Technique/Measure
Functional Block Diagrams R -
Sequential Function Charts HR -
Ladder Diagrams R -
State Charts HR -
A.17 2001 = A.18 2011 Performance Testing
Technique/Measure
Avalanche/Stress Testing (1,1) HR |HR partly
Response Timing and Memory Constraints (2,2) HR |HR partly
Performance Requirements (3,3) HR |HR partly
A.19 Static Analysis
Technique/Measure
Boundary Value Analysis (1,1) HR |HR yes
Checklists (2,2) R R yes
Control Flow Analysis (3,3) HR |HR partly
Data Flow Analysis (4,4) HR |HR partly
Error Guessing (5,5) R R yes
Walkthroughs/Design Reviews (9,6) HR |HR yes
Fagan Inspections (6,-) HR
Sneak Circuit Analysis (7,-) R
Symbolic Execution (8,-) HR
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A.18 2001 Semi-Formal Methods

Technique/Measure

Logic/Function Block Diags

HR

Sequence Diagrams

HR

Data Flow Diagrams

Finite State Machines/State Transition Diagrams

HR

Time Petri Nets

HR

Decision/Truth Tables

HR

A.20 2001: Modular Approach 2011: Components

Technique/Measure

Information Hiding (-,1)

yes

Information Encapsulation (-,2)

HR

yes

Information Hiding/Encapsulation (2,-)

HR

Parameter Number Limit (3,3)

no

Fully Defined Interface (5,4)

yes

Module Size Limited (1,-)

HR

One Entry/One Exit Point in Subroutines and Functions (4,-)

HR

A.21 2011 Test Coverage for Code

Test coverage criterion

Statement

HR

yes

Branch

HR

partly

Compound Condition

HR

partly

Data flow

HR

no

Path

HR

no

A.22 2011 Object Oriented Software Architecture

Technique/Measure

Traceability of the concept of the application domain to the

classes of the architecture

HR

Use of suitable frames, commanly used combinations of

classes and design patterns

HR

Object Oriented Detailed Design

HR

A.23 2011 Object Oriented Detailed Design

Technique/Measure

Classes should have only one objective

HR

Inheritance used only if the derived class is a refinement

of its basic class

HR

Depth of inheritance limited by coding standards

HR

Overriding of operations (methods) under strict control

HR

Multiple inheritance used only for interface classes

HR

Inheritance from unknown classes

NR




8.1.1 Appendix A - Requirements to the tables

Table Requirement ‘ Change Comments ‘ Costs/Comments
Al 2011: (5.3.2.11) The contents of

Lifecycle NOTE 1 According to 5.3.2.11 | all documents shall be

Issues and | and 5.5.2.12, documents can be | recorded in a form appro- e Product I:
Documenta- | combined differently. priate for manipulation, | {7ed most of the re-
tion NOTE 2 Documents 29, 30 and | processing and storage,

31 being HR or R depends on the
importance defined in the process
and where the verification takes
place. E.g. data may only be
needed to be werified but tested
in the system domain while more
functional properties need both
test and verification. In this case
HR has been marked but can be
optional R.

2001:

Compliance with EN ISO 9000-
3 implies the production of ade-
quate documentation for all Soft-
ware Safety Integrity Levels. For
Software Safety Integrity Level 0,
the designer shall choose suitable
types of document.

(5.3.2.12) When docu-
ments which are produced
by independent roles are

combined into a single
document, the relation
to the parts produced

by any independent role
shall be traced within the
document.

quired documenta-
tions before the ver-
sion update. No
specific notations of
differences.

e Product 2:

This product is
older than product
1, which means
that they are test-
ing in a different
way for some parts

of the process.
This gives them
approved  reasons

to merge a lot of
the documentations
together.

Used most of the re-
quired documenta-
tions before the ver-
sion update. No
specific notations of
differences.

7




A2

Software Re-
quirements
Specification

2011:
1.

2001:

The Software Require-
ments Specification shall
include a description of
the problem in natural
language and any neces-
sary formal or semi-formal
notation.

. The table reflects addi-

tional requirements for
defining the specification
clearly and precisely. One
or more of these tech-
niques shall be selected to
satisfy the Software Safety
Integrity Level being used.

. The Software Require-

ments Specification will
always require a descrip-
tion of the problem in
natural language and any
necessary  mathematical
notation that reflects the
application.

The table reflects addi-
tional requirements for
defining the specification
clearly and precisely. One
or more of these tech-
niques shall be selected to
satisfy the Software Safety
Integrity Level being used.

Formal methods is
used for product 2,
but not for product
1. Product 1 should
and want to imple-
ment some formal
method to the pro-
cess, in order to
prove all the logic
in the code. It is
an extensive work
to implement these
kind of methods,
especially in a late
stage of the process.
The supplier has
planned to imple-
ment formal meth-
ods to product 1.

78




A3
Software Ar-
chitecture

2011:

1. Approved combinations
of techniques for Software
Safety Integrity Levels 3
and 4 are as follows:

e 1.7, 19, 22 and one
from 4, 5, 12 or 21,

e 1, 4, 19, 22 and one
from 2, 5, 12, 15 or 21.

2. Approved  combinations
of techniques for Software
Safety Integrity Levels 1
and 2 are as follows: 1, 19,
22 and one from 2, 4, 5, 7,
12, 15 or 21.

3. Some of these issues may
be defined at the system
level.

4. Error detecting codes may
be used in accordance with
the requirements of EN
50159.

NOTE: Technique/measure 19 is
for External Interfaces.
2001:

1. Approved  combinations
of techniques for Software
Safety Integrity Levels 3
and 4 shall be as follows:

e 1, 7 and one from 4, 5
or 12,

e 1,4 and 12,
e 1.2 and 4,

e 1 and 4, and one of 15
and 16.

2. With the exception of en-
tries 3, 9, 10, 13 and 14,
one or more of these tech-
niques shall be selected to
satisfy the requirements for
Software Safety Integrity
Levels 1 and 2.

3. Some of these issues may
be defined at the system
level.

4. Error correcting codes may
be used in accordance with
the requirements of EN
50159-1 and EN 50159-2.

79

All of the tech-
niques/methods from
EN 50128:2001 are in-
cluded in EN50128:2011,
except 'Fault Tree Anal-
ysis’. There is eight
new techniques/methods
added in this table and
the approved combination
is changed in the 2011
version. For SIL 4, there
are the same recommen-
dations for the existing
methods/techniques.

As can be seen from this,
the approved combina-
tions of techniques/meth-
ods are changed in the
2011 version. There are
still no requirements re-
garding SIL 0. SIL 1
and SIL 2 has to use at
least two methods/tech-
niques as the 2011 version
of the standard is used.
In the 2001 version of the
standard there were only
one technique that had to
be chosen.

Formal methods
is also missing for
product 1 in this
part of the process.




A4

Software
Design and
Implementa-
tion

2011:
1.

2001:

An approved combination
of techniques for Software
Safety Integrity Levels 3
and 4 is 4, 5, 6, 8 and one
from 1 or 2.

An approved combination
of techniques for Software
Safety Integrity Levels 1
and 2 is 3, 4, 5, 6 and one
from 8, 9 or 10.

Metaprogramming shall be
restricted to the produc-
tion of the code of the soft-
ware source before compi-
lation.

. A suitable set of techniques

shall be chosen according
to the software safety in-
tegrity level.

At software safety integrity
level 3 or 4, the approved
set of techniques shall in-
clude one of techniques 1,
2 or 3, together with one of
techniques 11 or 12. The
remaining techniques shall
still be treated according to
their recommendations.

The requirements con-
nected to this table is
stricter in the 2011 ver-
sion of the standard. In
the 2001 wversion, there
were no restrictions for
SIL 0, SIL 1 and SIL
2. In the 2011 version,
there is restrictions for
SIL 1 and SIL 2, but
non for SIL 0. A lot of

the  techniques/measure
are deleted from this
standard.

Formal methods
is also missing for
product 1 in this
part of the process.
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A5
Verification
and Testing

2011:
1.

For software Safety In-
tegrity Levels 3 and 4, the
approved combination of
techniques is 3, 5, 7, 8 and
one from 1, 2 or 6.

For Software Safety In-
tegrity Level 1 and 2, the
approved combinations of
techniques is 5 together
with one from 2, 3 or 8.

NOTE 1 Techniques/measures 1,

2, 4,

5, 6 and 7 are for verifica-

tion activities.
NOTE 2 Techniques/measures 3,
8, 9 and 10 are for testing activ-

ities.
2001:

1.

For Software Safety In-
tegrity Level 3 or 4, the
approved combinations of
techniques shall be:

e 1 and 4,

e 3 and 4, or

e 4 6 and 7.
For Software Safety In-
tegrity Level 1 or 2, the ap-

proved technique shall be 1
or 4.

Some methods/techniques
are added to this table.
For SIL 0, there were
no specific recommenda-
tions in the 2001 version,
compare to the 2011 ver-
sion, where recommenda-
tions are added for SIL 0
as well.

As can be seen in these re-
quirements, there is an in-
creased number of meth-
ods/techniques that are
required to be used. For
SIL 3 and SIL 4 the num-
ber of required techniques,
have increased from two
or three, to five. For SIL
1 and SIL 2 the number
of required methods/tech-
niques has increased from
one to two.

It is not specified
in this standard
whether the Black-
box testing has
to be done for all
phases, only that it
has to be done.
Blackbox  testing
is not done in
all phases, only
overall blackbox
tests. For the
different phases,
"greybox  testing”
is used. In greybox
testing, parts of
the code is known,
and some parts
unknown. This
way of interpreta-
tion of blackbox
testing is approved
by the Assessor.
The Assessor did
also recommend
the supplier to use
”whitebox testing”
for some phases.
Blackbox  testing
was a included in
the 2001 version as
well.

The requirements
(text) does mnot
agree  with  the
requirements in
this table. Two
requirements han-

dling the same area
have to agree. Re-
quirement  6.2.4.5
indicates that you
should chose meth-
ods/techniques

that satisfy 4.8, 4.9
and 4.10. Non of
these requirements

says anything
about approved
combinations.
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A.6 2011:
Integration
A.6 2001:
Software
/Hardware
Integration

This table has not
changed content nor rec-
ommendations. The name
of the table is changed
from "Software/Hard-
ware  Integration’  to
"Integration’.

Everything can not
be tested for these
generic products by
the supplier them-
selves, the whole
system might affect
parts of the pro-
cess for the prod-
uct, for example the
amount of trains
on the track at
the same time, the
speed of the trains,
a load missing etc.
It might be more
correct to mark the
"Performance Test-
ing’: ’partly’, than
'yes’ even for EN
50128:2001, in the
table.

A.7 2011:
Overall Soft-
ware Testing
A.7 2001:
Software
Validation

2001:

For Software Safety Integrity
Level 1, 2, 3 or 4, an approved
combination of techniques shall
be 2 and 3.

2011:

For Software Safety Integrity
Level 1 and 2 an approved com-
bination of techniques is 1 and 2.

The name of this table is
changed from ’Software
Validation” to ’Overall
Software Testing’. Since
method/technique  one
and two are mandatory,
the requirements for SIL
3 and SIL 4 are removed.

"Overall ~ Software
testing’ is partly
done, since the
products could
be affected by
other parts, as an
integration with
the system are
performed. For
product 2, ’Per-
formance testing’
should be marked
with ’partly’
stead of ’yes’.

in-

A.8 2011:
Software
Analysis
Techniques

2011:

One or more of these techniques
shall be selected to satisfy the
Software Safety Integrity Level
being used.

This table is new to this
European standard.

"Cause Conse-
quence Diagrams’
might be used for
product 2, the sup-
plier are uncertain
about this part.
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A.8 2001: - This table is deleted from | This table was
Clauses to be this European standard. not used by the
assessed supplier, since this
table is directed
to the work of
the Assessor. The
supplier made sure
that all of the
required parts were
covered. In the
2011 version of this
standard, this table
is deleted and the
description of the
responsibilities  of
the Assessor are
added.
A.9 2001: 2001: This table is removed | See comments on
Software As- | One or more of these techniques | from this standard. It | A.8 2001.
sessment shall be selected to satisfy the | was criticized by more
Software Safety Integrity Level | than one of the national
being used. committees for not be-
ing to precise. Responsi-
ble persons for the meth-
ods/techniques and ap-
proved combinations was
missing according to the
committees.
A9 2011 = | 2011: This table now includes | The new parts of
A.10 2001 | This table shall be applied to dif- | eight methods/tech- | this table were
Software ferent roles and all phases. niques, instead of four. in use before the
Quality update in version.
Assurance The only part
that is new, is
the "checklists’.

The checklists are
not mnew to this
standard, but they
are added to more
parts of it. Check-
lists are not hard
to implement, but
it can be tricky
to know what to
include. This part
can thereby be time
consuming, but not
in the long run.
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A.10 2011 =

There is no changes in

A.11 2001 content or recommenda-
Software tion levels for this table.
Maintenance
A.11 2011: 2011: This table is new to the | Since product 1
Data Prepa- standard. In the 2001 ver- | and 2 are Generic
ration Tech- 1. For ) Software Safety In- sion, ’checklist’ was only a | products this ta-
niques tegrity Level 1 .and' 2 an part of table A.9: ’Soft- | ble is not used.
approyed (.:ombmamon of | ware Assessment’. For | This decision is
techniques is 1 and 4. 'Data Preparation Tech- | approved by the
9. For Software Safety In- niques’, ’checklist’ is a re- | Assessor. The
tegrity Level 3 and 4 the quirement for SIL 3 and argumer}tation (?f
approved combinations of SIL 4. why this table is
techniques are 1, 4, 5 and deleted  from the
7 or 2, 3 and 6. process, should
be documented
NOTE The description of the in some of the
reference D.29 is on programs documentations.
while technique 8 in this context
applies to formal proof of the cor-
rectness of data.
A.12 2011: 2011: The name is changed from | -

Coding stan-
dards

A.12 2001:
Design and
Coding
Standards

It is accepted that techniques 3,
4 and 5 may be present as part
of a validated compiler or trans-
lator.
2001:

1. It is accepted that tech-
niques 3, 4 and 5 may be
present as part of a vali-
dated compiler or transla-
tor.

2. A suitable set of techniques
shall be chosen according
to the software safety in-
tegrity level.

"Design and Coding Stan-
dards’ to ’'Coding Stan-
dards’.

There is three new meth-
ods/techniques added to
this table. In the 2011 ver-
sion there is two manda-
tory methods/techniques.
In the 2001 version, there
were no mandatory meth-
ods/techniques.
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A3 2011: There is no changes in | 'Test case Execu-
Dynamic The analysis for the test cases | content or recommenda- | tion from FError
Analysis and | is at the sub-system level and is | tions of this table. Seeding’ is only
Testing based on the specification and /or done with product
the specification and the code. 2. In order to
2001: do this, the pro-
. grammer has to be
1. The analysis for the test experienced.  The
cases is at the sub-system product also has
level and is based on the to be old enough,
specification and/or the in order to have a
specification and the code. lot of known errors.
2. A suitable set of techniques Product 1 is a lot
shall be chosen according newer than product
to the software safety in- 2, and product 2
tegrity level. have had the same
programmers for a
long time.
A.14 2011: There is no changes in | -
Functional The completeness of the simu- | content or recommenda-
/Black Box | lation will depend upon the ex- | tion levels for this table.
Test tent of the software safety in-

tegrity level, complexity and ap-

plication.
2001:

1. The completeness of the
simulation will depend
upon the extent of the
software safety integrity
level, complexity  and
application.

2. A suitable set of techniques
shall be chosen according
to the software safety in-
tegrity level.

2011:

The completeness of the simu-
lation will depend upon the ex-
tent of the software safety in-
tegrity level, complexity and ap-
plication.
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A.15 2011:
Textual Pro-
gramming
Languages
A.15 2001:
Programming
Languages

2011:

1. The selection of the lan-
guages shall be based on
the requirements given in

6.7 and 7.3.

2. There is no requirement to
justify decisions taken to
exclude specific program-
ming languages.

NOTE 1 For information on as-
sessing the suitability of a pro-
gramming language see entry
in D.54 ‘Suitable Programming
Languages’.

NOTE 2 If a specific language
18 not in the table, it is not au-
tomatically excluded. It should,
however, conform to D.54.
NOTE 3 Run-time systems as-
sociated with selected languages
which are necessary to run ap-
plication programs should still
be justified for usage according
to the Software Safety Integrity
Level.

2001:

1. At Software Safety In-
tegrity Level 3 and 4 when
a subset of languages 1, 2,
3 and 4 are used the recom-
mendation changes to HR.

2. For certain applications
the languages 7 and 9 may
be the only ones avail-
able. At Software Safety
Integrity Level 3 and 4
where a Highly recom-
mended option is not avail-
able it is strongly rec-
ommended that to raise
the recommendation to 'R’
there should be a subset
of these languages and that
there should be a precise
set of coding standards.

3. For information on assess-
ing the suitability of a
programming language see
entry in the bibliography
for ’Suitable Programming
Language’, B.62.

86

The changes in this ta-

ble are: ’Fortran 77,
'Ladder diagrams’ and
"Functional Blocks’ are

removed, 'C or C++4’ are
described as one part and
"JAVA’ and 'C#’ is new.
"ADA’, 'MODULA’ and
"PASCAL’ have changed
recommendations. They
are now highly recom-
mended (HR) for SIL 3
and 4. In the 2001 ver-
sion, these languages were
marked as recommended
(R) for SIL 3 and SIL 4.

The only languages
used for  both
of the products
are C and CH+.
These  languages
are less controlled
and more widely
used than many
of the other lan-
guages. ADA,
MODULA-2  and
PASCAL is highly
recommended since
these languages are
stricter controlled
in how to use them,
this makes them
safer, but harder to
use if the program-
mer is used to a
”free” language.




4. If a specific language is not
in the table, it is not automati-
cally excluded. It should, how-
ever, conform to B.62.

A.16 2011: - This table is new to this | Since product 1

Diagrammatic standard. and 2 are generic

Languages products, this table

for Ap- is excluded. The

plication argument to this

Algorithms exclusion is that
the Application
algorithms are
produced outside
of the  generic
products and then
applied to these
products after the
process is done.
This is approved by
the Assessor.

A.17 2011 = | 2011: There is four new meth- | -

A.16 2001 ) o ods/techniques added to

Modelling 1. A modeling guideline shall | {15 taple:  "Data Mod-

be defined and used.

2. At least one of the highly
recommended (HR) meth-
ods/techniques shall be
chosen.

2001:
A suitable set of methods/tech-
niques shall be chosen according
to the software safety integrity
level.

elling’, ’Control Flow Di-
agrams’, ’Decision/Truth
Tables’ and ’Sequence Di-
agrams’. All of these
new methods/techniques

are highly recommended
(HR) for SIL 3 and SIL 4.
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A.18 2011 =

2001:

There is no changes in

All tests can not be

A.17 2001 A suitable set of methods/tech- | content or recommenda- | done completely for

Performance | niques shall be chosen according | tion levels for this table. the generic prod-

Testing to the software safety integrity ucts. There can be

level. a load missing or

the the amount of
trains at the same
time on the track
can affect the re-
sult, and this can
not be tested by
the supplier alone.
Since there is no re-
quirements related
to this table and
non of the per-
formance tests are
mandatory, non of
these tests has to be
done.

A.18 2001 2001: This table is removed from | -

Semi-Formal | A suitable set of techniques shall | this European Standard.

Methods be chosen according to the soft-

ware safety integrity level.
A19 2001: "Fagan Inspections’, | The removed meth-

Static Anal-
ysis

A suitable set of methods/tech-
niques shall be chosen according
to the software safety integrity
level.

‘Sneak Circuit Analysis’
and ’Symbolic Execution’
is removed from this
table.

ods/techniques  of
this  table were
not used by the
supplier.

A.20 2011:
Components
A.20 2001:
Modular Ap-
proach

2011:

Information Hiding and encap-
sulation are only highly recom-
mended if there is no general
strategy for data access.

NOTE Technique/measure 4 is
for Internal Interfaces.

2001:

A suitable set of methods/tech-
niques shall be chosen according
to the software safety integrity
level.

'Module’ is changed to
"Component’ in this stan-
dard.

Information Hiding’ and

Information Encapsu-
lation” is new to this
standard. 'Information

Hiding/Encapsulation’.
'Module Size Limited’
and ’One Entry/One Exit
Point in Subroutines and
Functions’ are removed.

For the supplier,
‘Information  hid-
ing’ and ’Informa-
tion Encapsulation’
were used before
the update of this
standard.
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A.21 2011
Test Cover-
age for Code

2011:

1. For every SIL, a quantified
measure of coverage shall
be developed for the test
undertaken. This can sup-
port the judgment on the
confidence gained in test-
ing and the necessity for
additional techniques.

2. For SIL 3 or 4 test coverage
at component level should
be measured according to
the following:

e 2 and 3; or
e 2 and 4; or
®5

3. or test coverage at integra-
tion level should be mea-
sured according to one or
more of 2, 3, 4 or 5.

4. Other test coverage crite-
ria can be used, given that
this can be justified. These
criteria depend on the soft-
ware architecture (see Ta-
ble A.3) and the program-
ming language (see Table
A.15 and Table A.16).

5. Any code which it is not
practicable to test shall be
demonstrated to be correct
using a suitable technique,
e.g. static analysis from
Table A.19.

NOTE 1 Statement coverage is
automatically achieved by items
2 to 5.

NOTE 2 The test coverage
criteria in this table are used
for structure-based (code-based,
white box) testing. Tech-
niques/measures for functional
(specification-based, black box)
testing are given in Table A.14.
NOTE 8 A high percentage
of coverage is usually difficult
to achieve. The wuse of test
case execution from boundary
values (D.4) and equivalence
classes and input partition test-
ing (D.18) can enable a sufficient
coverage to be achieved with a
smaller number of tests.
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This table is new to this
European Standard.

Since non of prod-
uct 1 and 2 are us-
ing 'Data flow’ or
"Path’ Test cover-
ages for code, the
only approved com-
bination for this ta-
ble left is 'Branch’
+ ’Compound con-
ditions’ Tests.

e Product 1:

Product 1 is testing
every part of the
code, so these tech-
niques can be fully
used.

e Product 2:

Product 2 is only
testing the code
"road by road”,
which means that
the table is partly
covered, not com-
pletely. Since the
code for product 2
is older than the
code for product
1, and this table
with requirements
is new, product
2 might have to
change the way of
performing  these
tests in the code,
which can be an
extensive work.




NOTE /4 The difference between
2 and 8 depends in practice on
the level of the programming lan-
guage and the use of compound
conditions. When single condi-
tions are used only, for example
as a result of compilation, 2 and
3 are considered identical.

A.22 2011:
Object
Oriented
Software
Architecture

When using existing frames and
design patterns, the require-
ments of pre-existing software
apply to these frames and pat-
terns.

NOTE 1 The object-oriented
approach presents information
differently from procedural ap-
proaches, the following list con-
tains recommendations that need
specific consideration:

- understanding class hierar-
chies, and identification of the
software function(s) that will be
executed upon the invocation of
a given method (including when
using an existing class library);
- structure-based testing (Table
A.13).

Traceability from application do-
main to class architecture is less
important.

NOTE 2 For a part of the in-
tended software a frame might
exist from pre-existing software
that has successfully solved a
similar task and that is well
known to the development per-
sonnel. Then use of that frame
is recommended.

This table is new to this
European standard.

This table is not
used on product
1 and 2, since
these products are
generic  products.
The argumentation
for this is approved
by the Assessor.

A.23 2011:
Object
Oriented
Detailed
Design

2011:

1. One class is characterized
by having one responsi-
bility, i.e. taking care
of closely connected data
and the operations on these
data.

2. Care is required to avoid
circular dependencies be-
tween objects.

This table is new to this
European standard.

This table is not
used on product
1 and 2, since
these products are
generic  products.
The argumentation
for this is approved
by the assessor.
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8.1.2 Appendix A - Lifecycle documents

PHASE DOCUMENTATION Written 1 2™
by check check

Planming 1.  Software Quality Assurance Plan @ YER WAL
2. Software Quality Assurance Verification Report YER WAL
3. Software Configuration Management Plan BS?I?ZI VER WAL
4. Software Venfication Plan VER WAL
5. Software Validation Plan VAL VER

Software requirements | 6. Software Requirements Specification REQ YER WAL
7. Overall Software Test Specification TST VER VAL
8. Software Requirements Verfication Report VER WAL

AJ’C.I'_HI-E(.‘!!.I'J"E and 9.  Software Architecture Specification DES YER WAL

design 10. Software Design Specification DES | VER | VAL
11. Software Interface Specifications DES YER WAL
12. Software Integration Test Specification INT YER WAL
13. Software/Hardware Integration Test Specification INT VER VAL
14. Software Architecture and Design Verification VER VAL

Report

Component design 15. Software Component Design Specification DES VER VAL
16. Software Component Test Specification TST YER WAL
17. Software Component Design Verfication Report YER

Component 18. Software Source Code and Supporting IMP YER VAL

i'mp{ememario.r: and Documentation

testing 19, Software Source Code Verification Report VER VAL
20. Software Component Test Report TST YER WAL

Integration 21. Software Integration Test Report INT VER WAL
22 Software/Hardware Integration Test Report INT YER VAL
23, Software Integration Verification Report VER

Overall software 24, Cverall Software Test Report TST YER WAL

esting / Final 25. Software Validation Report VAL | VER
26. Tools Validation Report @ YER
27. Release Note 3 VER VAL

Figure 8.1: The Document Control Summary for the 2011 version of this standard, part 1.
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PHASE DOCUMENTATION Written 1%t 2m
by check | check
Sysre.rn_s cc_-nﬁgured 28 Application Requirements Specification REQ VER WAL
s 29, Application Preparation Plan Reqor [ VeR | VAL
30. Application Test Specification TST VER WAL
31. Application Architecture and Design DES VER VAL
32. Application Preparation Verification Report VER
33. Application Test Report TST VER VAL
3. Source Code of Application Data/Algorithms DES VER VAL
35. Application Data/Algorithms Verification Report VER WAL
Sofiware deployment 35. Software Release and Deployment Plan i VER WAL
37. Software Deployment Manual 3 VER WAL
38. Release Notes 3 VER WAL
39, Deployment Records 3 VER WAL
40. Deployment Verification Report YVER
Software maintenance | 41. Software Maintenance Plan 3 VER WAL
42. Software Chang Records 2 VER WAL
43. Software Maintenance Records i VER WAL
44 Software Maintenance Verification Report 2 VER WAL
Software assessment | 45, Software Assessment Plan ASR VER
46. Software Assessment Report ASR VER

a Mo specific role defined.

Figure 8.2: The Document Control Summary for the 2011 version of this standard, part 2.
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clausg 8 9 10 1" 12 |13 | 14 | 15 16
titlel SRS | SA | SDD | SVer |SH1|5Val| Ass | @ Ma
PHASES DOCUMENTS where defined
(%) = in parailel with ofher
johazes
5 STEM INPUTS * * * System Requirements Specification [EM 50128 annex B.2.3
* + & * * * System Safety Requirements EM 50128 annex B.2.4
Spacification
* * System Architecture Description EM 50128 ann=x B.2.1
System Safety Plan EM 50129
EM 501268
W PLANMING (%) * * * * #* * Sw Quality Assurance Plan 1543
* * 5w Configuration Management Plan |(15.4.2)
| s | Sw Verifieation Plan 114.1
" * Sw Integration Test Plan 1145
i . + SwiHw Integration Test Flan 1241
n, Sw Validation Plan 1343
+ B |5w Maintenance Plan 1643
Ciata Preparation Plan 17421
Diata Test Plan 17424
[SW REQUIREMENTS [ | + * * * . * Sw Requirements Specification 9.4.1
l&pplication Reguirements 17411
Specification
[ ] * * * * Sw Requirements Test Specification|3.4.13
| Sw Requirements Verification 11411
Report
[SW DESIGM [ | * * * * * Sw Architecture Specification 0.4.1
[ | + * " * Sw Design Specification 1043
i Sw Arch. and Design Venfication 11412
Report
=W MODULE DESIGNM & * * * Sw Module Design Specification 1043
Sw ule Test Specification 4.
[ | * * * * Sw Module Test Specificati 10.4.14
] Sw Module Verification Report 11413
e
lCODE [ | + | o @ Sw Source Code
] " * Sw Source Code Verification Report |[11.4.14
PODULE TESTING [ | * Sw Module Test Report 10.4.14
\ ______________________________ ___________ ___ ____ _________________________ _________|
[SW INTEGRATION Sw Integration Test Report 11415
Ciata Test Report 17424
[5WIHW INTEGRATION [ | SwiHw Integration Test Report 1248
VALIDATION (%) | Sw Validation Repaort 13.4.10
JASSESSMENT (™) [ | Sw Assesment Report 14489
e
PLAINTENAMCE B [5w Change Records 1648
l Sw Maintenance Records 16848

Figure 8.3: The Document Cross-Reference Table for the 2001 version of this standard.

8.2 Appendix B - New requirements in EN 50128

Sub-Clause

New requirements

‘ Comments
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|
3
Objectives, Conformance and Software Safety Integrity Levels
Comments:
Harder restrictions regarding the Safety integrity level (SIL), especially for SIL 0. SIL 1 and SIL 2
has the same requirements and SIL 3 and SIL 4 has stricter requirements in the new version of the
standard [6]. In the 2001 version, SIL 0 did not have any requirements, which means that this part
of the standard will require a lot more work and resources. During the process of maintain this
standard, the discussion about SIL was the main concern by the national committees, especially
regarding SIL 0. The Czech and the French national committees commented that the requirements
regarding SIL has to be maintained and needs more requirements. They were especially pointing
at SIL 0, SIL 2 and SIL 4. The Dutch national committee stuck to their opinion that SIL 0 should
be excluded from this European standard. They argued that SIL 0 will not have any affect on
the safety of the system, and since this standard is about safety related software, SIL 0 should be
excluded. They also argued that EN 50129 should be better related to EN 50128, and since EN
50129 did not has the SIL 0, EN 50128 should not include it ether. The other national committees
argued that it is almost impossible to prove that a software is of ”zero risk”, so non-safety related
software will overlap safety related software, and thereby be safety related.
The meaning of SIL 0 has been changed from 'no safety impact’ to 'the lowest level of safety
impact’.
Requirements regarding the methods/techniques are much harder in the 2011 version.

(4.5) To conform to this European Standard it | Product 1 and 2 are both graded
shall be shown that each of the requirements | to be SIL 4. Therefore has this
has been satisfied to the software safety in- | standard been followed accord-
tegrity level defined and therefore the objec- | ing to the recommendations and
tive of the sub clause in question has been met. | requirements to this SIL level.
The supplier has products that
are SIL 0, these products is fol-
lowing the same working meth-
ods as the SIL 4 products. This
way the supplier is on the safe
side regarding requirements and
safety. The question is if this re-
ally is the most time saving way
to work.

(4.6) Where a requirement is qualified by the | -
words ”to the extent required by the software
safety integrity level”, this indicates that a
range of techniques and measures shall be used
to satisfy that requirement.
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(4.7) Where 4.6 is applied, tables from nor-
mative Annex A shall be used to assist in the
selection of techniques and measures appropri-
ate to the software safety integrity level. The
selection shall be documented in the Software
Quality Assurance Plan or in another docu-
ment referenced by the Software Quality As-
surance Plan. Guidance to these techniques
is given in the informative Annex D. Check
Annex A compliance:

e Al
e A2
e A3
e A4
A5

A6

o A7
A8

A9

e A.10
o A1l

The supplier made lists for both
product 1 and 2 of the tables
in Annex A and checked of each
method/technique used, for that
specific SIL, see section 8.1. This
part of the update process took a
lot of time for both of the prod-
ucts. Product 1 made this check-
lists before product 2, this way
product 2 could follow the tem-
plates that product 1 created.
The supplier saved some time
from that. On the other hand
did the developer of product 2
include longer and more detailed
description to each part of the ta-
bles, which took a lot of time to
produce.

(4.8) If a technique or measure which is ranked
as highly recommended (HR) in the tables is
not used, then the rationale for using alterna-
tive techniques shall be detailed and recorded
either in the Software Quality Assurance Plan
or in another document referenced by the Soft-
ware Quality Assurance Plan. This is not
necessary if an approved combination of tech-
niques given in the corresponding table is
used. The selected techniques shall be demon-
strated to have been applied correctly.

The supplier uses approved com-
binations of methods/techniques
for product 1, but product 2 is
not fulfilling the requirements to
table 21 - Test Coverage for Code
to the fullest. The supplier says
that documentations regarding
why this part is not fulfilled will
be included in the CENELEC
compliance document.

(4.9) If a technique or measure is proposed to
be used that is not contained in the tables then
its effectiveness and suitability in meeting the
particular requirement and overall objective of
the sub clause shall be justified and recorded
in either the Software Quality Assurance Plan
or in another document referenced by the Soft-
ware Quality Assurance Plan.

"The Engineering process’ de-
scribes the whole chain from how
the supplier takes a GP (Generic
Product) and produces a GA
(Generic Application) and then a
SA (Specific Application) before
installation. This way all meth-
ods/techniques (that are possible
to use) of the standard will be
used in the end.

95




(4.10) Compliance with the requirements of
a particular sub clause and their respective
techniques and measures detailed in the ta-
bles shall be verified by the inspection of doc-
uments required by this European Standard.
Where appropriate, other objective evidence,
auditing and the witnessing of tests shall also
be taken into account.

This requirement is fulfilled.
This part is important to fulfill,
since external controls and inter-
views are done in order to make
sure that the inspections and the
rest of the process is done due to
the requirements of the standard
and by the approved role.

5

Software management and organization

Comments:

During the process of maintaining this standard, one of the main parts commented on, was the roles
and the responsibilities. In the 2001 version of the standard, the competence level was presented
as 7 Appropriate training, experience and qualifications”. What level that is ”appropriate” and
who to approve that appropriate level is not described. In this 2011 version, this part is including
a lot more restrictions regarding qualifications and responsibilities. It is also including who to be
responsible of approving the correct level of training, experience and qualifications of the personnel.
The number of roles has increased to 10 roles instead of five. The roles are more detailed described,
with purpose and responsibilities. The purpose of the roles and their area of responsibilities can

be found in Appendix D, section 8.4.

5.1 (5.1.2.3) The personnel assigned to the roles | The personnel of product 1 and
Organization, | involved in the development or maintenance | 2 was having the same roles
Roles  and | of the software shall be named and recorded. | before and after the update.
Responsibili- The supplier does not have the
ties names and competences docu-

mented, but they do have a
Safety log where the competence
and the experiences are docu-
mented. The Assessor is also
performing Safety Audits, where
he/she control the correct ex-
perience and education of the
staff. The supplier says that
they will be doing internal mini-
safety-audits as well.

(5.1.2.13) The roles Requirements Manager,
Designer and Implementer for one component
can perform the roles Tester and Integrator for
a different component.

Product 1 has at certain points
borrowed personnel from prod-
uct 2, in order to fulfill the new
requirements regarding the roles.
This has been a simple solution,
since product 1 and product 2 is
developed within the same com-

pany.
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5.2
Personnel
competence

(5.2.2.1) The key competencies required for
each role in the software development are de-
fined in Annex B. If additional experience, ca-
pabilities or qualifications are required for a
role in the software life cycle, these shall be de-
fined in the Software Quality Assurance Plan.

Some of the qualifications and
areas of responsibility was seen
to be to wide for some roles. The
Validator and Verifier should
be involved and understand the
whole process. In a long and
complex process, this can be to
hard to execute. The experi-
ence has been that, it would be
better to split this role for large
processes. The supplier has a
good knowledge in the different
responsibilities for the roles (de-
scribed in Annex D, section 8.4).

(5.2.2.2) Documented evidence of personnel
competence, including technical knowledge,
qualifications, relevant experience and appro-
priate training, shall be maintained by the
supplier’s organization in order to demon-
strate appropriate safety organization.

The evidence of the compe-
tences, qualifications and rele-
vant education is documented in
the safety log. Safety Audits are
also performed by the Assessor
and the supplier intend to per-
form internal mini-safety-audits.

(5.2.2.3) The organization shall maintain pro-
cedures to manage the competence of person-
nel to suit appropriate roles in accordance to
existing quality standards.

The supplier does not have any
specific information documented
regarding the competences of the
staff. They do have safety logs,
where the experiences and com-
petences are documented. As
mentioned earlier, Safety audits
are also performed by the As-
sessor, where the Assessor con-
trols that the staff has the cor-
rect knowledge and education.

(5.2.2.4) Once it has been proved to the sat-
isfaction of an assessor or by a certification
that competence has been demonstrated for
all personnel appointed in various roles, each
individual will need to show continuous main-
tenance and development of competence. This
could be demonstrated by keeping a logbook
showing the activity is being regularly carried
out correctly, and that additional training is
being undertaken in accordance with EN ISO
9001 and ISO/IEC 90003:2004, 6.2.2 “Compe-
tence, awareness and training”.

The supplier was working ac-
cording to the ISO 9001 and ISO
9003 even before the update of
this standard. This was a restric-
tion from TRV that these stan-
dards were followed by the sup-
plier. As mentioned earlier, a
safety log is used by the supplier
in order to document the compe-
tences and the experience of the
personnel.
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5.3

Lifecycle issues and Documentations

Comments:

This part of the standard has been extended to 49 lifecycle documents instead of 29. This is not
all new documentations. Instead, some of the requirements has been divided into more parts, since
these requirements was long and hard to understand in the 2001 version of this standard. More
requirements are added regarding the plans. Documentations in the development process can be
divided and combined, as long as all of the requirements in this standard still are met [6]. This
part was included in the old version of this standard as well, but it was not clear how this could be
done and who to approve the split or combining of documents. In the 2011 version of this standard,
roles are added to approve this combining or splitting of documentations. Both the Validator and

the Assessor has to approve these changes.

(5.3.2.2) The lifecycle model shall take into
account the possibility of iterations in and be-
tween phases.

The supplier is aware of the Wa-
terfall and the V-model, but they
are at some stages of the process
using a different order of the life-
cycle documents. The V-model
is illustrated in Figure 3.8 for the
2011 version of this standard.

(5.3.2.12) When documents which are pro-
duced by independent roles are combined into
a single document, the relation to the parts
produced by any independent role shall be
traced within the document.

Many documents are combined
into one single document as the
2011 version of the standard is
used. This is especially the case
for product 2, since this product
is older. Traceability is impor-
tant for the supplier in all phases
of the process.

(5.3.2.14) Where any alternative lifecycle or
documentation structure is adopted it shall be
established that it meets all the objectives and
requirements of this European Standard.

For product 1 and 2 the
documentations recommend-
ed/required is used, but the
order of the documentations is
not always due to the recom-
mendations. This change in
order of the documentations is
replicating the way that the
supplier works with the docu-
mentations. This is approved by
the Assessor.
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New parts of the Life cycle documentations:

Software Quality Assurance Verification
Report

Software Release and Deployment Plan
Software Assessment Plan

Software interface specifications
Software Integration Verification Report
Overall Software Test Report

Tools Validation Report

Release Note

Application Architecture and Design

Application Preparation Verification
Report

Source Code of Application Data/Algo-
rithms

Application Data/Algorithms Verifica-
tion Report

Software Deployment Manual
Release Notes

Deployment Records
Deployment Verification Report

Software Maintenance Verification Re-
port

Most of this new documenta-
tions were used as the 2001
version of this standard were
in use. In the 2001 version,
the requirements/recommenda-
tions for documentations were
stated as groups of documenta-
tions. These groups were trans-
lated by the supplier and the As-
sessor to be almost the same as
the 2011 version of this standard
intend it to be. These new parts
of the Lifecycle documentations
are thereby not all new, the inter-
pretation from the 2001 version
are now displayed in this section
of the standard, which makes it
clearer. See figure 4.2 and fig-
ure 4.3 as an example of how the
display of the lifecycle documen-
tations has changed. As the V-
models are compared, it can be
seen that in the 2001 version of
this standard, the expansion of
the lifecycle documents are pre-
sented, see figure 3.7.

6
Software assurance

6.1
Software Testing
Comments:

This part of the 2001 version was commented in the process of maintenance to be to unclear, by all
of the national committees. ”What is enough?” was asked about more than one of the requirements
for this part. As a result, this part has been more clear in the 2011 version. Some requirements,
for the process of writing and what to include in the test specifications and test reports has been
combined into one clear restrictions.
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(6.1.4.1) Tests performed by other parties such
as the Requirements Manager, Designer or Im-
plementer, if fully documented and complying
with the following requirements, may be ac-
cepted by the Verifier.

The designer is performing inte-
gration tests and some SW/HW
integration tests. This is not
documented. These integration
tests are a sub-set of the system
tests. The supplier has always
been doing the integration tests
and the components tests sepa-
rately. The reports from these
tests are not combined.

(6.1.4.2) Measurement equipment used for
testing shall be calibrated appropriately. Any
tools, hardware or software, used for testing
shall be shown to be suitable for the purpose.

All tools are divided into groups
of suitable safety impact for
product 1 and 2. The purpose
and the areas of use for the tools
were described for each tool as
this grouping of tools were done.
The purpose is described for each
tool, see Figure 4.1 for an exam-
ple of this description. The clas-
sification of the tools were the
most extensive work in this pro-
cess of change and took approxi-
mately 160 hours for each prod-
uct to execute.

6.2

Software Verification

Comments:

The verification plan is new to this part of the standard. It is a combination of all Verifications, the
Software Integration test plans and the Software/Hardware integration test plans from the 2001
version of this standard [6]. Overall is this part of the standard clearer and stricter in the 2011
version.

(6.2.4.11) Once the Software Verification Plan
has been established, verification shall address

This requirement is a guidance
and a clarification of the pro-
cess of working with the Software
Verification Plan. There were
not any significant changes to be
done in the update process, so no
extra resources to be considered.
Requirements 5.3.2.7, 5.3.2.10,
6.5.4.14, 6.5.4.17, 6.2.4.3 and
6.2.4.9 are all included in the
2001 version of this standard.

e that the Software Verification Plan
meets the general requirements for read-
ability and traceability in 5.3.2.7 to
5.3.2.10 and in 6.5.4.14 to 6.5.4.17 as
well as the specific requirements in
6.2.4.3 to 6.2.4.9,

e the internal consistency of the Software
Verification Plan.

e The results shall be recorded in a Soft-
ware Quality Assurance Verification Re-
port.
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6.3

Software Validation

Comments:

The roll Validator has been clearer and the software can not be released before it has been approved
by the Validator. The Validator can ask for additional tests, analysis and audits.

The system has to be validated in a real environment, not a simulated one. If simulations should
be approved, they have to be proved to be really precise [6].

(6.3.4.6) The Software Validation Plan shall
identify the steps necessary to demonstrate
the adequacy of the Overall Software Test
Specification as a test against the Software Re-
quirements Specification.

The Validator is defining what
has to be done in the area of test-
ing, including mapping between
tests and requirements.  This
has been done by the Valida-
tor, even as the 2001 version of
this standard were used. The
test-requirements mapping is not
performed 100 %, samples are
taken, so 30-40 % of the test-
requirement mapping is checked.

(6.3.4.7) A Software Validation Report shall
be written, under the responsibility of the Val-
idator, on the basis of the input documents.

The supplier are following the
document control summary, see
section 8.1.2. Since the roles
of the Validator and the Veri-
fier are extensive in the 2011 ver-
sion of this standard, these roles
are sometimes divided into more
than one role. This is approved
by the Assessor.

(6.3.4.10) The Software Validation Report
shall fully state the software baseline that has
been validated.

The Software Validation Report
is not new to this standard, so
the supplier was using this Re-
port even before the update.

(6.3.4.12) A Software Validation Verification
Report shall be written, under the responsi-
bility of the Verifier, on the basis of the input
documents from 6.3.2.

See comments for 6.3.4.7.
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(6.3.4.13) Once the Software Validation Plan
has been established, verification shall address

e that the Software Validation Plan meets
the general requirements for readability
and traceability in 5.3.2.7 t0 5.3.2.10 and
in 6.5.4.14 to 6.5.4.17 as well as the spe-
cific requirements in 6.3.4.4 to 6.3.4.6,

e the internal consistency of the Software
Validation Plan.

The new requirements in this re-
quirement are 6.3.4.6, 6.5.4.15
and 6.5.4.16. The requirements
for the plans are more extensive
in the 2011 version, but as most
of the lifecycle documents were
already in use, the added require-
ments did not cost a lot of re-
sources for the supplier to im-
plement. See each of the new
requirements in this requirement
for additional information about
how each of these parts are han-
dled by the supplier.

(6.3.4.14) Once the Software Validation Re-
port has been established, verification shall
address

e that the Software Validation Report
meets the general requirements for read-
ability and traceability in 5.3.2.7 to
5.3.2.10 and in 6.5.4.14 to 6.5.4.17 as
well as the specific requirements in
6.3.4.8t06.3.4.11 and 7.7.4.7 to 7.7.4.11,

e the internal consistency of the Software
Validation Report.

e The results shall be recorded in a Soft-
ware Validation Verification Report.

The new requirements in this re-
quirement is 6.3.4.10, 6.5.4.15,
6.5.4.16, 7.7.4.7, 7.74.9 and
7.7.4.10. The Software Valida-
tion Verification Report are not
a new lifecycle documentation
in this standard, so the report
were already used by the sup-
plier. The supplier only had to
make sure that all of the added
requirements to this report were
fulfilled. See the new require-
ments to this requirement for ad-
ditional information of how this
requirement is handled by the
supplier.

(6.3.4.15) The Validator shall be empowered
to require or perform additional reviews, anal-
yses and tests.

Because of the widely extended
responsibilities for this role, it
can be hard for the Validator to
be involved enough in each part
of the process in order to produce
the best result of a large process.

(6.3.4.16) The software shall only be released
for operation after authorization by the Val-
idator.

The Validator always has to
approve the process, otherwise
there will not be any release, this
has been the case for the supplier
even before this update in stan-
dard. The release is stopped by
the Validator if there is low qual-
ity, unclear test results, bad test
results etc.

6.4 Software Assessment

Comments:

The assessment plan is a new requirement in this part of the standard. How the assessment process
should proceed is overall a stricter process in the 2011 version of this standard [6].
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(6.4.3) Output documents:
1. Software assessment Plan

2. Software assessment Report (was in-
cluded in the earlier version of the stan-
dard)

3. Software assessment verification Report

This part of the standard were
not included in the developing
process of the generic product. It
was read through in order to be
aware about the requirements re-
garding the assessment and left
for the Assessor to take respon-
sibility for.

(6.4.4.4) A Software Assessment Plan shall be
written, under the responsibility of the Asses-
sor, on the basis of the input documents from
6.4.2. Where appropriate, an existing docu-
mented generic Software Assessment Plan or
procedure may be used. The requirement in
6.4.4.5 refers to the Software Assessment Plan.

The plan is send to the supplier
in advance, in order for the sup-
plier to be able to argue about
the content in the plan. This
way the supplier can be prepared
of what to be assessed on and if
something is added that should
not be in the assessment plan,
an argumentation can be done
in order for the parts to be re-
moved. The plan is then used as
a template for the report. Even
though this part of the standard
is new, the method was used even
before the update.

(6.4.4.5) The Software Assessment Plan shall
include the following scope:

e aspects with which the assessment deals;

e activities throughout the assessment
process and their sequential link to en-
gineering activities;

e documents to be taken into considera-
tion;
e statements on pass/fail criteria and the

way to deal with non-conformance cases;

e requirements with regard to content and
form of the Software Assessment Report.

This requirement is in the hand
of the Assessor. Some parts
of the Software Assessment Plan
were deeper explained than nec-
essary.

(6.4.4.6) A Software Assessment Verification
Report shall be written, under the responsi-
bility of the Verifier, on the basis of the input
documents from 6.4.2.
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The Document Control Sum-
mary is followed by the sup-
plier. These requirements were
followed by the supplier even be-
fore the update in standard, but
in the 2011 wversion, the Docu-
ment Control Summary is clearer
in "who to control what”.




(6.4.4.7) Once the Software Assessment Plan
has been established, verification shall address

e that the Software Assessment Plan
meets the general requirements for read-
ability and traceability in 5.3.2.7 to
5.3.2.10 and in 6.5.4.14 to 6.5.4.17 as
well as the specific requirements in
6.4.4.5,

e the internal consistency of the Software
Assessment Plan.

e The results shall be recorded in a Soft-
ware Assessment Verification Report.

The Software Assessment Plan
is produced by the Assessor, so
the supplier are not producing
this plan, but they are making
sure that it is produced. The
Software Assessment Plan is the
template for the Software Assess-
ment Report.

(6.4.4.10) The Assessor shall assess the config-
uration and change management system and
the evidences on its use and application.

This requirement is in the re-
sponsibility of the Assessor, so
the supplier are only clear about
what the requirement includes,
and then it is up to the Assessor
to follow this part of the stan-
dard.

(6.4.4.11) The Assessor shall review the evi-
dence of the competency of the project staff
according to Annex B and shall assess the or-
ganization for the software development ac-
cording to 5.1.

see comment on 6.4.4.10.

(6.4.4.12) For any software containing safety-
related application conditions, the Asses-
sor shall check for noted deviations, non-
compliances to requirements and recorded
non-conformities if these have an impact on
safety, and make a judgment whether the jus-
tification from the project is acceptable. The
result shall be stated in the assessment report.

see comment on 6.4.4.10.

(6.4.4.13) The Assessor shall assess the veri-
fication and validation activities and the sup-
porting evidence.

see comment on 6.4.4.10.

(6.4.4.17) The Software Assessment Report
shall meet the requirements of the Software
Assessment Plan and provide a conclusion and
recommendations.
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In order to meet this require-
ment, the Software Assessment
Report is almost identical to
the Software Assessment Plan,
only with additional results, like
checkpoints etc.




(6.4.4.18) The Assessor shall record his/her
activities as a consistent base for the Software
Assessment Report. These shall be summa-
rized in the Software Assessment report.

see comment on 6.4.4.10.

6.5 Software Quality Assurance

Comments:

The Verifier should write the Quality Assurance Plan, which now also has to be written for SIL 0.
The Quality Assurance plan has to be Verified [6].

(6.5.4.1) All the plans shall be issued at the
beginning of the project and updated during
the lifecycle.

The supplier has started some
projects from the beginning, fol-
lowing the 2011 version of this
standard. They have had all of
the plans ready in the beginning
of these projects. This has also
been the case before this update
in version.

(6.5.4.3) A Software Quality Assurance Plan
shall be written, under the responsibility of
the Verifier, on the basis of the input docu-
ments from 6.5.2.

The supplier are following the
Document Control Summary.
Since the Software Quality As-
surance Plan not are a new life-
cycle document in this European
standard, this new requirement
did not cost any resources for the
supplier to perform.

(6.5.4.6) Quality assurance activities, actions,
documents, etc. required by all normative
sub-clauses of this European Standard shall be
specified or referenced in the Software Qual-
ity Assurance Plan and tailored to the specific
project.

To include quality assurance in
the processes has been a require-
ment from the client to the sup-
plier as the 2001 version of the
standard was followed as well.
This means that this part of the
standard not were a new part for
the supplier.

(6.5.4.7) A Software Quality Assurance Ver-
ification Report shall be written, under the
respounsibility of the Verifier, on the basis of
the input documents from 6.5.2.

The supplier are following the
Document Control Summary.
Even as this lifecycle document
is new to this standard, the sup-
plier did not experience this new
requirement as resource costly.
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(6.5.4.8) Once the Software Quality Assurance
Plan has been established, verification shall
address

e that the Software Quality Assurance
Plan meets the general requirements for
readability and traceability in 5.3.2.7
to 5.3.2.10 and in 6.5.4.14 to 6.5.4.17
as well as the specific requirements in
6.5.4.4 to 6.5.4.6,

e the internal consistency of the Software
Quality Assurance Plan.

e The results shall be recorded in a Soft-
ware Quality Assurance Verification Re-
port.

New requirements in this re-
quirement is 6.5.4.6, 6.5.4.15,
6.5.4.16 and the Software Qual-
ity Assurance Verification Re-
port. Since the Software Quality
Assurance Plan not is a new re-
quirement to this standard, this
requirement was not resource
costly. See 6.5.4.6, 6.5.4.15 and
6.5.4.16 for more comments on
these new requirements.

(6.5.4.15) Within the context of this European
Standard, and to a degree appropriate to the
specified software safety integrity level, trace-
ability shall particularly address

e traceability of requirements to the de-
sign or other objects which fulfill them,

e traceability of design objects to the im-
plementation objects which instantiate
them,

e traceability of requirements and design
objects to the tests (component, inte-
gration, overall test) and analyses that
verify them.

e Traceability shall be the subject of con-
figuration management.

The traceability has always been
important to the supplier, so this
new requirement in the standard
does not cost the supplier re-
sources in the change of version
of the standard.

(6.5.4.16) In special cases, e.g. pre-existing
software or prototyped software, traceability
may be established after the implementation
and/or documentation of the code, but prior
to verification/validation. In these cases, it
shall be shown that verification/validation is
as effective as it would have been with trace-
ability over all phases.

Requirement tracing and testing
has been done more or less all
the time by the supplier. Re-
quirement tracing and mapping
against tests and test cases (veri-
fication) is a general requirement
that has been used for a long
time. The supplier has been, and
still are doing improvements in
this area during the development
process.
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6.6 (6.6.2) Input documents: These new lifecycle documents

Modification ) were not experienced by the sup-

and change * Software Quality Assurance Plan plier to be resource costly. Most

control e Software Configuration Management of these lifecycle documents were

Plan already used as the 2001 version

of this standard were used.

e All relevant design, development and
analysis documentation

e Change Requests

e Change impact analysis and authoriza-
tion

(6.6.3) Output documents: The supplier made a list of all
documents that could have a
connection to the two versions of
this standard. The software was
not affected by the update in ver-
e New Configuration records sion. An assignment specifica-
tion is describing the parts of the
process that has to be performed.
This process was done even be-
fore the update of this standard.

e All changed input documents

e Software Change records

(6.6.4.2) All changes shall initiate a return to | This requirement does not affect
an appropriate phase of the lifecycle. All sub- | the process of the supplier.
sequent phases shall then be carried out in ac-
cordance with the procedures specified for the
specific phases in accordance with the require-
ments in this European Standard.

6.7 Support tools and languages
Comments:
This part of the standard has made an extensive extension of requirements and structure. The
tools are now divided into three groups (T1, T2 and T3) depending on how much they can affect
the safety of the system in operation [6]. All tools used has to be approved by this standard.
Related to this part is table 15 - Programming Languages.
It came in some comments regarding the purpose and the content of this table from the French
and the Dutch national committees, during the maintenance work. The Dutch national committee
argued that this table was useless since the obvious choice of language is C or C4++. The French
national committee suggested extension of this table. They suggested additional object oriented
languages such as JAVA and Visual Basics.
JAVA was added to this table and Fortan 77 deleted. Table 15 is included in Appendix A, section
8.1.

|
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(6.7.1.1) The objective is to provide evidence
that potential failures of tools do not adversely
affect the integrated toolset output in a safety
related manner that is undetected by tech-
nical and/or organizational measures outside
the tool. To this end, software tools are cat-
egorized into three classes namely, T1, T2 &
T3 respectively (see definitions in 3.1).

When tools are being used as a replacement
for manual operations, the evidence of the in-
tegrity of tools output can be adduced by the
same process steps as if the output was done in
manual operation. These process steps might
be replaced by alternative methods if an argu-
mentation on the integrity of tools output is
given and the integrity level of the software is
not decreased by the replacement.

e (3.1.42) tool class T1

generates no outputs which can di-
rectly or indirectly contribute to the exe-
cutable code (including data) of the soft-
ware

NOTE T1 examples include: a text ed-
itor or a requirement or design support
tool with no automatic code generation
capabilities;

configuration control tools.

e (3.1.43) tool class T2

supports the test or verification of the
design or executable code, where errors
in the tool can fail to reveal defects but
cannot directly create errors in the exe-
cutable software

NOTE T2 examples include: a test har-
ness generator; a test coverage measure-
ment tool; a static analysis tool.

e (3.1.44) tool class T3

generates outputs which can directly or
indirectly contribute to the executable
code (including data) of the safety re-
lated system

NOTE T8 examples include: a source
code compiler, a data/algorithms com-
piler, a tool to change set-points during
system operation; an optimizing com-
piler where the relationship between the
source code program and the generated
object code is not obvious; a compiler
that incorporates an executable run-time
package into the executable code.
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This part of the 2011 version
of the standard was by far the
most extensive part of the pro-
cess. The supplier would pre-
fer there to be some examples on
this part of the process, in order
to more effectively proceed the
classification of tools. The ex-
planation should include exam-
ples of how to present the tools
and with tools to present in each
group.

The sorting process took approx-
imately 160 hours per product to
proceed. The supplier did not
found any tools that were not
used at all, or tools that where
dangerous to the system/prod-
uct for product 1 and 2.

The standard indicates that this
requirement regards all tools,
but does not specific say that is
it including all tools.




Tool class Applicable sub-clauses
T1 6741
T2 6741, 6742 6743 67410, 67411
3 674.1,6742 6743, 6744 67450r
67466747 67486749 674.10,6.74.11

This table describes the standards connected to each group of tools.

(6.7.2) Input documents

e Tools specification or manual.

Each of the tools for both prod-
uct 1 and 2 was complemented
with a description of the purpose
and the usage area. These de-
scriptions and sorted list are used
as a tool specification. See an ex-
ample of a tool description in fig-
ure 4.1.

(6.7.3) Output documents

e Tools validation report (when needed see
6.7.4.4 or 6.7.4.6).

The product that uses one or
more tools, for example:

e Product 2:

Refers all evaluations that are
made for each tool. Each tool
providing an analysis due to this
standard, in the Tools Validation
report. This work has been an
extensive part of the change pro-
cess.

(6.7.4.2) The selection of the tools in classes
T2 and T3 shall be justified (see 7.3.4.12).
The justification shall include the identifica-
tion of potential failures which can be injected
into the tools output and the measures to
avoid or handle such failures.

See comments for 6.7.3 and

6.7.4.3.
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(6.7.4.3) All tools in classes T2 and T3 shall
have a specification or manual which clearly
defines the behavior of the tool and any in-
structions or constraints on its use.

The work of execute this require-
ment has been an extensive work
in the update of this standard.
An example of how the specifica-
tion of a tool in class T2 could
look like is illustrated in figure
4.1. For a tool in class T3, there
is more information and refer-
ences to the documentation and
also more about the mitigates for
that tool.

(6.7.4.4) For each tool in class T3, evidence
shall be available that the output of the tool
conforms to the specification of the output or
failures in the output are detected. Evidence
may be based on the same steps necessary for
a manual process as a replacement for the tool
and an argument presented if these steps are
replaced by alternatives (e. g. validation of
the tool). Evidence may also be based on

e a suitable combination of history of suc-
cessful use in similar environments and
for similar applications (within the or-
ganization or other organizations),

e tool validation as specified in 6.7.4.5,

e diverse redundant code which allows the
detection and control of failures result-
ing in faults introduced by a tool,

e compliance with the safety integrity lev-
els derived from the risk analysis of the
process and procedures including the
tools,

e other appropriate methods for avoiding
or handling failures introduced by tools.

NOTE 1 A wversion history may provide as-
surance of maturity of the tool, and a record
of the errors / ambiguities associated with its
use in the environment.

NOTE 2 The evidence listed for T3 may also
be used for T2 tools in judging the correctness
of their results.

This has been an extensive work
in the process of updating ver-
sion of the standard. See com-
ments of 6.7.4.3 for more infor-
mation on the description of the
classification of the tools.

110




(6.7.4.5) The results of tool validation shall be
documented covering the following results:

a record of the validation activities;

the version of the tool manual being
used;

the tool functions being validated;
tools and equipment used;

the results of the validation activity; the
documented results of validation shall
state either that the software has passed
the validation or the reasons for its fail-
ure;

test cases and their results for subse-
quent analysis;

discrepancies between expected and ac-
tual results.

The Tool validation report has
been produced according to this
standard. See earlier comments
in this section for more informa-
tion regarding the extensive work
of the tool classification.
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(6.7.4.6) Where the conformance evidence of
6.7.4.4 is unavailable, there shall be effective
measures to control failures of the executable
safety related software that result from faults
that are attributable to the tool.

NOTE 1 An example is the generation of di-
verse redundant code which allows the detec-
tion and control of failures resulting in faults
introduced by a translator.

NOTE 2 As an example, the fitness for pur-
pose of a non-trusted compiler can be justified
as follows.

The object code produced by the compiler has
been subjected to a combination of tests, checks
and analyses which are capable of ensuring the
correctness of the code to the extent that it
is consistent with the target Safety Integrity
Level. In particular, the following applies to
all tests, checks and analyses.

o Testing has been shown to have a suffi-
ciently high coverage of the implemented
code. If there is any code unreachable
by testing, it has been shown by checks
or analyses that the function concerned
is executed correctly when the code 1is
reached on the target.

o Checks and analyses have been applied
to the object code and shown to be capa-
ble of detecting the types of errors which
might result from a defect in the com-
piler.

e No more translation with the compiler
has taken place after testing, checking
and analysis.

o [f further compilation or translation is
carried out, all tests, checks and analy-
ses will be repeated.

The Validator and the Assessor
are supporting the supplier with
feedback, whether or not the de-
scription supports the connected
process of the tool. The tool
might not have the correct evi-
dence of performance alone, but
together with reviews of results
and/or tests, any shortcomings
can be found. Sometimes the
suppliers only uses one complier,
but since the process says that
tests have to be performed after
the complier, the motivation for
only using one complier can be
that any mistakes by the com-
plier will be captured by these
tests or later tests.

(6.7.4.9) Where automatic code generation
or similar automatic translation takes place,
the suitability of the automatic Translator for
safety-related software development shall be
evaluated at the point in the development life-
cycle where development support tools are se-
lected.

All tools that are used by the
supplier has been evaluated in
the process of tool classification.
This has been an extensive work,
but the supplier experience that
it is good to have the tools orga-
nized. The supplier did not ex-
clude any tool in the classifica-
tion process, and the tools used
already had a good evaluating
strategy for their tools used.
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(6.7.4.10) Configuration management shall en- | All tools that were used for prod-
sure that for tools in classes T2 and T3, only | uct 1 and 2 before the classifica-
justified versions are used. tion of the tool was founded to
be justified. No tools had to take
the 'Backdoor’.

(6.7.4.11) Each new version of a tool that is | Most of the lifecycle documen-
used shall be justified (see Table 1). This jus- | tations in Table A.1 is used for
tification may rely on evidence provided for an | product 1 and 2, see the tables
earlier version if sufficient evidence is provided | in Appendix A, section 8.1.

that

e the functional differences (if any) will
not affect tool compatibility with the
rest of the toolset,

e the new version is unlikely to contain sig-
nificant new, unknown faults.

NOTE Evidence that the new version is
unlikely to contain significant new un-
known faults may be based on a credible
identification of the changes made, and
on an analysis of the werification and
validation actions performed.

(6.7.4.12) The relation between the tool | See comments on 6.7.4.11.
classes and the applicable sub-clauses is de-
fined within Table 1.

7
Generic Software Development

7.1
Lifecycle and documentations for generic software
Comments:
These requirements are a clarifications about that the 49 lifecycle documents listed in table A.1
should be produced [6]. The waterfall model is not a requirement, the important purpose of
these requirements is that the documents are produced and they all have fully traceability and
consistency.

|
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(7.1.2.2) The sequence of deliverable docu-
ments as they are described in Table A.1 re-
flects an ideal linear waterfall model. This
model is however not intended to be a refer-
ence in the sense of schedule and linkage of
activities, as it would usually be difficult to
achieve a strict compliance in practice. Phases
can overlap but verification and validation ac-
tivities shall demonstrate the consistency of
inputs and outputs (documents and software)
within and between the phases.

However, the main purpose of the documen-
tation foreseen is to provide a description of
the software itself, from the higher levels of
abstraction down to the detailed refinements,
in order to create a frame for the demonstra-
tion of the achieved safety as well as for future
maintenance actions.

Product 1 and 2 are including all
of the lifecycle documentations
required according to this stan-
dard, but non of the products are
structuring these documents ac-
cording to the waterfall model,
the documents are structured in
an appropriate order for the use
of the documents.

7.2

Software Requirements

Comments:

Many of the requirements are the same in the updated and the 2001 version of this standard. The
roles are clearer, who is doing what [6]. In the maintenance work with this standard, many parts
where criticized to be unclear regarding levels of adequacy and limitations. Names are changed,
like “Overall Software Test Specification” instead of “Software Requirements Test Specification”

[6].

(7.2.2) Input documents:
e System Requirements specification

e System Safety Requirements Specifica-
tion

e System Architecture Description

e External Interface Specifications (e.g.
Software/Software Interface Specifica-
tion, Software/Hardware Interface Spec-
ification)

e Software Quality Assurance Plan

e Software Validation Plan

All of these documents are ful-
filled, see table A.1 in section 8.1.
The new part of this standard
was not experienced to be an ex-
tensive part of the changing pro-
cess.

(7.2.3) Output documents:
e Software Requirements Specification
e Overall Software Test specification

e Software Requirements Verification Re-
port

114

All of these documents are ful-
filled, see table A.1 in section 8.1.
This new part of this standard
was not experienced to be an ex-
tensive part of the changing pro-
cess.




(7.2.4.1) A Software Requirements Specifica-
tion shall be written, under the responsibility
of the Requirements Manager, on the basis of
the input documents from 7.2.2.

The supplier are following the
Document Control Summary.
They were following this docu-
ment even before the update in
version.

(7.2.4.15) The Software Requirements Speci-
fication shall be supported by techniques and
measures from Table A.2. The selected com-
bination shall be justified as a set satisfying
4.8 and 4.9.

An approved combination of
methods/techniques are used
from table A.2, see Appendix A,
section 8.1. The changes in this
table were not experienced to be
extensive by the supplier.

(7.2.4.16) An Overall Software Test Specifica-
tion shall be written, under the responsibility
of the Tester, on the basis of the Software Re-
quirements Specification.

All requirements in the Docu-
ment Control Summary are fol-
lowed. This requirement was not
experienced by the supplier to be
an extensive work.

(7.2.4.18) The Overall Software Test Specifi-
cation shall choose techniques and measures
from Table A.7. The selected combination
shall be justified as a set satisfying 4.8 and
4.9.

The supplier uses something
called ”Engineering process”,
which explains the whole chain,
where you take a GP (Generic
product) and make a GA
(Generic Application), and then
a SA (Specific Application)
before installation. The tests
that will be performed that will
be done in the different parts
of the process is documented in
the Overall Test Specification.
This means that the supplier is
indirectly performing ’Perfor-
mance Testing’ and really are
performing 'Functional Testing’
and Black-box Testing’.
?Maximum-testing” is  per-
formed for product 2, but also
for product 1 in some cases.

(7.2.4.20) A Software Requirements Verifica-
tion Report shall be written, under the re-
sponsibility of the Verifier, on the basis of
the System Safety Requirements Specification,
Software Requirements Specification, Over-
all Software Test Specification and Software
Quality Assurance Plan.

The supplier is following the
Document Control Summary
and uses all lifecycle documents
in table A.1, see Appendix A,
section 8.1.
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(7.2.4.22) Once the Software Requirements | Software Requirement Specifica-
Specification has been established, verification | tion is not a new lifecycle doc-
shall address ument in this standard, so this

requirement was not experienced
e the adequacy of the Software Require- | to be an extensive work.

ments Specification in fulfilling the re-
quirements set out in the System Re-
quirements Specification, the System
Safety Requirements Specification and
the Software Quality Assurance Plan,

e that the Software Requirements Speci-
fication meets the general requirements
for readability and traceability in 5.3.2.7
to 5.3.2.10 and in 6.5.4.14 to 6.5.4.17
as well as the specific requirements in
7.2.4.2 to 7.2.4.15,

e the adequacy of the Overall Software
Test Specification as a test against the
Software Requirements Specification,

e the definition of any additional activity
in order to demonstrate the correct cov-
erage of not testable requirements;

e the internal consistency of the Software
Requirements Specification,

e the adequacy of the Software Require-
ments Specification in fulfilling or tak-
ing into account the constraints between
hardware and software.

e The results shall be recorded in a Soft-
ware Requirements Verification Report.

7.3

Software Architecture Specification

Comments:

New requirements regarding the Validation process, pre-existing software, Software Integration
Specification etc. are added to this section of the 2011 version.

The architectural table A.3 with technicians is updated and includes more technologies and places
greater demands on SIL 0 systems [6].
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(7.3.3) Output documents:
e Software Architecture Specification
e Software Design Specification
e Software Interface Specification
e Software Integration Test Specification

o Software/Hardware
Specification

Integration Test

e Software Architecture and Design Veri-
fication Report

Software Interface Specification,
Software Integration Test Speci-
fication and Software/Hardware
Integration Test Specification
are new lifecycle documents to
this standard. The supplier
are using these lifecycle docu-
ments, see table A.1, Appendix
A, section 8.1. The extension of
the lifecycle documents were not
experienced to be an extensive
work, many of these new docu-
mentations were used as the 2001
version of this standard where
used as well.

(7.3.4.1) A Software Architecture Specifica-
tion shall be written, under the responsibility
of the Designer, on the basis of the Software
Requirements Specification.

The supplier are following the
Document Control Summary
(see section 8.1.2). This new
requirement was not experienced
to be an extensive work.

(7.3.4.6) Software components shall

e cover a defined subset of software re-
quirements,

e be clearly identified and independently
versioned inside the configuration man-
agement system.
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(7.3.4.7) The use of pre-existing software shall
be subject to the following restrictions.

e For all software safety integrity levels
the following information shall clearly be
identified and documented:

— the requirements that the pre-
existing software is intended to ful-
fill;

— the assumptions about the environ-
ment of the pre-existing software;

— interfaces with other parts of the
software.

e For all software safety integrity levels the
pre-existing software shall be included in
the validation process of the whole soft-
ware. (Included in EN50128:2001)

e For software safety integrity levels SIL 3
or SIL 4, the following precautions shall
be taken (Included in EN50128:2001):

— an analysis of possible failures of
the pre-existing software and their
consequences on the whole software
shall be carried out;

— a strategy shall be defined to detect
failures of the pre-existing software
and to protect the system from
these failures;

— the verification and validation pro-
cess shall ensure

x that the pre-existing software
fulfills the allocated require-
ments,

* that failures of the pre-existing
software are detected and the
system where the pre-existing
software is integrated into is
protected from these failures,

* that the assumptions about
the environment of the pre-
existing software are fulfilled.

e The pre-existing software shall be ac-
companied by a sufficiently precise (e.g.
limited to the used functions) and com-
plete description (i.e. functions, con-
straints and evidence). The descrip-
tion shall include hardware and/or soft-
ware constraints of which the integrator
shall be aware and take into considera-
tion during application. In particular it
forms the vehicle for informing the inte-
grator of what the software was designed
for, its properties, behavior and charac-

teristics.
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Product 2 is based on an old sys-
tem, so there will be old software
to take into account as updates
are made.

Parts of this requirement are not
new to this standard. The sup-
plier have been dealing with this
part even before this update.
They are and will continuously
be doing improvements in this
area, in order to have fully con-
trol of the pre-existing software
in the system.




NOTE Statistical evidence may be used in the
validation strategy of the pre-existing software.

(7.3.4.13) The Software Architecture Specifi-
cation shall take into account the requirements
from 8.4.8 when the software is configured by
applications data or algorithms.

This requirement is more a clar-
ification of what to include in
the Software Architecture Speci-
fication, than a new requirement.
Therefore, no extra work was
necessary for the supplier, due to
this requirement. The Software
Architecture is not new to this
standard, and all of the require-
ments in 8.4.8, besides 8.4.8.8
were included in the 2001 version
of this standard. 17.4.3 in the
2001 version.

(7.3.4.14) The Software Architecture Specifi-
cation shall choose techniques and measures
from Table A.3. The selected combination
shall be justified as a set satisfying 4.8 and
4.9.

See table A.3 in Appendix B, sec-
tion 8.1.

(7.3.4.15) The size and complexity of the de-
veloped software architecture shall be bal-
anced.

‘Balanced’ is a interpreted defi-
nition. This seem to be an un-
necessary requirement.

(7.3.4.16) Prototyping may be used in any
phase to elicit requirements or to obtain a
more detailed view on requirements and their
consequences.

Prototyping has been used by
the supplier for at least 25 years.
More or less used depending on
complexity. For a small product,
prototyping might be excluded.
For product 1, different types has
been used on prototypes. An ex-
ample of this is to provide core
functions and sort of "dry run”
with simplified GA (Generic Ap-
plication) and SA (Specific Ap-
plication). An other example
that is applied on product 2, is
to only develop the A-side and
then develop the B-side.

(7.3.4.17) Code from a prototype may be used
in the target system only if it is demonstrated
that the code and its development and docu-
mentation fulfills this European Standard.

See comments on 7.3.4.16.
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(7.3.4.18) A Software Interface Specification
for all Interfaces between the components of
the software and the boundary of the overall
software shall be written, under the respon-
sibility of the Designer, on the basis of the
Software Requirements Specification and the
Software Architecture Specification.

The supplier had early demands
from their Assessor to have
all the interfaces, even internal,
specified before the 2011 version
of this standard were applied on
the processes. These specifica-
tions may have other names and
were sometimes merged.

With the help of design tools,
such as Doxygen, they can fully
control the interfaces.
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(7.3.4.19) The description of interfaces shall
address

e pre/post conditions,

e definition and description of all bound-
ary values for all specified data,

e behavior when the boundary value is ex-
ceeded,

e behavior when the value is at the bound-
ary,

e for time-critical input and output data:

— time constraints and requirements
for correct operation,

— management of exceptions.

e allocated memory for the interface
buffers and the mechanisms to detect
that the memory cannot be allocated or
all buffers are full, where applicable,

e existence of synchronization mecha-
nisms between functions (see e).

All data from and to the interfaces shall be
defined for the whole range of values defined
by the type of the data, including the ranges
which are not used when processed by the
functions:

e definition and description of all equiv-
alence classes for all specified data and
each software function using them,

e definition of unused or forbidden equiv-
alence classes.

NOTE The data type includes the following:

e inpul parameters and output results of
functions and/or procedures;

e data specified in telegrams or communi-
cation packets;

e data from the hardware.

See comments on 7.3.4.18.

(7.3.4.26) The selection of a coding standard
shall be justified to the extent required by the
software safety integrity level.

Coding standards has always
been used by the supplier. for
SIL 4, Coding standards was
mandatory (M) in the 2001 ver-
sion as well as in the 2011 ver-
sion. See table A.4 in Appendix
A, section 8.1.
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(7.3.4.31) The Software Integration Test Spec-
ification shall address the following:

it shall be shown that each software com-
ponent provides the specified interfaces
for the other components by executing
the components together;

it shall be shown that the software be-
haves in an appropriate manner when
the interface is subjected to inputs which
are out of specification;

the required input data with their se-
quences and their values shall be the
base of the test cases;

the anticipated output data with their
sequences and their values shall be the
basis of the test cases;

it shall be shown which results of the
component test (see 7.5.4.5 and 7.5.4.7)
are intended to be reused for the soft-
ware integration test.

"Software Integration Test Plan’
are in the 2011 version called
"Software Integration Test Speci-
fication’. This is for the supplier
covered by their test plan, there-
fore, no separate plan had to be
created for this part. The sup-
plier had to add some more in-
formation as the 2011 version of
this standard were followed, but
they were not experiencing this
to be an extensive work.

(7.3.4.36) The Software/Hardware Integration
Test Specification shall address the following:

it shall be shown that the software runs
in a proper way on the hardware using
the hardware via the specified hardware
interfaces;

it shall be shown that the software can
handle hardware faults as required;

the required timing and performance
shall be demonstrated;

the required input data with their se-
quences and their values shall be the ba-
sis of the test cases;

the anticipated output data with their
sequences and their values shall be the
basis of the test cases;

it shall be shown which results of the
component test (see 7.5.4.5) and of the
software integration test (see 7.6.4.3)
are intended to be reused for the soft-
ware/hardware integration test.

See comments on 7.3.4.31.
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7.4

Component Design

Comments:

"Software module’ has changed name to: 'Software Component’.

(7.4.4.1) For each component, a Software
Component Design Specification shall be writ-
ten, under the responsibility of the Designer,
on the basis of the Software Design Specifica-
tion.

The supplier is following the
Document Control Summary
(see section 8.1.2). This new
requirement was not experienced
to be an extensive work.

(7.4.4.8) The Software Component Test Spec-
ification shall be written in accordance with
the generic requirements established for a Test
Specification (see 6.1.4.4).

(6.1.4.4) Each Test Specification shall
document the following:
— test objectives;

— test cases, test data and expected
results;

— types of tests to be performed;

— test environment, tools, configura-
tion and programs;

— test criteria on which the comple-
tion of the test will be judged;

— the criteria and degree of test cov-
erage to be achieved;

— the roles and responsibilities of the
personnel involved in the test pro-
cess;

— the requirements which are covered
by the test specification;

— the selection and utilization of the
software test equipment;

Requirement 6.1.4.4 was earlier
divided into three requirements
[6]. The requirement is also
much clearer in the 2011 version.
The Software Component Test
Specification was named Soft-
ware Module Test Specification
in the 2001 version. This new
requirement was not experienced
to be an extensive work.

(7.4.4.10) The Software Component Test
Specification shall choose techniques and mea-
sures from Table A.5. The selected combina-
tion shall be justified as a set satisfying 4.8
and 4.9.

The supplier are using approved
combinations of techniques for
product 1 and 2 from table A.5
(see Appendix A, section 8.1).
Product 1 will implement ’For-
mal proof’ to their system.

The update of table A.5 was not
experienced to be an extensive
work.
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(7.4.4.11) A Software Component Design Ver-
ification Report shall be written, under the
responsibility of the Verifier, on the basis of
the Software Design Specification, Software
Component Design Specification and Software
Component Test Specification.

The supplier are following the
Document Control Summary
(see section 8.1.2). This new
requirement was not experienced
to be an extensive work.

7.5

Software Component Implementation and Testing

Comments:

Implementation are introduced as a new step in the process in this section. The roll Implementer
are also new to this standard [6].

(7.5.2) Input documents:

e Software Component Design Specifica-
tion;

e Software Component Test Specification;

"Module’ are changed to ’Com-
ponent’ in this European stan-
dard, but the specifications are
not new to this standard.

(7.5.4.1) The Software Source Code shall be
written under the responsibility of the Imple-
menter on the basis of the Software Compo-
nent Design Specification. Requirements from
7.5.4.2 to 7.5.4.4 refer to the software source
code.

The ’Software Source Code’ doc-
umentation are not a new re-
quirement to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.

(7.5.4.5) A Software Component Test Report
shall be written, under the responsibility of
the Tester, on the basis of the Software Com-
ponent Test Specification and the Software
Source Code.

The ’Software Component Test
Report” was named ’Software
Module Test Report’ in the 2001
version. The supplier are follow-
ing the Document Control Sum-
mary (see section 8.1.2). This
new requirement was not expe-
rienced to be an extensive work.

(7.5.4.8) A Software Source Code Verification
Report shall be written, under the responsibil-
ity of the verifier, on the basis of the Software
Component Design Specification, the Software
Component Test Specification and the Soft-
ware Source Code.

The ’Software Source Code Ver-
ification Report’ are not a new
lifecycle documentation.  The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.
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(7.5.4.10) After the Software Source Code and
the Software Component Test Report have
been established, verification shall address

e the adequacy of the Software Source
Code as an implementation of the Soft-
ware Component Design Specification
(included in EN50128:2001, but now di-
vided into more than one requirement),

e the correct use of the chosen techniques
and measures from Table A.4 as a set
satisfying 4.8 and 4.9,

e determining the correct application
of the coding standards (included in
EN50128:2001, but now divided into
more than one requirement),

e that the Software Source Code meets the
general requirements for readability and
traceability in 5.3.2.7 to 5.3.2.10 and in
6.5.4.14 to 6.5.4.17, as well as the spe-
cific requirements in 7.5.4.1 to 7.5.4.4,

e the adequacy of the Software Compo-
nent Test Report as a record of the tests
carried out in accordance with the Soft-
ware Component Test Specification.

Parts of this requirement were
included in the 2001 version of
this standard as well. The sup-
plier are using approved com-
binations of table A.4 (see Ap-
pendix A, section 8.1), and there-
fore no new documentations due
to this requirement.

7.6
Integration
Comments:

Integrator is a new roll to this standard. The Test script for automatic tests and the reached
‘test-coverage’ shall be evaluated and described [6]. '"Modules’ are changed to ’Components’ in this

standard.

(7.6.2) Input documents:

e Software/Hardware
Specification

Integration Test

e Software Integration Test Specification

These lifecycle documentations
were named ’Software/Hardware
Integration Test Plan’ and ’Soft-
ware Integration Test Plan’ in
the 2001 version of this standard.

(7.6.4.3) A Software Integration Test Report
shall be written, under the responsibility of
the Integrator, on the basis of the Software
Integration Test Specification.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.
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(7.6.4.7) A Software/Hardware Integration
Test Report shall be written, under the re-
sponsibility of the integrator, on the basis of
the Software/Hardware Integration Test Spec-
ification.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.

(7.6.4.11) A Software Integration Verification
Report shall be written, under the responsi-
bility of the Verifier, on the basis of the Soft-
ware and Software/Hardware Integration Test
Specifications and the corresponding test re-
ports.

The supplier has all the time
been having this part integrated
with what they called ’test spec-
ification’ and ’test report’, which
covers the independent system
tests.

(7.6.4.12) The Software Integration Verifica-
tion Report shall be written in accordance
with the generic requirements established for
a Verification Report (see 6.2.4.13).

(6.2.4.13) Each Software Verification
Report shall document the following:

— the identity and configuration of
the items verified, as well as the
Verifier names;

— items which do not conform to the
specifications;

— components, data, structures and
algorithms poorly adapted to the
problem;

— detected errors or deficiencies;

— the fulfillment of, or deviation
from, the Software Verification
Plan (in the event of deviation the
Verification Report shall explain
whether the deviation is critical or
not);

— assumptions if any;

— a summary of the verification re-
sults.

See comments on 7.6.4.11.

7.7

Overall Software Testing/Final Validation

Comments:

The Validator can now make the Tester perform extra tests, that has been specified by the Validator
[6]. The Validator also has more requirements to follow, added in this section of this standard.

Harder requirements on how the reporting should look like and be performed and that the system
is validated in a real environment, not only simulated.
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(7.7.4.1) An Overall Software Test Report
shall be written, under the responsibility of
the Tester, on the basis of the Overall Soft-
ware Test Specification.

See comments on 7.6.4.11.

(7.7.4.3) The Validator shall specify and per-
form supplementary tests on his discretion or
have them performed by the Tester. While
the Overall Software Tests are mainly based
on the structure of the Software Requirements
Specification, the added value the Validator
shall contribute, are tests which stress the sys-
tem by complex scenarios reflecting the actual
needs of the user.

The Validator of the supplier
are examine the test specification
and then the test results. Some-
times, a request of execute extra
tests is a result of this examina-
tion. This technique was used by
the supplier before the update of
this standard as well.

(7.7.4.6) A Software Validation Report shall
be written, under the responsibility of the Val-
idator, on the basis of the Software Validation
Plan.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.

(7.7.4.7) The Software Validation Report shall
be written in accordance with the generic re-
quirements established for the Validation Re-
port (see 6.3.4.7 to 6.3.4.11).

Requirement 6.3.4.7 and 6.3.4.10
are new requirements in this
standard, the content of these re-
quirements are not including any
new requests from the supplier.
These requirements are only a
clarification of what to be done
in the area of this lifecycle docu-
ment. The specific lifecycle doc-
ument are not new to this stan-
dard and the supplier are follow-
ing the Document Control Sum-
mary. This new requirement was
not experienced to be an exten-
sive work.

(7.7.4.9) The Software Validation Report shall
contain the confirmation that each combina-
tion of techniques or measures selected accord-
ing to Annex A is appropriate to the defined
software safety integrity level. It shall con-
tain an evaluation of the overall effectiveness
of the combination of techniques and measures
adopted, taking account of the size and com-
plexity of the software produced and taking
into account the actual results of testing, ver-
ification and validation activities.

The Validation report are ex-
tended as the 2011 version of this
standard are applied. The scope
are the same, but in the extended
version, the traceability to the
standard are improved.
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(7.7.4.10) The following shall be addressed in | See comments on 7.7.4.9.
the Software Validation Report:

e documentation of the identity and con-
figuration of the software;

e statement of appropriate identification
of technical support software and equip-
ment;

e statement of appropriate identification
of simulation models used;

e statement about the adequacy of the
Overall Software Test Specification;

e collection and keeping track of any devi-
ations found;

e review and evaluation of all deviations
in terms of risk (impact);

e a statement that the project has per-
formed appropriate handling of correc-
tive actions in accordance with the
change management process and proce-
dures and with a clear identification of
any discrepancies found;

e statement of each restriction given by
the deviations in a traceable way;

e a conclusion whether the software is fit
for its intended application, taking into
account the application conditions and
constraints.

(7.7.4.12) A Release Note which accompanies | The supplier has used Release
the delivered software shall include all restric- | Notes for at leased 25 years,
tions in using the software. These restrictions | they call it PVI (Product Ver-
are derived from sion Information). In this Re-
lease Note the supplier are pre-
senting the versions and subver-
non-compliances with this FEuropean sions that will be released. Any
Standard, limitations and mistakes that are
included in this release are docu-
degree of fulfillment of the requirements, | mented as well.

e the detected errors,

degree of fulfillment of any plan.

8

Systems configured by application data or algorithms: systems configured by application data or
algorithms

Comments:

The requirements of the development, validation and verification process are harder and extended
for the parameter set.
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(8.4.1.1) An Application Preparation Plan
shall be written, under the responsibility of
the Requirements Manager or Designer, on the
basis of the input documents from 8.2.

This documentation has been
produced by the supplier for a
long time. It is an extensive
work to produce the In-depth
risk analysis and collaboration
with the users of the systems.

(8.4.1.2) An Application Preparation Plan
shall be produced in order to define and detail
the application development process, includ-
ing all the activities, deliverables and roles in
charge of them. It can be produced either for
each specific application or for a class of spe-
cific applications, i.e. for a generic application.

See comments on 8.4.1.1.

(8.4.1.3) The Application Preparation Plan
shall define a documentation structure for the
application preparation process.

See comments on 8.4.1.1.

(8.4.1.4) The Application Preparation Plan
shall choose techniques and measures from Ta-
ble A.11. The selected combination shall be
justified as a set satisfying 4.8 and 4.9.

Since product 1 and 2 are
Generic Products, table A.11 is
not used (see Appendix A, sec-
tion 8.1). The Assessor has ap-
proved this justification, which
means that this new requirement
are not used by the supplier.

(8.4.1.6) The Application Preparation Plan
shall include verification and validation activ-
ities to ensure that the application data/algo-
rithms are complete, correct and compatible
with each other and with the generic applica-
tion, and to provide evidence that the applica-
tion conditions of the generic application are
met. These verification and validation activ-
ities and evidence can be replaced by verifi-
cation and validation performed on the tools
that produce the application data/algorithms.
The results are gathered together in the Ap-
plication Preparation Verification Report and
the Application Test Report.

See comments on 8.4.1.1.

(8.4.1.8) A risk analysis shall be carried out
covering the application development process,
including the application tools and proce-
dures, in order to validate the Application
Preparation Plan and to meet the required
software safety integrity level. The Applica-
tion Preparation Plan shall include the risk
analysis.

129

See comments on 8.4.1.1.




(8.4.1.13) Once the Application Preparation
Plan has been established, verification shall
address

e that the Application Preparation Plan
meets the general requirements for read-
ability and traceability in 5.3.2.7 to
5.3.2.10 and in 6.5.4.14 to 6.5.4.17 as
well as the specific requirements in
8.4.1.2 to 8.4.1.11,

e the internal consistency of the Applica-
tion Preparation Plan.

e The results shall be recorded in an Ap-
plication Data/Algorithms Verification
Report.

See comments on 8.4.1.1.

(8.4.1.14) The implementation of the Appli-
cation Preparation Plan shall be verified and
validated for each specific application.

See comments on 8.4.1.1.

8.4.2
Application
Require-
ments Speci-
fication

(8.4.2.1) An Application Requirements Spec-
ification shall be written, under the respon-
sibility of the Requirements Manager, on the
basis of the input documents from 8.2.

All of these steps have been made
in one way or another for a long
time by the supplier. Far back,
before the current requirement
for independence between TRV
and suppliers, TRV (back then
Banverket/SJ) was part of the
verification chain.  Nowadays,
the steps of Application docu-
mentations are done internally
by the supplier, and it was done
even before 2011. The supplier
are not always using the same
names as are defined in this stan-
dard for the documentations, but
the contents are the same.

(8.4.2.3) The requirements related to the ap-
plication data and algorithms processed by the
generic software of the system shall be speci-
fied at this stage.

See comments on 8.4.2.1.

(8.4.2.4) An Application Data/Algorithms
Verification Report shall be written, under the
responsibility of the Verifier, on the basis of
the input documents from 8.2.

See comments on 8.4.2.1.
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8.4.4
Application
Data/Al-
gorithms
Production

(8.4.4.2) An Application Test Report shall be
written, under the responsibility of the Tester,
on the basis of the input documents from 8.2.

See comments on 8.4.2.1.

(8.4.4.3) The Application Test Report shall
document the correct and complete execution
of the tests defined in Application Test Spec-
ification.

See comments on 8.4.2.1.

(8.4.4.5) An Application Test Specification
shall be written, under the responsibility of
the Tester, on the basis of the input docu-
ments from 8.2.

See comments on 8.4.2.1.

(8.4.4.6) The Application Test Specification
shall specify tests to be carried out at interme-
diate or final stage of data/algorithms prepa-
ration, in order to ensure

e coherency and completeness of data/al-
gorithms with respect to application
principles,

e coherency and completeness of data/al-
gorithms with respect to specific appli-
cation architecture.

See comments on 8.4.2.1.

(8.4.4.7) An Application Data/Algorithms
Verification Report shall be written, under the
responsibility of the Verifier, on the basis of
the input documents from 8.2.

See comments on 8.4.2.1.

(8.4.4.8) Once the Application Test Specifica-
tion has been established, verification shall ad-
dress

e that the Application Test Specifica-
tion meets the general requirements for
readability and traceability in 5.3.2.7
to 5.3.2.10 and in 6.5.4.14 to 6.5.4.17
as well as the specific requirements in
8.4.4.6,

e the internal consistency of the Applica-
tion Test Specification.

e The results shall be recorded in an Ap-
plication Data/Algorithms Verification
Report.
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8.4.5
Application
Integration
and Testing
Acceptance

(8.4.5.2) An Application Test Specification
shall be written, under the responsibility of
the Tester, on the basis of the input docu-
ments from 8.2.

See comments on 8.4.2.1.

(8.4.5.3) The Application Test Specification
shall specify tests to be carried out to ensure

e correct integration of data/algorithms
on generic hardware and software, if
needed,

e correct integration of data/algorithms
with complete installation.

See comments on 8.4.2.1.

(8.4.5.4) An Application Data/Algorithms
Verification Report shall be written, under the
responsibility of the Verifier, on the basis of
the input documents from 8.2.

See comments on 8.4.2.1.

(8.4.5.5) Once the Application Test Specifica-
tion has been established, verification shall ad-
dress that the Application Test Specification
meets the specific requirements in 8.4.5.3.

See comments on 8.4.2.1.

8.4.7
Application
preparation
procedures
and tools

(8.4.7.2) Any compilation process shall be val-
idated and assessed. It shall be noted that
specialized compilers are usually necessary for
the data and algorithm conversion.

See comments on 8.4.2.1.

(8.4.7.3) All application data/algorithms and
associated documentation for each specific ap-
plication shall be subject to the software de-
ployment requirements as specified in 9.1.

See comments on 8.4.2.1.

(8.4.7.4) All application data/algorithms and
associated documentation shall be subject to

the software maintenance requirements speci-
fied in 9.2.

See comments on 8.4.2.1.

(8.4.7.6) The Application Verification Report
demonstrate the coverage and enforcement of
the application conditions of the generic soft-
ware and application tools.

See comments on 8.4.2.1.
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|
8.4.8
Development of Generic Software
Comments:
Release Note of the Generic Software and Application Tools of the Overall Software Testing/Final
Validation phase of the generic software and application tools shall be subject to verification and

validation. [6]

(8.4.8.8) The designers shall publish the Re-
lease Note of the generic software and appli-
cation tools by the Overall Software Testing/-
Final Validation phase of the generic software
and application tools. The contents of these
documents shall be subject to verification and
validation activities.

The following topics shall be addressed in
the document “Application conditions of the
generic software and application tools”:

e references to the user manuals of the
generic software and application tools;

e any constraints on the application
data/algorithms e.g. imposed architec-
ture or coding rules to meet the safety
integrity levels.

Application Information are
written for product 1, for the
Generic  Product (GP) and

the Generic Application (GA).
These are inputs to the appli-
cation engineering that provide
application data. However,
since the supplier has tool help
(EBITool), where application
engineer inputs plant data,
many rules and restrictions
are built into the tool. These
built-in rules and constraints
come partly from the products,
partly from experience, but also

from the Swedish Transport
Administration’s regulations
(TDok).

9

Software deployment and maintenance

9.1

Software deployment

Comments:

This part of the 2011 version of the standard is all new to this standard. New lifecycle documen-
tations are Software release and deployment plan, Software deployment manual, Release notes,
Deployment records, deployment verification report. [6]

(9.1.2) Input documents:

e All design, development and analysis
documents relevant to the deployment.

Requirements with the word 'rel-
evant’ will not include any ex-
tra work for the companies us-
ing these requirement, since they
have been using documentations
that they argued to be 'relevant’
even before the update of this
standard.
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(9.1.3) Output documents:
e Software Release and Deployment Plan
e Software Deployment Manual

e Release Notes

Deployment Records;

Deployment Verification Report

The information has always ex-
isted in the suppliers process, but
not as strict as it is stated in
2011, e.g. writes installation pro-
tocols containing all the details,
e.g. if all balises are updated
the same. The supplier also col-
lect and refer to all reviews re-
lated to the installation. The
content of these lifecycle docu-
mentations has always existed,
but as mentioned, it is docu-
mented a little differently. It
is likely that there will be a
clearer link between the suppli-
ers work and CENELEC in the
reporting, but this also depends
on the Assessor’s requirements.
But as above, you do not need
to have the CENELEC names
on the documents, but you need
to map more clearly what sup-
plier document that corresponds
to which CENELEC document.

(9.1.4.1) The deployment shall be carried out
under the responsibility of the project man-
ager.

See comments on 9.1.3.

(9.1.4.2) Before delivering a software release,
the software baseline shall be recorded and
kept traceable under configuration manage-
ment control. Pre-existing software and soft-
ware developed according to a previous ver-
sion of this European Standard shall also be
included.

See comments on 9.1.3.

(9.1.4.3) The software release shall be repro-
ducible throughout the baseline lifecycle.

See comments on 9.1.3.

(9.1.4.4) A Release Note shall be written, un-
der the responsibility of the Designer, on the
basis of the input documents from 9.1.2.

See comments on 9.1.3.

(9.1.4.6) A Software Deployment Manual shall
be written on the basis of the input documents
from 9.1.2.

See comments on 9.1.3.

(9.1.4.7) The Software Deployment Manual
shall define procedures in order to correctly
identify and install a software release.
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(9.1.4.8) In case of incremental deployment
(i.e., deployment of single components), it is
highly recommended for SIL 3 and SIL 4, and
recommended for SIL 1 and SIL 2, that the
software is designed to include facilities which
assure that activation of incompatible versions
of software components is excluded.

See comments on 9.1.3.

(9.1.4.9) Configuration management shall en-
sure that no harm results from the co-presence
of different versions of the same software com-
ponents where it cannot be avoided.

Configuration management
(CM) has been in the process
for at least 25 years ago. The
supplier has 'CM-people’ in all
projects i.e. Generic Product
(GP), Generic Application (GA)
and Specific Application (SA),
including projects installation
and deployment. No direct
difference before and after 2011.

(9.1.4.10) A rollback procedure (i.e., capabil-
ity to return to the previous release) shall be
available when installing a new software re-
lease.

Rollback Procedure has been
used in the process, long time be-
fore 2011. Rollback is a must be-
cause you can experience unfore-
seen things when commissioned.

(9.1.4.11) The software shall have embedded
self-identification mechanisms, allowing its
identification at the loading process and after
loading into the target. The self-identification
mechanism should indicate version informa-
tion for the software and any configuration
data as well as the product identity.

NOTE The data within the code, containing
the information about the software release, is
recommended to be protected through coding
(see Table A.3 “Error Detecting Codes”).

Embedded self-identification
mechanisms have been around
for a long time but are being
developed and improved.

(9.1.4.12) A Deployment Record shall be writ-
ten on the basis of the input documents from
9.1.2.

See comments on 9.1.3.

(9.1.4.13) A Deployment Record shall give
evidence that intended software has been
loaded, by inspection of the embedded self-
identification mechanisms (see 9.1.4.11). This
record shall be stored among the delivered sys-
tem related documents like other verifications
and is part of the commissioning and accep-
tance.
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(9.1.4.14) The deployed software shall be
traceable to delivered installations.

NOTE This is of special importance when crit-
ical faults are discovered and need to be cor-
rected in more than one installation.

See comments on 9.1.3.

(9.1.4.15) Diagnostic information shall be pro-
vided by the software, as part of fault moni-
toring.

Diagnostic information has been
available before 2011 but is con-
stantly being developed and im-
proved.

(9.1.4.16) A Deployment Verification Report
shall be written, under the responsibility of
the Verifier, on the basis of the input docu-
ments from 9.1.2.

See comments on 9.1.3.

(9.1.4.17) Once the Software Deployment
Manual has been established, verification shall
address

e that the Software Deployment Man-
ual meets the general requirements for
readability and traceability in 5.3.2.7
to 5.3.2.10 and in 6.5.4.14 to 6.5.4.17
as well as the specific requirements in
9.1.4.7,

e the internal consistency of the Software
Deployment Manual.

See comments on 9.1.3.

(9.1.4.18) Once the Deployment Record has
been established, verification shall address

e that the Deployment Record meets the
general requirements for readability and
traceability in 5.3.2.7 to 5.3.2.10 and in
6.5.4.14 to 6.5.4.17 as well as the specific
requirements in 9.1.4.13,

e the internal consistency of the Deploy-
ment Record.

See comments on 9.1.3.
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(9.1.4.19) Once the Release Note has been es-
tablished, verification shall address

e that the Release Note meets the gen-
eral requirements for readability and
traceability in 5.3.2.7 to 5.3.2.10 and in
6.5.4.14 t0 6.5.4.17 as well as the specific
requirements in 9.1.4.5,

e the internal consistency of the Release
Note.

e The results shall be recorded in a De-
ployment Verification Report.

See comments on 9.1.3.

(9.1.4.20) Measures shall be included in the
software package to prevent or detect er-
rors occurring during storage, transfer, trans-
mission or duplication of executable code or
data. The executable code is recommended
to be coded (see Table A.3 “Error Detecting
Codes”) as part of checking the integrity of
the code in the load process.

"Error detecting codes’ are used
by the supplier for both prod-
uct 1 and 2. It was used for
these products as the 2001 ver-
sion of this standard was followed
as well (see table A.3, section
8.1), which means that this new
requirement did not result in any
extra work for the supplier in the
update process.

9.2

Software Maintenance

Comments:

Before a maintenance work is started, it has to be decided, whether the maintenance work is
'major’ or 'minor’. If this can not be decided by the company, the Assessor has make the decision.
A new output document is ’Software Maintenance Verification Report’.

(9.2.3) Output documents:
e Software Maintenance Plan
e Software Change Records;
e Software Maintenance Records

e Software Maintenance Verification Re-
port

The content of the Software
Maintenance Verification Report
is required but is documented in
different documents with other
names, e.g. verification of
all changes in document and/or
code. Tests are done on the en-
tire system and component tests
are done on modified parts.

(9.2.4.5) A Software Maintenance Plan shall
be written on the basis of the input documents
from 9.2.2.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.
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(9.2.4.7) A Software Maintenance Record shall
be written on the basis of the input documents
from 9.2.2.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.

(9.2.4.9) A Software Change Record shall be
written on the basis of the input documents
from 9.2.2.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.

(9.2.4.11) A Software Maintenance Verifica-
tion Report shall be written, under the re-
sponsibility of the Verifier, on the basis of the
input documents from 9.2.2.

See comments on 9.2.3.

(9.2.4.12) Once the Software Maintenance
Plan has been established, verification shall
address

e that the Software Maintenance Plan
meets the general requirements for read-
ability and traceability in 5.3.2.7 to
5.3.2.10 and in 6.5.4.14 to 6.5.4.17 as
well as the specific requirements in
9.2.4.6,

e the internal consistency of the Software
Maintenance Plan.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.

(9.2.4.13) Once the Software Maintenance
Record has been established, verification shall
address

e that the Software Maintenance Record
meets the general requirements for read-
ability and traceability in 5.3.2.7 to
5.3.2.10 and in 6.5.4.14 to 6.5.4.17 as
well as the specific requirements in
9.2.4.8,

e the internal consistency of the Software
Maintenance Record.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.
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(9.2.4.14) Once the Software Change Record
has been established, verification shall address

e that the Software Change Record meets
the general requirements for readability
and traceability in 5.3.2.7 t0 5.3.2.10 and
in 6.5.4.14 to 6.5.4.17 as well as the spe-
cific requirements in 9.2.4.10,

e the internal consistency of the Software
Change Record.

This lifecycle documentation is
not new to this standard. The
supplier are following the Docu-
ment Control Summary (see sec-
tion 8.1.2). This new require-
ment was not experienced to be
an extensive work.

(9.2.4.19) For each reported problem or en-
hancement a safety impact analysis shall be
made.

Over the past 7-8 years, The sup-
plier has made a safety impact
analysis integrated into their bug
reporting system (NCR manage-
ment). In addition, an assess-
ment of remaining NCRs is made
prior to release.

(9.2.4.20) For software under maintenance,
mitigation actions proportionate to the iden-
tified risk shall be taken in order to ensure
the overall integrity of the system whilst the
reported problems are investigated and cor-
rected.
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8.3

Appendix C - Interviews

Interview with the supplier:

1.

10.
11.
12.
13.
14.

15.

16.

Where has it been a problem in the update of this European standard? Which main areas has
been the most extensive ones?

. Which parts in the process has been the most time consuming/expensive?
. Could the update in standard been done in a better way? This for saving money and time.

. Is there any parts of the 2011 version of this European standard that you think that you could

have done in a better way? Thus, the standard does not suggest the safest/best way to work.

. Is there any parts of the new version of this European standard that have been unclear? Parts

where you have not known have to proceed. Thus, parts of the standard that should be
changed?

. Short term and long term costs. Where have it been expensive to update version of this

FEuropean standard, but it will probably not be expensive in the long run? This as a comparison
to when the 2001 version of the standard was used.

How has the work of updating the version of this standard proceeded?

. Have the new formation of the organization been working as expected? Did you already have

the resources needed within the organization? Or it was necessary for resources to be taken in
from outside because of this part of this standard?

. Were there any rolls that were harder than others to assign?

Have you been able to keep the role division?

Positive/Negative affects by the update of this standard?

Have you seen any positive affects by the extended traceability?

Has the new requirements on SIL 0 products affected you in terms of time and resources?

Do you experiencing that the requirements are clearer in the new version of this standard? Is
some parts of the standard being misjudged? Or have you experienced that the standard is
crystal clear?

How has it been to work with the two versions of the standard side by side throughout the
transition?

How has the tools been affected by the update in standard? Has it been an extensive work to
sort the tools in the update of the version in this standard?

Questions asked later on:

1.

Can I look at an example of the documented argumentation that is approved by the assessor
when it comes to the tables/parts of the standard that does not have to be used since the
product is a generic product?

. Who is responsible for the standard to be followed on the parts that you declines your product

from? Is it a totally new product that has to follow the standard or will this part of the
standard not be used since this part is declined?

. Due to 4.8 shall motivations to not use an approved combination according to the tables, be

registered in the Quality Assurance Plan. Has this been done for product 2 according to Table
21 - Test Coverages for Code? How did this motivation sounded?

. Did you have documented proves for the competence of the staff before this update in standard

or did you have to do that? How did you work with 5.2.2.3 (and 5.2.2.4), meaning routines
have to be maintenance in order to handle the competence of the staff?
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10.
11.

12.

13.

14.

15.
16.

17.

18.

19.

20.

21.

22.

23.

. Did you have documented proof of staff skills before the standard update or was this a process

to perform? How do you work with 5.2.2.3 (and 5.2.2.4), then to maintain procedures to
manage staff skills?

. Is requirements 6.5.4.16 used sometime in the process? Thought especially about product 2,

where there have been older software to take into account.

Is all the information regarding the tools documented together in the same document? I refer
to 6.7.2 - Tool specification, contains the requirements of 6.7.4.2, 6.7.4.3 and 6.7.4.4, or are
these demands put on different documents?

. Do you fulfill the requirement described in 6.3.4.67 Thus, the Software Validation report iden-

tify the steps necessary to demonstrate the adequacy of the Overall Software Test Specification?
Was this something you did in the past also, or is this all new to you?

. How do you do to meet the requirement in 6.3.4.167 The validator accepts some documentation

for this approval, or how does the approval process before the operation look like? Was this
something you did in the past also, or is this some new?

Does the assessor create the Software Assessment Plan?

Have you started from scratch with EN50128:2011 in any project? Or have you just changed
version to existing projects? If you are in such cases could you argue away 6.5.4.1, which states
that any plan must be issued at the beginning of the project?

Did you use the output documents described in requirements 6.6.3 when the 2001 version of
this standard was used? Or was this part new to you? If so, was it demanding to start using?

Is there any action strategy of the case as a testament to the T3 tools are not sufficient? Thus
there is the opportunity to check for any failures? See requirements 6.7.4.6. And how this is
done?

Did you use additional methods for ”Overall Software Testing” that does not stand with table
A.77 If this is the case, is this documented? Are there documentations of why parts of A.7 is
not being fully carried out?

How do you translate SIL 07 What is a SIL 0 product to you?

According to 6.1.4.1, tests performed by other parties such as the requirements manager,
designs and implementers shall be documented. Where does this happen if tests are performed
by either of these parties? Was this documentation also done before the version update?

Which other standards did you use as a dictionary when EN 50128 lacked in good examples?

Are you documenting anywhere that you were only using ’Structured Methodology’ partly in
table A.37

Do you follow requirement 7.3.4.16 and 7.3.4.17 on prototypes? Did you use prototypes in all
phases? Can you tell me how this works? What this done even before the version update?

Did you write a ’Software Interface Specification’ before the version update? If not, was this an
extensive work? Do you fulfill requirement 7.3.4.18 and 7.3.4.19 connected to this specification?

"Software Integration test plan’ has changed its name to ’Software Integration Test Specifica-
tion’. Did your 'Software Integration test plan’ the new requirements in 7.3.4.31 and 7.3.4.367
Or did you have to update this plan in order to follow these new requirements?

Did you write a 'Software Integration Verification Report’ and an ’Overall Software Test Re-
port’ before the version update? Or are this new documentations and was them in that case
time consuming to create?

Can you explain how requirement 7.7.4.3 works in your process? Does your Validator perform
extra tests?
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24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

Did the Software Validation Report contain what is described in 7.7.4.10 even before this
version update of the standard? If not, was there any part that was extensive to add? Is the
techniques/methods used, included in this report? Was this included as the 2001 version of
this standard was used?

Did you use Release Note before the version update? Can you explain the content of a release
note?

Did you write an Application Preparation Plan before the version update? If not, was is an
extensive work to add this plan to the process? Was/Is it included a risk analysis in this plan?

What parts of the Application Requirement Specification, Data/Algorithms Verification Re-
port, Application Test Specification and Application Test Report are what you do not have
included in your process? Is this because you work with a GP or because you have chosen to
delete parts of these documents? Did you also write a 'Data/Algorithms Verification Report’
before the standard update?

Do you write and did you write "Application conditions of the generic software and application
tools’ as described in 8.4.8.8. If this document is written and has been added after the version
update, was it a demanding job to create this document?

Have you had any release when the 2011 version of the standard has been used? When the
previous version of the standard was used, were the output documents presented in requirement
9.1.3 written? Or are these new documentations new in your process? Will the release go
differently now that the 2011 version of the standard is used?

How do you work with ’Configuration management’? I guess you've used this earlier (before
the update of the standard), but have you further developed this system now when more is
required by the release process?

Have you used "Rollback procedure’, 'Diagnostic information’ and ’embedded self-identification
mechanisms’ when the 2001 version of the standard was used?

Have you done any maintenance work on your products when the 2011 version is being followed?
If not, have you looked at the differences in requirements for this section and prepare, or do
you take care of it when you get there?

Did you write a ’Software Maintenance Verification Report’ before the default update as well?

Did you have a ’safety impact analysis’ (requirement 9.2.4.19) when the 2001 version of the
standard was used? Have you done that when the process are following the 2011 version, yet?

Did you perform risk-minimized software maintenance measures when the earlier version of
this standard was followed?
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8.4

Appendix D - Roles, responsibilities and competencies

8.4.1 Requirements Manager

Responsibilities:

1.
2.
3.

6.

shall be responsible for specifying the software requirements
shall own the Software Requirements Specification

shall establish and maintain traceability to and from system level requirements

. shall ensure the specifications and software requirements are under change and configuration

management including state, version and authorization status

. shall ensure consistency and completeness in the Software Requirements Specification (with

reference to user requirements and final environment of application)

shall develop and maintain the software requirement documents

Key competencies:

1.

shall be competent in requirements engineering

. shall be experienced in application’s domain
. shall be experienced in safety attributes of application’s domain
. shall understand the overall role of the system and the environment of application

2
3
4
o.
6
7

shall understand analytical techniques and outcomes

. shall understand applicable regulations

. shall understand the requirements of EN 50128

8.4.2 Designer

Responsibilities:

1.
2.

3
4
9.
6
7

shall transform specified software requirements into acceptable solutions

shall own the architecture and downstream solutions 3. shall define or select the design methods
and supporting tools

. shall apply appropriate design principles and standards

. shall develop component specifications where appropriate

shall maintain traceability to and from the specified software requirements

. shall develop and maintain the design documentation

. shall ensure design documents are under change and configuration control

Key competencies:

—_

A T o

shall be competent in engineering appropriate to the application area
shall be competent in safety design principles

shall be competent in design analysis & design test methodologies
shall be able to work within design constraints in a given environment
shall be competent in understanding the problem domain

shall understand all the constraints imposed by the hardware platform, the operating system
and the interfacing systems

shall understand the relevant parts of EN 50128
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8.4.3 Implementer

Responsibilities:

1.

8.
9.

shall transform the design solutions into data/source code/other design representations

2. shall transform source code into executable code/other design representation
3. shall apply safety design principles

4. shall apply specified data preparation/coding standards

5.
6
7

shall carry out analysis to verify the intermediate outcome

. shall integrate software on the target machine

. shall develop and maintain the implementation documents comprising the applied methods,

data types, and listings
shall maintain traceability to and from design

shall maintain the generated or modified data/code under change and configuration control

Key competencies:

1. shall be competent in engineering appropriate to the application area
2. shall be competent in the implementation language and supporting tools
3. shall be capable of applying the specified coding standards and programming styles
4. shall understand all the constraints imposed by the hardware platform, the operating system
and the interfacing systems
5. shall understand the relevant parts of EN 50128
8.4.4 Tester
Responsibilities:
1. shall ensure that test activities are planned
2. shall develop the test specification (objectives & cases)
3. shall ensure traceability of test objectives against the specified software requirements and of
test cases against the specified test objectives
4. shall ensure that the planned tests are implemented and specified tests are carried out
5. shall identify deviations from expected results and record them in test reports
6. shall communicate deviations with relevant change management body for evaluation and de-
cision
7. shall capture outcomes in reports
8. shall select the software test equipment

Key competencies:

1.

shall be competent in the domain where testing is carried out e.g. software requirements, data,
code etc.

. shall be competent in various test and verification approaches/methodologies and be able to

identify the most suitable method in a given context

. shall be capable of deriving test cases from given specifications
. shall have analytical thinking ability and good observation skills
. shall understand the relevant parts of EN 50128
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8.4.5 Verifier

Responsibilities:

1.

d.
6.

shall develop a Software Verification Plan (which may include quality issues) stating what
needs verification and what type of process (e.g. review, analysis etc.) and test is required as
evidence

. shall check the adequacy (completeness, consistency, correctness, relevance and traceability)

of the documented evidence from review, integration and testing with the specified verification
objectives

. shall identify anomalies, evaluate these in risk (impact) terms, record and communicate these

to relevant change management body for evaluation and decision

. shall manage the verification process (review, integration and testing) and ensure independence

of activities as required
shall develop and maintain records on the verification activities

shall develop a Verification Report stating the outcome of the verification activities

Key competencies:

1.

ot

shall be competent in the domain where verification is carried out e.g. software requirements,
data, code etc.

. shall be competent in various verification approaches/methodologies and be able to identify

the most suitable method or combination of methods in a given context

. shall be capable of deriving the types of verification from given specifications

shall have analytical thinking ability and good observation skills

. shall understand the relevant parts of EN 50128

8.4.6 Integrator

Responsibilities:

1. shall manage the integration process using the software baselines

2. shall develop the Software and Software/Hardware Integration Test Specification for software
components based on the Designer’s component specifications and architecture stating what
the necessary input components, the sequence of integration activities and the resultant inte-
grated components are

3. shall develop and maintain records on the integration activities

4. shall identify integration anomalies, record and communicate these to relevant change man-
agement body for evaluation and decision

5. shall develop a component and overall system integration report stating the outcome of the

integration

Key competencies:

1.

shall be competent in the domain where component integration is carried out e.g. relevant
programming languages, software interfaces, operating systems, data, platforms, code etc.

. shall be competent in various integration approaches/methodologies and be able to identify

the most suitable method or combination of methods in a given context

. shall be competent in understanding the design and functionality required at various interme-

diate levels
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. shall be capable of deriving the types of integration test from a set of integrated functions

. shall have analytical thinking ability and good observation skills tending towards the system

level perspective

. shall understand the relevant parts of EN 50128

8.4.7 Validator

Responsibilities:

1.

© o N e

10.

11.
12.

13.
14.
15.

16.
17.

shall develop a system understanding of the software within the intended environment of
application

. shall develop a validation plan and specify the essential tasks and activities for software vali-

dation and agree this plan with the assessor

. shall review the software requirements against the intended environment/use

shall review the software against the software requirements to ensure all of these are fulfilled

shall evaluate the conformity of the software process and the developed software against the
requirements of this European Standard including the assigned SIL

shall review the correctness, consistency and adequacy of the verification and testing
shall check the correctness, consistency and adequacy of test cases and executed tests
shall ensure all validation plan activities are carried out

shall review and classify all deviations in terms of risk (impact), records and submits to the
body responsible for Change Management and decision making

shall give a recommendation on the suitability of the software for intended use and indicate
any application constraints as appropriate

shall capture deviations from the validation plan

shall carry out audits, inspections or reviews on the overall project (as instantiations of the
generic development process) as appropriate in various phases of development

shall review and analyse the validation reports relating to previous applications as appropriate
shall review that developed solutions are traceable to the software requirements

shall ensure the related hazard logs and remaining non-conformities are reviewed and all haz-
ards closed out in an appropriate manner through elimination or risks control/transfer mea-
sures

shall develop a validation report

shall give agreement/disagreement for the release of the software

Key competencies:

1.
2.

shall be competent in the domain where validation is carried out

shall be experienced in safety attributes of application’s domain

. shall be competent in various validation approaches/methodologies and be able to identify the

most suitable method or combination of methods in a given context

. shall be capable of deriving the types of validation evidence required from given specifications

bearing in mind the intended application

. shall be capable of combining different sources and types of evidence and synthesise an overall

view about fitness for purpose or constraints and limitations of the application
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. shall have analytical thinking ability and good observation skills

shall have overall software understanding and perspective including understanding the appli-
cation environment

. shall understand the requirements of EN 50128

8.4.8 Assessor

Responsibilities:

1.

NS v

11.

12.

shall develop a system understanding of the software within the intended environment of
application

. shall develop an assessment plan and communicate this with the safety authority and the client

organisation (contracting body of the assessor)

shall evaluate the conformity of the software process and the developed software against the
requirements of this European Standard including the assigned SIL

shall evaluate the competency of project staff and organisation for the software development
shall evaluate the verification and validation activities and the supporting evidence
shall evaluate the quality management systems adopted for the software development

shall evaluate the configuration and change management system and the evidence of its use
and application

shall identify and evaluate in terms of risk (impact) any deviations from the software require-
ments in the assessment report

. shall ensure that the assessment plan is implemented

10.

shall carry out safety audits and inspections on the overall development process as appropriate
at various phases of development

shall give a professional view on the fitness of the developed software for its intended use de-
tailing any constraints, application conditions and observations for risk control as appropriate

shall develop an assessment report and maintain records on the assessment process

Key competencies:

1.
2.
3.

10.

11.

shall be competent in the domain/technologies where assessment is carried out
shall have acceptance/licence from a recognised safety authority

shall have / strive to continually gain sufficient levels of experience in the safety principles and
the application of the principles within the application domain

shall be competent to check that a suitable method or combination of methods in a given
context have been applied

. shall be competent in understanding the relevant safety, human resource, technical and quality

management processes in fulfilling the requirements of EN 50128

. shall be competent in assessment approaches/methodologies

shall have analytical thinking ability and good observation skills

. shall be capable of combining different sources and types of evidence and synthesise an overall

view about fitness for purpose or constraints and limitations on application

. shall have overall software understanding and perspective including understanding the appli-

cation environment

shall be able to judge the adequacy of all development processes (like quality management,
configuration management, validation and verification processes)

shall understand the requirements of EN 50128
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8.4.9 Project Manager

Responsibilities:

1.

shall ensure that the quality management system and independency of roles according to 5.1
are in place for the project and progress is checked against the plans

. shall allocate sufficient number of competent resources in the project to carry out the essential

tasks including safety activities, bearing in mind the requisite independence of roles

. shall ensure that a suitable validator has been appointed for the project as defined in EN 50128

shall be responsible for the delivery and deployment of the software and ensure that safety
requirements from the stakeholders are also fulfilled and delivered

. shall allow sufficient time for the proper implementation and fulfilment of safety tasks

. shall endorse partial and complete safety deliverables from the development process

shall ensure that sufficient records and traceability is maintained in safety related decision
making

Key competencies:

1.

shall understand quality, competencies, organisational and management requirements of EN
50128

. shall understand the requirements of the safety process

. shall be able to weigh different options and understand the impact on safety performance of a

decision or selected options

. shall understand the requirements of the software development process

. shall understand the requirements of other relevant standards

8.4.10 Configuration Manager

Responsibilities:

1.
2.
3.

4.

shall be responsible for the software configuration management plan
shall own the configuration management system

shall establish that all software components are clearly identified and independently versioned
inside the configuration management system

shall prepare Release Notes which includes incompatible versions of software components

Key competencies:

1.
2.

8.5

shall be competent in software configuration management

shall understand the requirements of EN 50128

Appendix E - Documents

Proposal of the German National Committee:
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SC9XA/DEQQ02/NCP
[: E E LE c October 2013

EUROPEAN COMMITTEE FOR ELECTROTECHNICAL STANDARDIZATION

TECHNICAL COMMITTEE 9XA: Communication, signalling and processing systems

Proposal of the German National Committee for an extension of the validity of EN
50128:2001 for 3 years to be discussed at the CLC/SC9XA meeting to be hold on November
27th 2013 in Porto/Portugal

Background

During the development of future EN 50126-x, it has been detected that the standard EN
50128:2001 is listed in TSI “CCS” and “HS Rolling Stock” as dated reference.

EN 50128:2001 will be withdrawn in April 2014 and replaced by EN 50128:2011.

This will cause serious problems during the approval procedure of all railway applications
which are covered by TSI “CCS” and “HS Rolling Stock”, as EN 50128 from 2001 and from
2011 have to be adhered at the same time.

This requires two different development and manufacturing processes which cannot be
combined.

Additionally the application of EN 50128:2011 and the future implementation of the delayed
EN50126-5 would result in process modification that have to be applied for only a limited
period of time (until EN 50126-5 will be issued), if EN 50128:2011 were the only mandatory
standard

Proposal:
The German National Committee proposes:

- SC9XA to ask BT for extension of the use of EN 50128:2001 by prolonging the dow
of EN 50128:2011 for at least 3 years

- Ajoint initiative of TC 9 and its subcommittees to urgently ask ERA to ensure that
during the development of TSIs, no conflicts to ENs due to dated references occur.



